NHOOPMAIIMOHHASA TAMATKA
JJIS1 OBYYAIOIIUXCA 151 BESOITACHOI'O UCTIOJIBb30OBAHUA UHTEPHETA

C KaXXIbIM I'OI0M MOJIOAC)KHU B MHTCPHETE CTAHOBUTLCS 60J'ILH.I€, a IIKOJBbHUKHU OJHH U3 CaMbIX aKTHBHBIX
MoJIb30BaTeNIeH PyHeTa. Memny TEM, INOMHMO OTPOMHOI'0 KOJHMYCCTBA BO3MO)KHOCT€I71, HUHTCPHCT HECCT U
HpO6J'I6MI)I. OTa maMsATKa JOJHKHA [IOMOYb TeOe Oe30macHo HaXOJHUTHCA B CCTH.

KoMmnbroTepHbie BUpPYChI

KommsroTepHbIii BUPYC - 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTpaMM, OTIIHIUTEIHFHOH OCOOCHHOCTHIO
KOTOpOH SIBISIETCA CHOCOOHOCTh K Pa3MHOXKEHHIO. B OTOJIHEHHWE K 3TOMY, BHPYCHI MOTYT IMOBPEIUTHh WIIH
MOJIHOCTBI0 YHUUTOKUThH BCE (haillibl M JTaHHBIC, TIOAKOHTPOJBHBIC MOJIH30BATEI0, OT UMEHH KOTOPOro ObLIa
3amylieHa 3apa)X€HHasl MporpamMma, a TakKe MOBPEAUTh WIM AK€ YHUYTOXKHUTH OMNEPALMOHHYIO CHUCTEMY CO
BceMU (aitnamu B miesioM. B GOBIIMHCTBE CIydaeB pacIpOCTPAHSIOTCS BUPYCHI Yepe3 WHTEPHET.

MeTozp! 3aIIUTHI OT BPEIOHOCHEBIX IPOTPaMM:

1. Hcnonp3yil COBpeMEHHBIE ONEpPAIMOHHBIE CHCTEMBI, HUMEIOIIHNE CEepPhe3HBIH YPOBEHb 3aIIHUTHl OT
BPEJOHOCHBIX ITPOrpam;

2. locrosiHHO ycTaHaBnWBai ma4ytu (IHGPOBBIC 3alIATKH, KOTOPBIE aBTOMAaTHYECKH YCTAHABIUBAIOTCS C
LIENBI0 IOPa0OTKK MPOrpaMMbl) U JAPYrHe OOHOBJICHUS CBOCH OIEpallMoHHO#M cucTeMbl. CkauuBail UX TOJBKO C
odunmansHOrO caifra pazpadorunka OC. Eciu cyiecTByeT pexxuM aBTOMaTHIeCKOT0 OOHOBIIEHUS, BKITFOUH €T0;

3. Paboraii Ha CBOeM KOMITbIOTEpE IOJ NTPaBaMH I0JIL30BATENs, a HE aJMUHUCTPATOpa. DTO HE MO3BOJIUT
6OJ'II)HH/IHCTBy BPECAOHOCHBIX MPOTrpaMM MHCTAJIJIMPOBATLCA Ha TBOCM IIEPCOHAJIBHOM KOMIIBIOTEPEC,

4. Vcnonb3yi aHTUBUPYCHBIE MPOrpaMMHBIE MPOAYKThI U3BECTHBIX MPOU3BOAUTENEH, C aBTOMATUYECKUM
obHoBIEHEM 0a3;

5. Orpanuub QU3MYECKHA JOCTYI K KOMITBIOTEPY JUIsI TOCTOPOHHUX JIHII;

6. Vcnonp3yii BHELIHUE HOCUTENHN HHPOPMALMH, TaKKE Kak (IIelKa, TUCK WK (ailsl 13 UHTepHEeTa, TOJIBKO
13 IPOBEPEHHBIX HCTOYHHKOB;

7. He otkpbiBaii koMmprOTepHBIE (Dailiibl, TMOJYUYCHHbIE M3 HEHAlIeXKHBIX HCTOYHUKOB. Jlaxe Te Qaiiibl,
KOTOPbIE IIPUCIIAN TBOW 3HAKOMBIX. JIydille yTOUHH y HEro, OTIPaBIsll JIM OH TeOe UX.

Cetn WI-FI

Wi-Fi - 310 He BHI mepemayn MaHHBIX, HE TEXHOJIOTHS, a BCErO JHIIL OpeHna, mapka. Eme B 1991 roay
HUJIepiaHcKas kommnanus 3aperucrpupoBana Openn "WECA", uto obo3nayano cioBocoderanue "Wireless
Fidelity", koTopsrii mepeBoanTCs Kak "OecrpoBOIHAS TOYHOCTH".

Jlo Hamero BpeMeHHM JoluIa Japyras abOpeBuaTypa, KOTOpas SIBJISETCS TaKOW JK€ TEXHOJIOTHEH. DTo
ab6pesuarypa "Wi-Fi". Takoe Ha3BaHHe ObLIO aHO C HAMEKOM Ha CTAaHIAPT BBICIICH 3ByKOBOM TexHuku Hi-Fi,
YTO B [IEPEBOJIC O3HAYAET "BBHICOKASI TOUHOCTH'".

Jla, GecniaTHBIA WHTEPHET-IOCTYN B Kade, OTENSIX M adpomnoprax SBIAETCS OTIUYHONW BO3ZMOMXHOCTBIO
BBIXOJla B HWHTepHeT. HO MHOrMe SKChepThl CUMTAIOT, uYTO oOmenoctynusie Wi-Fi ceTH He sBISIOTCS
0€e30IaCHBIMU.

CoBeTblI 110 6€301MaCHOCTH PadOTHI B O0IIEOCTYIHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBoio juuHyto uH(popmanuio uepe3 obOmiemoctynnbie Wi-Fi cetu. Pabortas B Hux,
JKEJIATEIFHO HEe BBOJUTH MApOIIN JOCTYIIA, IOTHHBI M KAKUE-TO HOMEpPa;

2. Micrionb3yii 1 OOHOBIISIH aHTUBHPYCHBIE ITPOTrpaMMBI M OparaMayep. Tem caMbIM ThI 00€30TacHIb ceOst
OT 3aKauKH BHPYCa Ha TBOE YCTPOMCTBO;

3. Ipu ucmoms3oBanun Wi-Fi otkmioun ¢yukiuio "OOmmii goctyn k (aiinam u npuaTepam”. TaHHas
(YHKIMS 3aKphiTa 10 YMOJIYAHHIO, OJHAKO HEKOTOpBIC IIOJIb30BATEIH aKTHBUPYIOT €€ Juis yJnoOcTBa



HCIIOJIB30BaHUS B paboTe win y4deoe;

4. He ucnons3y#t myonmunsiii WI-FI 1u1s nepenaun TMYHBIX JaHHBIX, HATPUMEDP AJIS BBIXOJA B COLIMAIbHEIC
CEeTHU WJIH B IEKTPOHHYIO [IOUTY;

5. Ucnonw3yii Tonbko 3ammineHHoe coenunenue yepe3 HTTPS, a ue HTTP, 1.e. npu HaOope BeO-ampeca
BBOAM uMeHHO "https://";

6. B MmobounsHOM Tenedone otkimoun ¢pynkuuio "logkmouenne k Wi-Fi aBromatuuecku”. He nomyckait
aBTOMATHYECKOTO MOJKIIOUeHHs yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

CouunajabHbIe CeTH

CormanbHbIe CETH aKTHBHO BXOJIAT B HAITy KM3Hb, MHOTHE JIIOJM PabOTAIOT U )KUBYT TaM MTOCTOSHHO, a B
Facebook yxe 3apeructpmpoBaH MHLIHApA YENOBEK, UTO SIBIACTCS OTHOW CEIbMOW BCEX JKUTENEH IUIaHEeTHI.
MHorue moJyib30BaTeNid He TOHUMAIOT, YTO MH(OpMaIYs, pa3MelcHHAs UM B COIUAIBHBIX CETIX, MOXKET OBITh
HalIeHa U WCII0JIb30BaHa KEM YTOHO, B TOM UHUCIIC HE 00sI3aTENLHO C OJIaTMMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 OE30IACHOCTH B COLIMABHBIX CETAX:
1. Orpanuyp criUcoK apy3ei. Y TeOs B Apy3bAX HE JODKHO OBITH CITY9alHBIX M HE3HAKOMBIX ITIOJIEH;

2. 3ammiiaii CBOI 4YacTHYIO XH3Hb. He ykaseiBail mapoiu, TenedoHsbl, agpeca, 1aTy TBOETO POXKICHHS U
APYTYIO JTHYHYIO HH(POPMAIHNIO. 3IOYMBIIUICHHUKH MOTYT HMCIOJIB30BaTh Jake MH(POPMAIHIO O TOM, KaK ThI U
TBOU POJMTEIH TUIAHUPYETE MIPOBECTH KaHUKYJIBI;

3. 3amuIaii CBOIO PeIyTalHrIo - IEP’KU €€ B YICTOTE U 3a/1aBail cebe BOMpOC: XOTelN OBl ThI, YTOOBI APyTHE
MOJI30BATENIN BHUIENIH, YTO Thl 3arpyxaemb? I[lomymaii, mpexze 4yeM 4YTO-TO OMyOJIMKOBaTh, HAamucaTtbh |
3arpy3UTh;

4. Ecnu THI TOBOpHUIIB C JIOAbMH, KOTOPBIX HE 3HACIIb, HE HCIOJB3YH CBOE pEAJbHOE MMs M JIPYTYIO
JTUYHYI0 UHQOPMAIMH: UMsI, MECTO YKHUTEIILCTBA, MECTO y4eObl U IpoYee;

5. U3Geraii pazmemenus ¢pororpaduii B IHTEpHETE, T/IE THI N300pa’K€H HA MECTHOCTH, TT0 KOTOPOH MOXKHO
OIIPEIENIUTh TBOE MECTOIIOJIOKEHNE;

6. Ilpn perucrtpauuu B COLMATBLHONH CETH HEOOXOIUMO MCIOIBb30BATh CIOXKHBIE HMAapOJH, COCTOSIIUE W3
OyKB 1 U}DP U ¢ KOJTMIECTBOM 3HAKOB HE MeHee &;

7. I[J'IH COLIPIaJ'H:HOﬁ CCTH, NIOYTHI U APYTUX canToB HeO6XO,I[I/IMO HCIOJIb30BATh PAa3HbIC IMAPOJIN. Torz[a CCJIN
TeOs B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKHU ITOJTYYAaT JOCTYII TOJIBKO K OAHOMY MECTY, 4 HC BO BCC Cpa3sy.

JJ1eKTPOHHBIE JeHbI'H

OJIEKTPOHHBIE JEHBI'M - 3TO OYEHb YAOOHBIN CIIOCOO IUIaTeXKel, OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOpPBIE XOTAT MOJYUYUTh 3T JICHBIU.

DNeKTpOHHBIE JEHBIM OSBHIIUCH COBCEM HEAABHO M MMEHHO M3-3a 3TOT0 BO MHOTHX T'OCYIapCTBax J0 CHUX
MOp HE MPOTHCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHH (YHKIIMOHMPYIOT W O HUX YK€ IPOIKMCAHO B 3aKOHE, e UX Pa3feiisaioT Ha HECKOJIBKO
BUJIOB - aHOHMMHBIC M HE aHOHHMMHbIC. Pa3HWIlAa B TOM, YTO aHOHHMHBIC - 3TO T, B KOTOPBHIX pa3peliacTcs
MPOBONUTH ONEpaluu 0e3 HACHTU(HUKAIMU T0Jh30BaTE/s, @ B HCAHOHUMHBIX HICHTU(UKAIMSA I0JIb30BaTEIIs
SIBIIIETCS 00sI3aTENLHOM.

Taxxke CJICAYCT pas3jindaTtbh 3SJICKTPOHHBIC (I)I/IaTHBIC JACHbI' (paBHLI TroCyAapCTBCHHBIM BaJ'HOTaM) nu
SJICKTPOHHBIC He(bHaTHBIe JACHbI' (He PaBHBI rOCYyAapCTBCHHBIM BaJ'IIOTaM).

OCHOBHBIE COBETHI 10 O€30IacHOM paboTe ¢ IEKTPOHHBIMU JICHBIaMHU:

1. I[IpuBsbkH K cYeTy MOOMIIBHBIN TelIe()OH. ITO caMblil yI00HBIH U OBICTPBIN CIIOCO0 BOCCTAHOBHUTD JOCTYII
K cuery. [IpuBsizaHHbId TelneOH MOMOXKET, €CIM 3a0yAellb CBOM IUIATSIKHBIM apojib WM 3aiiiellh Ha CalT ¢
HE3HAKOMOTO YCTPOWCTBA;



2. Wcnonp3yi ogHOpa3zoBbie mapoyd. [locie mepexoma Ha yCHIIGHHYIO aBTOPH3AIMIO TeOe yke He OymeT
YTPOXKATh OMACHOCTh KPaXKH WIIK TIepexBaTa IIaTeKHOTO MMapois;

3. Beibepu cnoxHbIA mapoinb. [IpecTtymankaM OymeT HE MPOCTO yraiaTh CIOXKHBIA IMapoiib. Haneskubie
MapoJH - 3TO MapojH, KOTOpPBIE COAEp AT HE MeHee § 3HAKOB M BKIIIOYAIOT B ce€0S CTPOYHBIE M IMPOIHCHBIC
OykBbI, ITU(PPBI U HECKOJIILKO CHMBOJIOB, TaKHE Kak 3HAK Jojuiapa, (QpyHTa, BOCKIUIATCIbHBIA 3HAK U T.IL
Hampumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIC JaHHBIC HA CAlTaX, KOTOPHIM HE JIOBEPSICIIIb.
DJIeKTPOHHAsI MoYTa

DNEeKTpOHHAsI MOYTa - 3TO TEXHOJIOTHSI U MPEIOCTABISIEMBbIC €10 YCIYTH MO MEPECHUIKE U IMOIYYCHHUIO
AJIICKTPOHHBIX COOOIICHHA, KOTOPBIC PaCIPEACIIIIOTCS B KOMIIBIOTEPHOW ceTH. OOBIYHO AJICKTPOHHBIN TOYTOBBIHN
SIIIUK BBITJSIIAT CIEAYIONMM O0pa3oM: MMs_IOJIb30BATENA(@UMS_JOMeHa. Taxke KpoMme Iepenadyd MMPOCTOro
TEKCTa, IMEETCSl BO3MOXHOCTh MEepPe/IaBaTh (haiiibl.

OCHOBHBIE COBETHI TI0 O€30IacHOM padboTe ¢ EKTPOHHON MTOYTOM:

1. Hago BBIOpaTh TpaBHIBHBIA TOYTOBBIM CepBHC. B WMHTEpHETE €CTh OTPOMHBIM BBIOOP OecCILIaTHBIX
MOYTOBBIX CEPBHUCOB, OJJHAKO JIyYIlle JOBEPSITh TEM, KOTO 3HACIIb U KTO EPBBIN B pEUTHHTE;

2. He ykaspiBali B JWYHOM TouTe JHUYHYylO uHpopmauuio. Hampumep, ny4me BbIOpaTh
"My3bIKaNbHBIA_(aHaT@" mun "pok2013" BmecTo "Temal3d";

3. Hcnonp3yit JBYXAITalHYK aBTOPU3ALMIO. OJTO KOrjJa IOMHMO IMapoisi HYXXHO BBOJUTH KO,
npuchUIaeMblil o SMS;

4. BwiOepu CcHOXHBIA maposib. JJIs KakIOro IOYTOBOIO SIIUKA JO/DKEH OBITh CBOW HAaJCKHBIH,
YCTOWYUBBIHN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOYKHOCTh HAIMCATh CAMOMY CBOW JIMYHBIN BOIIPOC, UCIOJIb3YH 3TY BO3MOKHOCTb;

6. Vcnonpe3yll HECKOJBKO MOYTOBBIX SIIIMKOB. 1IepBBINA NIl YACTHOW MEPENUCKH C aapecaTaMu, KOTOPhIM
THI JIOBEPsICIIb. DTO IEKTPOHHBIN aJipec He HaJ[0 NCIIOIh30BATh TP PETUCTpallii Ha (hopyMax U calTax;

7. He oTkpeiBaii (paiinbl U Apyrue BIOKEHHS B IIUCbMaX, ke €CJIM OHU MPUIILTH OT TBOUX JApy3eid. Jlydme
YTOUHH Y HUX, OTIPABJISUTN JIM OHM TeOe 3T (hailiibl;

8. Ilocne okoH4aHWs pabOTHI HA TIOYTOBOM CEPBHCE IEPe] 3aKPBITHEM BKIAJKH C caliToM He 3a0yIb
HakaTh Ha "Bemitn".

Ku6epOysinHr ujiu BUPTyajibHOE U31eBATEIbCTBO

KubepOymmuHr - mpeciaenoBanne COOOIMIEHUSIMH, COAEPIKANAMUA OCKOPOJICHISI, arpEeCCHIO, 3aIlyTHBAHUC;
XYJIUTaHCTBO, COIHUAJIBHOC 601‘/‘IKOTI/IpOBaHI/Ie C IIOMOUIBIO PA3JIMYHBIX HTHTCPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO 60pHOE ¢ KNOEepOyIITHHTOM:

1. He Gpocaiics B 60i1. Jlyumimii crmoco0: mOCOBETOBATHCS KaK ce0sl BECTH U, €CJIA HET TOTO, K KOMY MOYKHO
00paTHUThCs, TO BHAYAJIE YCIIOKOUTHCS. ECIM ThI HAYHENTh OTBEYATh OCKOPOJICHUSMU Ha OCKOPOJICHHS, TO TOJIHEKO
erie OoJbIIe pa3oi¥oKeNb KOH(IUKT;

2. Yrpasinsiii cBoei KnbeppernyTanuei;
3. AHOHUMHOCTH B ceTH MHUMAsl. CyIIECTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOHUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJnUraHCKHA 00pa3 BUPTyallbHOW >KU3HU. HTEepHET (DUKCUpYyeT Bce TBOM JCHCTBHS U
COXpaHseT UX. Y JalIUTh UX OyIeT KpaitHe 3aTpyAHUTEIBHO;

5. CoOmrogaii CBOIO BUPTYATBHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHYHBIA HeraTUB. OIHOPa30BbIe OCKOPOUTENBHBIE COOOUICHHUS Jy4llle UTHOPHUPOBATE.
OOBIYHO arpeccust MpeKpalaeTcs: Ha Ha4yallbHOW CTaanu;



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHHSIMH, B COITMAIBHBIX CETSIX €CTh
BO3MOXKHOCTH OJIOKHPOBKH OTTIPABKH COOOIIEHHH C OTIpeIeJICHHBIX a/IpECOB;

8. Ecim THI cBUnmeTens kuOepOyiuiMHTa. TBOM JEHCTBHUS: BBICTYIUTH MPOTHB IPECIIEIOBATENS, TOKA3aTh
€My, YTO €ro JEWCTBUS OIIEHWBAIOTCS HETaTWBHO, MOIJEPXaTh >KEPTBY, KOTOPOH HYXHA IICHXOJOTHYECKas
MTOMOIIb, COOOIIUTE B3POCIBIM O (haKTe arpeCCUBHOTO MTOBEICHUS B CETH.

MoouabHbIi Tetedon

CoBpeMeHHbIe cMapT(OHBI U IJIAHIIETHI COJEPkKAT B ceOe BIIOJIHE B3POCIbIN (DYHKIIMOHAI, ¥ TENEPh OHU
MOTYT KOHKYPHPOBATh CO CTAIlMOHAPHBIMU KOMITbIoTepamu. OIHAKO, CPEACTB 3AIMUTHI TSI TOAOOHBIX YCTPOMCTB
[OKa O4YeHb Majio. TecTupoBaHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak ais IIK, To
e CaMOoe KacaeTcs 1 MOOMIBHBIX MPHIIOKCHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3ephl YK€ TPaKTUYeCKH JOTHAJIM HACTOIBHBIC aHAJIOTH, OIHAKO
pacipenue (QyHKIIMOHANIA BICUET 32 CO00H OOJBIIYIO CII0KHOCTh ¥ MEHBIITYEO 3aIUIIICHHOCTD.

Janeko He Bce NMPOW3BOMUTENH BBITYCKAlOT OOHOBIEHUS, 3aKPHIBAIOILINE KPUTUUYECKHUE YS3BUMOCTH IS
CBOUX YCTPOMCTB.

OCHOBHEBIE COBETHI AJIs1 6€30MaCHOCTH MOOHIIFHOTO TenedoHa:

Huuero He siBhsieTcss mo-HacToseMy OecIUlaTHBIM. Byab ocToposkeH, Belb Korja TeOe mMpeiararor
OecIuIaTHBII KOHTEHT, B HEM MOT'YT OBITh CKPBITBI KAKHE-TO IUIATHBIE YCIYIH;

Hywmaii, npexnae yeM otnpaBuTh SMS, ¢oto nnm Buaeo. Thl TOYHO 3HAelIb, TI€ OHU OYAYyT B KOHEUHOM
urore?

Heo0x011M0 OOHOBIIATE ONIEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
HWcronp3yit aHTHBHPYCHBIE TIPOrPAMMBbI IS MOOHITBHBIX TEJIE(OHOB,;

He 3arpy>1<aﬁ MMPWJIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHUKA, BEAb OHU MOI'YT COACPKATH BPECIOHOCHOC
IIpoOrpaMMHOC OGGCHQ‘ICHI/IG;

ITocrie Toro Kak Thl BRIAJCIIL C CalTa, T€ BBOJIWII JIMYHYIO HH(GOPMAIIUIO, 3aliI1 B HACTPOMKH Opay3epa u
yaamu cookies;

Ilepuoanuecku npoBepsi, Kakue MIaTHBIE YCIYTH aKTUBUPOBAaHBI HA TBOEM HOMEPE;
JaBaii cBOl HOMep MOOMIIBHOTO TelieOoHa TOIBKO JIFOJISIM, KOTOPBIX ThI 3HACIb K KOMY JIOBEPSIEIIIb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTAA Thl UM He MoJb3yelbes. He 3a0biBait MHOTAa MPOBEPSITH 3TO.
Online urpsoi

COBpeMeHHBIe OHHaﬁH-HFpBI - 9TO KpPACOYHLIC, 3aXBaTbIBAIOIIWC PA3BJICUCHUA, 06’BC,E[I/IH$IIOH_[I/IG COTHH
TBICAY YCJIOBCK IO BCEMY MUPY. I/II‘pOKI/I HUCCICOAYIOT ,Z[aHHBIfI UM MUp, O6H.[aIOTC$I Apyr € ApYyroM, BBIINIOJHAIOT
3agaHusd, CpaXxaroTCad € MOHCTpaMHM W IIOJYYarOoT OIIBIT. 3a YAOBOJIBCTBUE OHM ILUIATAT: IIOKYIIAOT OHCK,
OIUIAYMBAIOT A0OHEMEHT WM HpI/I06peTaIOT KaKHuC-TO OIIIIMH.

Bce »Tm cpemctBa wayT Ha MOAAEpKAHWE W Pa3BUTHE WIPHl, a TaKkKe Ha caMy O€30macHOCTH:
COBEPIIICHCTBYIOTCSI CUCTEMBI aBTOPU3AINY, BEITYCKAIOTCS HOBBIC NaTUd (MU(POBBIE 3aIUIATKU JJIs TIPOTPAMM),
3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[06HBIX urpax CTOHUT OIlaCaTbCsA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaKHM TBOCTO ITapOJId, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOpPU3ALIUN OOJIBIIMHCTBA urp.

OCHOBHEIE COBETHI IO 0€30MaCHOCTU TBOETO HUI'POBOTO aKKAayHTa:

1. Ecou npyroit urpok BeAeT ceds IIOX0 WM CO3AaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH €ro B CITHCKE
HUTPOKOB;

2. Tloxamyiics agMUHHCTpPATOpaM WIPbI Ha IUIOXOE TOBEACHHE STOTO0 WIPOKa, KEJATEIbHO MPUIOKHUTDH



KaKHe-TO JI0Ka3aTeNIbCTBA B BUAE CKPUHOB;
3. He ykasbIBaii nuuHyto nHdopManuio B npodaiine urpsr,
4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;
5. He ycranaBnuBait Heo(UIIHATBEHBIE TATIX U MOJIBI;
6. cnionp3yii ClIOXKHBIE U pa3HbIe APOIIH;

7. Jaxke BO BpeMs UIPbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. IIoka Thl Urpaemnib, TBOM KOMIIBIOTEP MOLYT
3apa3uTh.

DUIIMHT WIH Kpaia JIMYHbIX JTaHHbIX

OOBIYHOHN Kpaxkel JCHEr W JIOKYMEHTOB CErOJHS YK€ HHKOI'O HE yIUBHUIIb, HO C Pa3BUTHEM WHTCPHET-
TEXHOJIOTHH 3I0YMBIIUICHHUKY TIEPEMECTHITUCH B HHTEPHET, U MPOJOKAIOT 3aHUMAThCS " MIOOUMBIM" [T€7I0M.

Tak nmosiBMJIaCh HOBasl yrpo3a: MHTCPHET-MOIICHHUYESCTBA WU (DUIIIMHT, TJIaBHAS LIEIh KOTOPOTO COCTOUT B
MOJTy4YEeHUHN KOH(PUACHIIMAIBHBIX TAaHHBIX TOJIh30BATENCH - JIOTHHOB U mapojieit. Ha anrnuiickom si3bike phishing
yuraercs kak ¢umwuHr (0T fishing - peroHas 10Bms, password - mapos).

OcHOBHBIE COBETHI TI0 OOpKOE C PUITHHTOM:

1. Ciiequ 3a cBOMM akkayHTOM. ECIIM ThI 1O103peBaciiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO HEOOX0IUMO
3a0JI0KHPOBATH €€ M COOOIIUTh aIMUHUCTPATOPAM pecypca 00 3TOM Kak MOXHO CKOpee;

2. Ucnonw3yit Oe30macHbIe Be0-CalThl, B TOM YHCJIC, MHTCPHET-Mara3uHOB U TIOUCKOBBIX CHCTEM;

3. Ucnonp3yii cnokHbIe W pa3Hble Mapoiu. TakuM oOpa3om, eciu TeOs B3JIOMAIOT, TO 3J0YMBIIUICHHUKH
MOJyYaT AOCTYI TOIBKO K OJHOMY TBOEMY NMPO(MIIIO B CETH, & HE KO BCEM;

4. Ecnu TeOs B3IOMaNH, TO HEOOXOJUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIC JTOOABICHBI Y
TeOs B PY3bsIX, O TOM, 4TO TeOS B3JIOMAIIU U, BO3MOXHO, OT TBOETO UMEHH OYyJIeT pacChUIaThCs CIIaM U CChUIKH
Ha (DUIIUHTOBBIC CAHTHI;

5. YcranoBu HagexHbli napois (PIN) Ha MoOunbHbIH TenedoH;
6. OTKIIIOUM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbIBaii (hailyiel 1 Apyrue BIOKEHUS B MIHUChMaXx, JTaKe €CII OHH MPHILTU OT TBOMX JApy3ei. Jlydme
YTOYHH Y HUX, OTHPABIISUTH JIK OHU TeOe ITH (Hailiibl.

Hudposas penyrauus

Hudposast penyramms - OSTO HEraTUBHAs WM TIO3WTHBHas WHQpOpMalmuss B CETH O Tede.
Komnpomerupytomas unpopmanusi, pa3MelieHHas B UHTEPHETE, MOXKET CEphe3HBIM 00pa3oM OTpa3uUThCA Ha
TBOEH peanbHOH xu3HH. "Lludposas pemyranus" - 370 TBOH UMUK, KOTOPBIH (hopMupyercst 3 HHPOpPMAIIUH O
TeOe B MHTEPHETE.

TBOE MECTO JKUTEIIbCTBA, yueObl, TBOE (PMHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTH XapaKkTepa M PaccKas3bl O
OJIM3KHX - BCE 9TO HAKAIJIMBACTCS B CETH.

MHorue HOAPOCTKH JISTKOMBICJICHHO OTHOCSTCS K MyOJMKalMu JU4HOM nmH(popMaluu B MHTepHeTe, HE
MMOHMMasi BO3MOXKHBIX MOc/eaACcTBUN. Thl HaXke HE CMOXKEIlb A0ralaThCsl O TOM, 4TO (hoTorpadus, pa3MerieHHas 5
JIST Ha3ajl, cTaja MPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapun, pa3menienue TBoux Qotorpaduii U JIpyrue JIeHCTBHS MOTYT HE HCUE3HYTh JaxKe IOCIe
TOro, Kak Thl UX yAajqullb. Thl He 3Haellb, KTO COXPaHWI 3Ty MH(OpMAIMIO, IONajla JIM OHA B IOUCKOBBLIC
CHCTEMBl M COXPAaHWJIACh JHM OHA, a [VIABHOE: YTO MOJYMAIOT O TeOe OKpYyKalollue JIOAW, KOTOpble HalyT U
yBUIAT 3T0. HaliT MHpOpMaM0 MHOTO JIET CIYCTS CMOXKET JI000H - Kak M3 JA0OPBIX MOOYKICHUH, Tak U C
HaMepeHHUEeM NPUYNHUTH Bpell. ITO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE ITU(POBOM PEITyTAIIHHN:



1. TToxymaii, Ipekie YeM 9To-TO MyOIMKOBATh U IiepeiaBaTh y ceOs B 0JI0Te WK B COITMAIBHON CETH;

2. B Hacrpoiikax mpoduisi YCTAHOBH OIPaHWYCHUS HA MPOCMOTP TBOETO MPO(HIIS U €ro COJEPIKUMOTrO,
cIeai ero TOJbKO "mis apy3en';

3. He pa3smemaii u He yka3biBaii HH(pOpMAIIHIO, KOTOPast MOXKET KOro-1100 OCKOPOJIATh Wi 00MKATh.
ABTOpCKOe NIpaBo

CoBpeMeHHbIe MIKOJIBHUKU - aKTUBHBIE MOJIb30BAaTENN HU(PPOBOTro mpocTpaHcTBa. OQHAKO AajeKo He Bce
3HAIOT, YTO IIOJIP30BAHWE MHOTUMH BO3MOXKHOCTSIMH IIH(PPOBOro Mmpa TpedyeT cOONMOAeHuS TpaB Ha
WHTEIIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEITIEKTyalbHasE COOCTBEHHOCTH" OTHOCHUTCSI K Pa3IMYHBIM TBOPEHHUSM UEIOBEYECKOTO yMa,
HAYWHAsI C HOBBIX N300peTeHUH U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh Ha MPOJYKTHI M YCIYTH, ¥ 3aKaHUYUBAsI
KHHUTaMH, (oTorpadusaMu, KHHODUIBMAMU U MY3bIKQJIBHBIMU ITPOU3BEICHUSIMHU.

ABTOpCKHE TMpaBa - 3TO IpaBa Ha MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTb HA IPOM3BENEHHS HAyKH,
JINTCPATYPbI u HCKYCCTBA. ABTOpCKI/IC ImpaBa BBICTYNIAIOT B KadyeCTBEC rapanTun TOTO, qTO0
WHTEJUICKTYaIbHBIH/TBOPUECKUI TpPyJ aBTOpa HEe OyIeT HampacHbIM, JacT €My CIPaBeJIMBbIe BO3MOXKHOCTH
3apaboTaTh Ha pe3yJbTaTax CBOETO TPYIa, MOIYyYUTh U3BECTHOCTh M Npu3HaHue. Hukro 6e3 pasperieHus aBropa
HE MOXET BOCHPOM3BOAWUTH €r0 IPOM3BEICHHE, PACHPOCTPAHATH, MyOIMYHO NEMOHCTPHPOBATh, MPOJABATH,
UMIIOPTUPOBATh, YCKaTh B MPOKAT, MYOJUYHO HCIONHATH, MTOKA3BIBATH/UCTIONHATE B 3(Upe WM pa3Meniath B
WNurephere.

Hcnonw3oBanue "muparckoro" MpOrpaMMHOIO OOECHEUYCHUS MOXKET MPUBECTH K MHOTHUM pPHCKaM: OT
MOTePH JAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWMCTBA, TI¢ YCTAaHOBJICHA HEJETalbHas
mporpamma. He ctouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETANbHBIE W OECIUIaTHBIE MPOTPAMMEI, KOTOPBIC
MO’KHO HallTH B CETH.

O nopraJje
CereBHUOK.pd - TBOH TJABHBIM COBETYHK B CETH. 37€Ch Thl MOXEIIb Y3HaTh O O€30MacHOCTH B CETH

MOHATHBIM U NOCTYIHBIM S3bIKOM, a4 IIPU BO3HUKHOBCHUU KpHTH‘ICCKOﬁ CUTyallun O6paTHTBCH 3a COBETOM. A
TAKXC NPHUHATH Y4aCTUC B KOHKYpPCaX U CTaTh CaAMbIM I_II/I(i)pOBI)IM Fpa)K):[aHI/IHOM!



