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3apeructpupoBano B Muntocte Poccuu 31 mas 2013 r. N 28608

OENEPAJIbHAA CITYXBA NO TEXHUYECKOMY U 3KCINMOPTHOMY KOHTPOIJTHO

NMPUKA3
ot 11 dbeBpansa 2013 r. N 17

Ob YTBEPXAOEHWUN TPEBQBAHVIVI 5
O 3ALIMTE NHOPOPMALIMU, HE COCTABIAIOLLEN TOCYOAPCTBEHHYIO TAUHY,
COAEPXALLUEUCA B rOCYAAPCTBEHHbBbIX UH®OPMALIMOHHbLIX CUCTEMAX

CHHcoK U3MEHSIOIUX TOKYMEHTOB
(B pexn. ITpukazop ®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

B cootBeTcTBUU C yacThio 5 crathu 16 denepanbHoro 3akoHa ot 27 uromnst 2006 r. N 149-d3 "O6
nHpopManny, HHPOPMAITMOHHBIX TEXHOIOTUAX | 0 3amuTe nHpopmarun" (CoOpanue 3aK0OHOJaTEIHCTBA
Poccuiickoit @eneparuu, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT.
4600; 2012, N 31, cr. 4328) u [lonoxenunem o denepaibHOil Ci1y)0€ MO0 TEXHUYECKOMY U 3KCIIOPTHOMY
KOHTPOJIIO, YTBEpPKIeHHBIM YKa3oM IIpesunenrta Poccuiickoit ®denepannn ot 16 arycra 2004 r. N 1085
(Cobpanue 3axononmarensctBa Poccuiickoit @enepannn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192;
2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), npuka3biBao:

1. VYTBepauth mpunaraempie TpeOoBanus o 3amure HWHHOPMAIIMK, HE COCTaBISAIONICH
TOCy/IapCTBEHHYIO TaliHy, COJIeprKallleiicsl B TOCYAapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX.

2. YcraHOBUTbH, UTO YKa3aHHbIE B IyHKTE | Hacrosmiero mpukasa TpeGoBaHMsI MPUMEHSIOTCS JUIS
3alIUThl HH(OPMAIMK B TOCYAAPCTBEHHBIX MH()OPMAIIMOHHBIX cucTeMax ¢ 1 centsops 2013 r.

Jupexrop

denepanbHOM CITYKOBI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBEpKACHBI
npukazoM ®CTIK Poccun
ot 11 ¢eBpans 2013 r. N 17

TPEBOBAHUA ]
O 3ALUWUTE MHOOPMALIMW, HE COCTABRSIIOLLEN FOCYAAPCTBEHHYIO TANHY,
COJEPXALLEWNCS B rOCYJAPCTBEHHbBIX UHOOPMALIMOHHbLIX CUCTEMAX
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CHucoK U3MEHSIOIMUX TIOKYMEHTOB
(8 pen. ITpukazop ®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

. Oowme nonoxeHuns

1. Hactossmue TpebGoBanusi pazpaboTaHbl B cOOTBETCTBUH ¢ DenepabHBIM 3aKOHOM OT 27 WO
2006 r. N 149-®3 "O6 wundopmanmu, UHPOPMALMOHHBIX TEXHOJOTMAX M O 3amuTe HHpopmanuu"
(CobOpanue 3akoHomarensctBa Poccuiickoit @enepanun, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196;
2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328), a Takke C Y4EeTOM HalMOHAJIbHBIX
crannaptoB Poccuiickoit @enepanuu B 001acTd 3amuThl uHGOpManmMu W B 00JIACTH CO3JAHUS
ABTOMATU3HPOBAHHBIX CHCTEM (Jajiee - HallMOHAJIbHBIC CTAHIAPTHI).

2. B [1okyMeHTe yCTaHaBIUBAIOTCS TpeOOBaHMS K OOCCICUCHHIO 3allUThl HMHGOpPMAIMH
OTPaHUYEHHOTO JOCTYIA, HE COAEpIKallel CBEICHHUS, COCTABISIONINE TOCYAAPCTBEHHYIO TaliHy (nanee -
uHpOpMaIKs), OT YTEYKH MO0 TEXHUYECKUM KaHajlaM, HECAHKIIMOHMPOBAHHOTO JOCTYIIA, CIICIUAIbHBIX
BO3JICHCTBUI HA Takyro WH(pOpMaIuio (HocuTenn WHOOPMAIIMK) B MENAX €€ JOObIBAaHUS, YHUYTOXKCHUS,
MCKa)XEHUS WM OJIOKMPOBaHUs JOCTYIa K Hel (najee - 3ammTa nHopmanun) npu o6padboTke ykazaHHOM
nH(OPMAIIUY B TOCYIaPCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEMAaX.

Hacrosimue TpeOGoBaHus MOryT MpPHUMEHATHCS Ui 3aIlIUTHl  OOIIEAOCTYNHOH HMH(OpMaIu,
coJieprKalleiicst B TOCyIapCTBEHHBIX NH(POPMAIIMOHHBIX CHUCTEMAaX, JUIsl JOCTH)KEHHUS 1ieiel, yKa3aHHbIX B
nyHktax 1 u 3 wactu 1 crareu 16 ®enepanbHoro 3akoHa ot 27 utons 2006 r. N 149-d3 "O6
nH(popMaluy, HTHPOPMAIIMOHHBIX TEXHOJIOTHUSIX U O 3alIuTe nHopManuu'.

B nokymeHTe He paccMmarpuBaloTCs TpeOoBaHHMS O 3amMTe HMH(OpMAIMM, CBSI3aHHBIE C
NPUMEHEHUEM  KpUNTOorpauueckux  METOJOB  3allluThl ~ HMHPOpMAIMM W MIHPPOBAIBbHBIX
(kpunTorpaguuecKkux) CpeACTB 3aIUTHI HH(OPMAILIHH.

3. Hacrosmue TpeboBaHus SBASAIOTCA O00s3aTENbHBIMU IpH  00paboTke HHOpMAIMK B
rOCYJJapCTBEHHbIX HMH(MOPMALMOHHBIX CHUCTEMax, (DYHKIMOHHPYIOUMX Ha TeppuTtopuu Poccuiickoit
Qenepanyy, a Takke B MYHUIMIAIbHBIX WH(OPMALMOHHBIX CHCTEMaX, €CJIM MHOE HE YCTaHOBIIEHO
3akoHoAarenscTBOM Poccuiickoit denepannn 0 MECTHOM CaMOYIIPABIICHUN.

Hacrosume TpeGoBaHusi He pacnpoCTpaHSAIOTCS Ha rOCyAapCTBEHHbIE HHPOPMAIIMOHHbBIE CUCTEMBI
Anmunuctpauuu IIpesuaenta Poccuiickoit denepanuu, Coera besonacnoctu Poccuiickoit @enepanuu,
®enepansaoro CobOpanmsi  Poccuiickoit  ®enepanmu, IIpaBurensctBa Poccuiickoii ®Denepanuu,
Konctutynmonnoro Cyapa Poccuiickoit ®enepanun, BepxoBHoro Cyna Poccuiickoit ®enepauuu u
®enepanbHOil ciy)k0b1 6e30macHocTH Poccuiickoit denepanuu.

(B pen. IIpukaza ®CTIK Poccun ot 15.02.2017 N 27)

4. Hacrosmue TpeOoBaHusi TmpeaHA3HAUEHBI s oOjagareneid wHOOpMaIMK, 3aKa3vUKOB,
3aKJIFOUMBIINX TOCYAapCTBEHHBIM KOHTPAKT Ha CO3/IaHUE TOCYIapCTBEHHON MH(POPMAIMOHHON CHCTEMBI
(mamee - 3aKka34MKH) U OTIEPATOPOB FOCYIAPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEM (Jajiee - OIepaTophl).

Jluo, oOpabatbiBaromiee WHGPOPMALNIO, SBISIONIYIOCS TOCYJApCTBEHHBIM HH(POPMAIIMOHHBIM
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pecypcoM, T0 TMOpy4deHHIo oOmanatens wuHQOpMamuu (3aKa3uyuka) WiIH omneparopa u  (Win)
IPEJOCTABISAIONIEE MM BBIYHCIUTEIBHBIE PECypchbl (MOIIHOCTH) st 0OpaOOTKM HHGpOpPManuu Ha
OCHOBAaHMHU 3aKIIOYEHHOTO JIOTOBOpa (lanee - YINOJHOMOYEHHOE JIMIO), OOECIEeYHBAET 3aLIUTY
uHpOpMAIMM B COOTBETCTBUM C 3aKoHOJAaTenbcTBOM Poccuiickoit ®Penepanmn 00 wuHboOpManuu,
MH(GOPMAIMOHHBIX TEXHOJOTHIX W O 3amuTe uHpopMaiuu. B moroBope nomkHa OBITH MpPEAyCMOTpEHa
00S53aHHOCTh ~ YNMOJHOMOYEHHOTO JIMIa OOecrnedyWBaTh 3aIMUTY HHPOpManuu, SBISIOIIEHCS
rOCYJapCTBEHHBIM HH(OPMAIIMOHHBIM PECYPCOM, B COOTBETCTBUU C HACTOSIIUMU TpeOoBaHUSIMH.

5. Ilpu o6paboTke B rocyaapCTBEHHOW WH(OPMAIMOHHON cHcTeMe HH(OpMAaIldu, ColepiKallen
[IepCOHANIbHBIE JaHHbIE, HacTosmMe TpeOoBaHUS NPUMEHSIOTCS HapsALy C TPeOOBAHMSMM K 3alLIUTE
MEePCOHANBHBIX JIAaHHBIX IpU HUX 00paboTke B HMH(OPMALMOHHBIX CHCTEMax MEPCOHANBHBIX TaHHBIX,
YTBEp)KIEHHBIX TocTaHoBieHueM [IpaBurenscrBa Poccuiickoit @enepanuu ot 1 HOstOpst 2012 1. N 1119
(CoOpanue 3axkononarensctBa Poccuiickoit @enepamuu, 2012, N 45, ct. 6257).

6. Ilo pemenuro obnamatenss uHbOpMaIMKU (3aKa3yrKa) WM oreparopa Hacrosume TpedoBaHus
MOTYT TNPHUMEHATBCS  JUIA  3aI0UThl  MHGOpMAIMHM, COJACPXKAIICHCS B HEroCyIapCTBEHHBIX
MH(POPMAIIMOHHBIX CHCTEMAX.

7. 3amuTa uH(pOpMaKK, CoAepKaIIeiics B rOCyAapCcTBEHHONW MH(GOPMALMOHHON cucteme (manee -
nH(OpPMAIMOHHAS CUCTEMa), OOECIeYrBACTCsl IIyTeM BBINOJIHCHUS OONamaTesieM HH(POpPMAIHH
(3aka3yukoM) M (WJIM) OIepaToOpoM TPEOOBAHMI K OpraHW3aIMy 3allUThl HHPOpMaIIUK, CoJepKaIehcs B
WH(POPMAIIMOHHON CcHUCTEMEe, W TpeOOBaHWI K MepaM 3aluThl HHGOPMAIMH, COJAEpIXKaIIeics B
WH(OPMAIIMOHHON CUCTEME.

Il. TpeboBaHuA K opraHMsauum 3awmTbl MHPOpPpMaLUn,
coagepxawenca B MHOPOPMaLMOHHON CUCTEME

8. B undopmanronHoil cucreMe OOBEKTaMHU 3alllUTHl SIBISIOTCS MH(pOpMAIMs, coAeprKaiasics B
MH(POPMALMOHHOM cHUCTeMe, TEXHUUYECKHE CPEJICTBA (B TOM YMCJE CPEJCTBA BBHIYHUCIUTEIBHON TEXHUKH,
MaIlMHHBIE HOCHTENH MH(OPMAIUHM, CPEACTBa M CHCTEMBI CBSI3W M TIEpEeNavyd JaHHBIX, TEXHUYECKUE
cpeactBa 00paOOTKM OyKBEHHO-LIM(PPOBOU, TIpaduueckoi, BHIEO- U peueBod HH OpMAIHH),
o0IecucTeMHOe, NPUKIAIHOE, CIENHalbHOE IporpaMMHOe oOecrnedeHne, HH(YOpMANOHHBIE
TEXHOJIOTUH, a TAK)Ke CPEACTBA 3aIIUThI HHPOPMALIUH.

9. Hna obecrnieueHust 3amuThl HHQOpPMAIMK, coAepKalleics B HHPOPMAIMOHHON cHCTeMe,
ONEpPaTOpOM Ha3HAuYaeTcsd CTPYKTYpPHOE MOJpa3/ieieHue WM JOJDKHOCTHOE JMIo (pabOTHHK),
OTBETCTBEHHBIE 32 3aIIUTy UH(POPMALIHH.

10. Jlns mpoBemeHuss pabOT MO 3amuTe WHPOPMAIMU B XOJI€ CO3JAAHHUS M DIKCIUTyaTalluu
nH(OPMAaLIMOHHON CHUCTEMBbI OOsagaTesieM MH(OpMaluu (3aKa3udKoM) M ONEPATOPOM B COOTBETCTBHH C
3aKOHOAATEeNbCTBOM Poccuiickoit @enepanuu mnpu HEOOXOTUMOCTH TPHUBJICKAIOTCS OpraHU3alluy,
MMEIOIINE JIMIICH3UIO Ha JCSITENPHOCTh MO TEXHUYECKOW 3ammTe KOH(QUIACHIIMAILHON WH(GOpMAIUU B
cootBeTcTBUU ¢ DenepanbHbiM 3ak0HOM OT 4 Mast 2011 r. N 99-®3 "O nuneH3upoBaHUU OTIETbHBIX
Bun0B nesitensbHOCTH" (CoOpanme 3akoHomarenbeTBa Poccuniickoit deneparuu, 2011, N 19, ct. 2716; N
30, c1. 4590; N 43, cT. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, c1. 4322; 2013, N 9, ct. 874).

11. JIns oOecrieueHus 3amuThl WHGOPMAIMH, COAEpXKaIIeics B HHGOPMAIMOHHOW CHCTEME,
INPUMEHSIOTCSL CpPEACTBA 3alIUThl HMH()OPMAIMH, TMPOLICAIINE OIEHKY COOTBETCTBUS B (hopme
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o0s13aTenbHONM cepTU(UKAIIMM Ha COOTBETCTBUE TpeOOBaHUSM MO Oe30MacHOCTH HWHQOpPMAINH B
COOTBETCTBHH CO cTaThell 5 denepanbHoro 3akoHa ot 27 aexadps 2002 r. N 184-d3 "O texHHUECKOM
perymupoBaann" (Cobpanue 3akoHogarenscTBa Poccuiickoii denepanuu, 2002, N 52, ct. 5140; 2007, N
19, ct. 2293; N 49, ct. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, ct. 5711; 2010, N 1, cT.
6; 2011, N 30, ct. 4603; N 49, ct. 7025; N 50, ct. 7351; 2012, N 31, c1. 4322; 2012, N 50, cT. 6959).

12. 3ammra mHpOpManuu, coaepkameics B HHGOPMAIMOHHOW CHCTEME, SIBIIACTCS COCTaBHOM
9acTh0 paboT MO CO3JAHUIO U JKCILTyaTaluyd MH()OPMAIIMOHHOW CHCTEMBI U 00ECIIeYMBAETCS HA BCEX
cTanusax (dTamax) ee CO3/aHus, B XOJ€ JKCIUTyaTallid U BBIBOAA M3 SKCIUTyaTallUu IMyT€M NPUHSATHUS
OpPraHM3AIMOHHBIX M TEXHWYECKUX MeEp 3aluThl WHGOPMAIMH, HAMPABICHHBIX Ha OJIOKMPOBAHHE
(ueiiTpanuzanuio) yrpo3 6e3omnacHoctd uHGopmanuu B UHPOPMAIIMOHHOW CHUCTEME, B paMKaX CHCTEMBbI
(moxcucreMbl) 3ammThl  WHGOpMAaNWKW WHMOOPMAIMOHHOW CHUCTEMBI (Jajieeé - CHCTEMa 3allUThI
nHpopMmauyu nHGOPMAITMOHHOW CUCTEMBI).

(B pen. [Ipukaza ®CTOK Poccuu ot 15.02.2017 N 27)

OpranuzanvoHHbIe ¥ TEXHUYECKHUE MEPhI 3allUThl HH(OPMALIUU, pealn3yeMble B PAMKaX CHUCTEMbI
3aIMThl MTHPOPMAUN UHPOPMALMOHHON CHCTEMBI, B 3aBUCUMOCTH OT MH(OpMAINH, COIEpIKaIIeics B
nH(OPMALIMOHHON CHUCTeMe, Iiesiel co31aHus WH(OPMALMOHHOW CHUCTEMBbl M 3a/ay, pPEelIaeMbIX STOM
MH(POPMALIMOHHON CUCTEMOM, JOIKHBI OBITh HAIIPABJICHBI HA HCKIIIOYCHHE:

HETPaBOMEPHBIX JIOCTyIa, KOMHWPOBAHUS, MPEIOCTABICHUS WM PACHPOCTPAHEHUS HH(POPMAINH
(obecnieueHne KOHPUIECHINATBHOCTH HHPOPMALIIH);

HEMPaBOMEPHBIX YHUUTOXKEHUS WU MoauduimpoBanus uHpopmanuu (obecreueHue 1HeJI0CTHOCTH
uH(popManun);

HEMpaBOMEPHOT0 OJI0KHpOBaHUs UH(popMaIK (0OecredeHne TOCTYITHOCTH HH(POPMALIUH).

13. JIna oOecnedeHus 3amuThl HHQOpMAIMM, cojepxkaileiics B HH()OPMAIIMOHHOW CHCTEME,
IIPOBOJSATCS CIEAYIOLUINE MEPOIIPUATH:

dbopmupoBaHue TpeOOBaHUH K 3amuTe HHPOPMAIINHU, coepKalieics: B ”HOOPMAITMOHHOW CUCTEME;
pa3paboTKa CHCTEeMBbI 3aIUTH HHPOPMAITMH HHPOPMAIIMOHHON CUCTEMBI;
BHEJIPEHUE CUCTEMBI 3alIUTHI HHPOpMaIuu HHOOPMAITMOHHOW CUCTEMBI;

arrecTanus WHGPOPMAIMOHHON CUCTeMbl IO TpeOOBaHMSAM 3alIUTHl WHpopManuu (Janee -
aTTrecranus HH(GOPMallMOHHON CHUCTEMBbI) U BBOJ €€ B JICICTBUE;

obOecrieueHrne 3amUThl MHQOpPMAIMKM B XOJA€ SKCIUTyaTallid aTTeCTOBAaHHON HHQOPMAIIMOHHOMN
CHCTEMEL,

oOecrieyeHne 3alIUThl  MHQPOPMALMU TPH  BBIBOJAE U3  OKCIUTyaTallMM  aTTECTOBAHHOW
MH(OPMALIMOHHON CUCTEMBI HJIM TIOCIIE MPUHATHUS pelieHHs] 00 OKOHYaHUU 00paboTKU HHPOpMaIUH.

dPopmupoBaHme TpedboBaHMM K 3awmuTe nHopmaumm, cogepKaliencs
B MH(pOPMaLIMOHHOMN CUCTEMe
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14. ®opmupoBanue TpeOOBaHMHM K 3amuTe WHOOpPMAIUMHU, CoAepKalieics B HWH(DOPMAIMOHHOM
CHCTEMe, OCYILECTBIIICTCS 00aaaTesieM HHpopManuu (3aKa3uukoMm).

®opmupoBanue TpedoBaHM K 3aiuTe HHGOpMalUK, coaepKaliencs B UHOOPMALIMOHHON CUCTEME,
ocymectBisiercs ¢ yderom [OCT P 51583 "3ammra wunpopmauuu. Ilopsmox co3maHus
ABTOMATU3MPOBAHHBIX CHCTEM B 3alllMIIEHHOM wHcrnojHeHnu. O0mme monoxenus" (manee - [OCT P
51583) u T'OCT P 51624 "3ammra uHpOpManuu. ABTOMATU3HPOBAHHBIC CHUCTEMBl B 3aIIUICHHOM
ucnionHeHnu. Oo6mue tpedboBanus" (nasee - TOCT P 51624) u B TOM 4nciie BKIIFOYACT:

NPUHATHE PEHICHUSI 0 HEOOXOAMMOCTH 3aIIUThl HH(OPMAIIHH, COACpKaIICHCs B HHPOPMAITMOHHON
CUCTEME;

KJIacCU(UKAINI0 WHOOPMAMOHHONW CUCTEMBI 1O TPeOOBaHUSAM 3almIUTHl WHPOpMAIUU (nanee -
Kiaccuukanusi ”HPOPMAIIMOHHON CUCTEMBI);

ompeziefieHne yrpo3 0e3omacHOCTH HMH(MOPMALUK, pPealn3alys KOTOPBIX MOXET IPHBECTH K
HapylieHuro 0e30macHoCTH MH(popManuu B MH(YOPMALMOHHON CHCTEME, M pa3paboTKy Ha WX OCHOBE
MOJIeNn yrpo3 0e3omacHoCTH HH(pOpMaIuy;

ornpezeneHue TpeOOBaHUN K CUCTEME 3aIIUThl HH(popMannyu HHGOOPMALIMOHHOM CUCTEMBI.

14.1. Ilpu npuHATUM pemieHus O HeoOXOIUMOCTH 3allMThl HMH(OpPMALMU, coaep  aliencs B
MH(POPMALIMOHHOM CUCTEME, OCYIIECTBISETCS:

aHaJIN3 1ieNed co31aHus MHOOPMALIMOHHONW CHUCTEMBI U 3aJay, pellaeMbIX 3TOW MH(OPMALMOHHON
CHCTEMOM;

omnpezeneHue HHPopMaIuu, noajaexaiieii o0opadboTke B MHPOPMAIIMOHHON CUCTEME;

AHaJIN3 HOPMATHUBHBIX MMPABOBLIX dKTOB, MCTOANYCCKUX JOKYMCHTOB U HAIMOHAJIBHBIX CTAHIAPTOB,
KOTOPBIM AOJI’)KHA COOTBETCTBOBATDH I/IH(i)OpMaIH/IOHHaH CUCTEMA,

OPUHATHE  peleHHs O  HEOoOXOAMMOCTHM  CO3[JaHMs  CHUCTEMBbl  3alIUThl  MH(pOpMAIUU
MH(OPMALIMOHHONW CHCTEMBI, a TakXe ONpeleseHne Ielnedl W 3adad 3aluThl UHGOpMaluuu B
MH(POPMAIIMOHHOM  cHCTEeMe, OCHOBHBIX JTaloOB  CO3JAaHUS CHUCTEMBl  3allUThl  MHPOPMALUU
MH(OPMALIMOHHON cUCTEMBbl U (PYHKUIMH MO OOECHeueHUIo 3alluThl MH(QOpPMAIMH, coAepiKalleics B
nH(POPMAIMOHHOM cucTeMe, obnaaarens nHpopMaluu (3aKa3zyuka), onepaTopa u ynoJIHOMOYEHHBIX JIHII.

14.2. Knaccudukanuss nHOOPMAITMOHHOW CHUCTEMBI MPOBOJMWTCS B 3aBUCUMOCTH OT 3HAYMMOCTH
oOpabatbiBaeMoil B Hed uH(popMmManMu M Macmraba HHPOPMALMOHHOW cucTeMbl ((enepanbHbIH,
pPErHoHANIbHBIN, 0OBbEKTOBBIH).

VYcTaHaBaMBalOTCd TpHU Kiacca 3allMIIEHHOCTH HWH(GOPMAIMOHHON CHCTEMBI, OIpEeIIsIole
YPOBHU 3alIUIIEHHOCTH cojepxkalieiicss B Hell mHpopMmanuu. Camblii HU3KHI Ki1acc - TPETUH, camblit
BBICOKHUH - nepBbIid. Kitacc 3amumnieHHocT nHGOPMAIIMOHHON CUCTEMBI OIIPEEIseTCsI B COOTBETCTBUU C

npunoxxenueM N 1 k Hacrosum TpeGoBaHUAM.
(B pex. [Tpukaza ®CTOK Poccum ot 15.02.2017 N 27)
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Knacc 3amumenHoctd ompexaensiercs Ui WHPOPMAMOHHOM CHCTEMBI B LEJIOM U, MpHU
HEOOXOJMMOCTH, JJIsI €€ OTAEIbHBIX CerMEHTOB (cocTaBHBIX uacted). TpeboBanme K Kiaccy
3aIIMIIEHHOCTH BKIIIOYAETCS B TEXHHUUYECKOE 33aJaHHe Ha CO3JaHHe WH(POPMALMOHHON CUCTEMbI U (WIIN)
TEXHUUYECKOE 3aJaHue (JaCTHOE TEXHWYECKOE 3a[JaHue) Ha CO3JaHHEe CHCTEMbI 3aIIUTHl MH(OopManuu
nHPOPMAIMOHHON cucTembl, pa3pabarbiBaemble ¢ yuerom [OCT 34.602 "Uudopmanmonnas
TexHojorus. Kommiekc CTaHmapToB Ha aBTOMAaTH3MPOBAaHHBIE CHCTEMbl. TeXHHMYEeCKOoe 3aJaHue Ha
co3nanue apromatuzupoBanHoi cuctemel" (nanee - FOCT 34.602), TOCT P 51583 u 'OCT P 51624.

Kiacc 3ammmeHHOCTH WHGOPMAIIMOHHOW CHCTEMBI IOJUICKUT IIEPECMOTPY MpHU HU3MEHEHHH
MacmTaba HHPOPMAITMOHHOW CUCTEMBI WIIM 3HAYUMOCTH 00padaTbiBaeMoil B Hell MH(OpMaIIHH.

Pesynbratel knaccudukanyy nHGOPMALIMOHHOM CUCTEMBI OPOPMIISIFOTCS] AKTOM KJIaCCU(UKALIUU.

Kracc 3amumieHHOCTH HHGOPMAITMOHHON CUCTEMBI, (PYHKIIMOHUPOBAHUE KOTOPOU MPEIOoaraeTcs
Ha 0a3e MH(OPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHONH MH(PPACTPYKTYpPhI IIEHTpa 00paOOTKU JaHHBIX, <1>
HE JIOJDKEH OBITh BBINIE KjIacca 3allMIICHHOCTH WH(OPMAIMOHHO-TEIIEKOMMYHHKAITMOHHOM
UH(PACTPYKTYpPHI LIeHTpa 00pabOTKU JaHHBIX.
(a63arn BBeneH [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

<1> [lynkt 5.3 MeToauuecKkux yKa3zaHHH MO OCYIIECTBICHUIO y4eTa HH()POPMAITMOHHBIX CUCTEM U
KOMIIOHEHTOB MH()OPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHONH MH(PACTPYKTYphI, YTBEP)KICHHBIX HMPUKA30M
MunkomcBsizu Poccun ot 31 mas 2013 . N 127 (3apeructpupoBan Muntoctom Poccuu 5 Hosi6pst 2013
r., peructpanonHsiii N 30318), ¢ yueTtom M3MeHEHHH, BHECEHHBIX pHUKa3oM MuHkoMmceBs3u Poccuun ot
15 urons 2016 r. N 266 (3apeructpupoBad MuntoctoM Poccun 14 utons 2016 r., peructpanuonsbiii N
42853).

(caocka BBeneHa [Ipukazom @CTIK Poccuu ot 28.05.2019 N 106)

14.3. Yrpo3sl 6e30macHOCTH HHGOPMAIIMK OMPEACIISIOTCS 0 PE3yIbTaTaM OLIEHKH BO3MOXKHOCTEH
(moTeHuMana) BHEUIHMX M BHYTPEHHUX HapylIuTeNneid, aHaiu3a BO3MOXHBIX  YSI3BUMOCTEH
WH(POPMAIIMOHHON CHCTEMBI, BO3MOXKHBIX CIIOCOOOB pealH3aluy yrpo3 0e30MacHOCTH WHPOpMAHud U
MOCJIEJICTBUM OT HapyIIEeHUsl CBOUCTB O0e30MacHOCTH HHPOPMALUH (KOH(HUAESHIIMATBHOCTH, LEIIOCTHOCTH,
JOCTYITHOCTH).

(8B pen. IIpukaza ®CTIK Poccun ot 15.02.2017 N 27)

B kauecTBe HCXOTHBIX TAHHBIX JUTS OMPEIEIICHUS YIpo3 0€30MacCHOCTH HH()OPMAIH HCIIOB3YeTCs
0aHK JMaHHBIX yrpo3 Oe3omacHocTH uHpopmanmu (bdu.fstec.ru), BeaeHHE KOTOPOTrO OCYIIECTBISETCS
OCTIK Poccuu B coorBercTBuM ¢ noanyHKToM 21 myHkra 8 Ilonmoxkenus o @enepaibHoi cityx0e 1o
TEXHUYECKOMY H OKCIOPTHOMY KOHTPOJIIO, yTBepkAeHHoro VYkaszoMm IIpesunenta Poccuiickoit
®enepanun ot 16 aBrycta 2004 . N 1085 (Cobpanue 3akononatenbcTBa Poccuiickont @enepanuu, 2004,
N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, ct1. 818; 2013, N
26, ct. 3314; N 53, ct. 7137; 2014, N 36, ct. 4833; N 44, cT. 6041; 2015, N 4, ct. 641; 2016, N 1, cT.
211) (manee - Oank naHHBIX yrpo3 Oe3omacHoctd uHpopmanuu DCTIK Poccum), a Takxke HHBIE
MCTOYHHKH, COZCPIKAIIIE CBEICHUS 00 YI3BUMOCTSX U yrpo3ax 0€30MacHOCTH WH(POPMAIIHH.

(a63ar BBeneH [Ipukazom @CTIK Poccun ot 15.02.2017 N 27)

[Tpu oTpeaeNeHuN yrpo3 0e30MacHOCTH uHpopMauu YUUTBHIBAIOTCS
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CTPYKTYpHO-(D)YHKIIHOHAJIbHBIE XapaKTEPUCTUKU WH(OPMAIIMOHHON CHUCTEMBI, BKJIIOYAIOIINE CTPYKTYPY
U cocTaB MH(GOPMAIIMOHHOW CHUCTEMBI, (PU3NYECKHUE, JIOTHYECKHE, (YHKIMOHAIBHBIC U TEXHOJIOTHYECKUE
B3aMMOCBSI3M MEX/1y CErMEHTaMH WH(OPMAIIMOHHOMN CUCTEMBbI, C HHBIMH WH(POPMAIIMOHHBIMH CUCTEMaMHU
U MH)OPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIMUA ~ CETAMH, pPEXKHUMbI 00paboTkn wuHpOpManuu B
WHPOPMALIMOHHOM CHUCTEeME M B €€ OTICNbHBIX CErMEHTaX, a TAaKKe HHbIE XapaKTePUCTHUKU
UHQOPMAIIMOHHOW CUCTEMBI, NpPUMEHSAeMble HH()OPMAIMOHHBIE TEXHOJIOTUHM U OCOOCHHOCTH ee
(byHKIIMOHUPOBAHUSI.

[Ipu onpeneneHun yrpo3 0Oe30macCHOCTH HMHGPOpMAMM B HMH(MOPMAIIMOHHOW  CHCTEME,
(YHKIIMOHHPOBAHKWE KOTOPOW TMpearoyiaracTcss Ha 0a3e HWHPOPMAIMOHHO-TEICKOMMYHUKAITHOHHOM
UHPPACTPYKTYPBl IIEHTpa OOpabOTKM JaHHBIX, JOJDKHBI YYUTBIBATHCS YIPO3bl  OE30MACHOCTH
nH(OpMALINY, AKTyalIbHBIC UISI WH()OPMAIMOHHO-TEICKOMMYHUKAIMOHHOW HH(PACTPYKTYpPHl ILEHTpa
00pabOTKH TaHHBIX.

(a63an BBeneH [Ipukazom ®CTIK Poccuu ot 28.05.2019 N 106)

[To pe3ynabraTaM oOIpejAeNieHHs yrpo3 Oe30macHOCTH HHGPOPMALUH TMPH HEOOXOAUMOCTH
pa3padaTbIBalOTCS PEKOMEHJIAIMH MO0 KOPPEKTHPOBKE CTPYKTYPHO-(QYHKIMOHAJIBHBIX XapaKTEPHCTUK
UH()OPMAIIMOHHON CHCTEMbI, HANpaBiCHHbIC Ha OJOKHpOBaHME (HEWTpPATH3aLHUI0) OTACIBHBIX Yrpo3
6e30macHOCTH HHPOPMALIUH.

Mogens yrpo3 6Oe3omacHOCTH HMH(OpMAnMKM JOJDKHA COJAEpXkaTh OMMCaHuEe HH(POPMALMOHHON
CUCTEMBI U €€ CTPYKTYpHO-(YHKIIMOHAJIBHBIX XapaKTEPUCTUK, a TaKXKe OMHCAHHUE Yrpo3 OE30MacHOCTH
uHpoOpMalMY, BKJIIOYAIOIIEEe ONHCAaHHE BO3MOXKHOCTEH HapymuTesned (MoOjAenb HapyIIUTeNs),
BO3MOXXHBIX YSI3BUMOCTEH HH(OPMALIMOHHOW CHCTEMBI, CIOCOOOB peanu3aluu yrpo3 O0e30MacHOCTH
nHGpOpMaIUY U MTOCIEICTBUI OT HapyIIEHUs CBOMCTB 0€30MMacHOCTH UH(OPMAIIHH.

Hnst onpenenenust yrpo3 6e3omacHOCTH MHGOPMAIIMN U Pa3padOTKU MOJEIHU yrpo3 0e30MacHOCTH
nH(pOpMalUK TPUMEHSIOTCS METOAMYECKHEe TOKYMEHTHI, pa3paboranHbie U yTBepxkaeHHble DCTOK
Poccun B coorBerctBuUM ¢ mnoanyHktoM 4 mnyHkta 8 Ilomoxkenus o PenepanbHoil ciyx0e 1o
TEXHHYECKOMY M OKCIIOPTHOMY KOHTPOJIO, VyTBepxkAeHHOro Yka3zom IIpesmmenta Poccuiickoit
®enepanuu ot 16 aBrycta 2004 r. N 1085 (Cobpanue 3akonogarenbctBa Poccuiickoit @enepanmu, 2004,
N 34, ct. 3541, 2006, N 49, cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, ct. 818).

14.4. TpeGoBaHMs K CUCTEME 3aIIUTHl HHPOPMAUN UHPOPMAIIMOHHON CHUCTEMBI ONPEAETSIOTCS B
3aBHUCUMOCTH OT KJlacca 3allUIIEHHOCTH HWH(POPMALMOHHOM CHUCTEMBI U yrpo3 0e30MacHOCTH
nH(pOpMalY, BKIIOYEHHBIX B MOJIENb YTPO3 0€30MacHOCTH UH(POPMAIIHH.

TpeboBanusi K cucTeMe 3aluThl WHGOpMAUU WH(GOPMAMOHHONW CHUCTEMBI BKJIIOYAIOTCS B
TEXHUYECKOE 3aJjaHue Ha COo3/jaHne MHPOPMAIIMOHHONW CUCTEMBI U (UJTH) TEXHUYECKOE 3aaHue (JacTHOE
TEXHUYECKOEe 3aJlaHue) Ha CO3JaHME CHCTEMbI 3aluThl HWH(OpMANUd HH(DOPMAIMOHHOW CHCTEMBI,
paspabateiBaembie ¢ yaetom ['OCT 34.602, TOCT P 51583 u I'OCT P 51624, u nomKHBI B TOM YHCIIE
coJiepKaTh:

1eNb U 3aJauu oOecriedeH sl 3aluThl HH(popManuy B HHGOPMALIMOHHON CUCTEME;
KJIacc 3alIMIICHHOCTH UH(POPMAITMOHHOW CUCTEMBIL;

NNEPCUCHb HOPMATHUBHBLIX IIPABOBBIX AaKTOB, MCETOAHYCCKHUX OOKYMCHTOB W HAaIlMOHAJIBbHBIX
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CTaHAApPTOB, KOTOPBLIM OOJIKHA COOTBETCTBOBATH I/IH(bOpMaI_[I/IOHHaSI CHUCTEMA,
MEPCUCHb 00BEKTOB 3allINThI HH(bOpMaHHOHHOﬁ CHUCTCMBI,

TpeOOBaHUS K MEpaM M CPEACTBaM 3aIlUThl MHPOPMALUHU, MPUMEHSEMBIM B HWH(POPMALMOHHOM
CUCTEME;

cTaauu (3Tarnsl padoT) CO3/IaHUsI CUCTEMBI 3aIUTH HH(POPMAIIMOHHONW CUCTEMBIL;
(a63arn BBeneH [Ipukazom @CTOK Poccun ot 15.02.2017 N 27)

TpeOOBaHUS K IMOCTABIIIEMBIM TEXHHYECKUM CPEICTBAM, IPOrPaMMHOMY OOCCIICUEHUIO, CPEICTBAM
3amuTHl HHQOpPMALUH;
(a63an BBeneH IIpukazom ®CTIOK Poccun ot 15.02.2017 N 27)

(GyHKIMU 3aKa34ydMKa U Omeparopa Mo OOCCIECYCHUIO 3allUuThl WHPOpPMAUU B MH(DOPMAIIMOHHON
CHCTEME;
(a63an BBenen Ipukazom ®CTIK Poccun ot 15.02.2017 N 27)

TpeOOBaHUS K  3alUTe CPEACTB M  CHUCTEM, OOECIeYMBAOMMX  (YHKIHOHUPOBAHUE

nH(OpPMaLIMOHHON cUCTeMBI (0OecneunBaromieil HHPPACTPYKTYpe);
(a63an BBeneH IIpukazom ®CTOIOK Poccun ot 15.02.2017 N 27)

TpeOoBaHUS K 3amuTe HWHPOpMAIMK TNpu UHPOPMAIMOHHOM B3aMMOACHCTBUM C WHBIMHU
I/IH(l)OpMaHI/IOHHI)IMI/I cucreMamMu n I/IH(i)OpMaIH/IOHHO-TGHGKOMMYHI/IKaIII/IOHHBIMI/I CE€TsIMHU, B TOM YHCJIE C
MH(OPMALIMOHHBIMU CUCTEMAaMH YIOJHOMOYEHHOTO JIMIA, a TaKKe MPHU MPUMEHEHHH BBIYHCIUTENbHBIX
pecypcoB (MOIIIHOCTEMN), TPEIOCTaBISIEMbIX YIIOJITHOMOYSHHBIM JIUIIOM /11 00paboTKK HH(DOpMaIIUHU.

[Tpu omnpenenenun TpeOOBaHUM K cHUCTEME 3allUThl WHGOpMaNMK HWH(POPMALMOHHON CHCTEMBI
YUYHUTBHIBAIOTCSL TOJOKEHUSI TIOJUTHUK oOOecredeHuss HWHQPOPMAlUOHHOM ©0e30macHOCTH oO0JaaaTens
uHpopMalnu (3aKa3zuMkKa), a TaKkKe MOJUTUK obecrieueHHst HH(OPMAIIMOHHON 0e30MacHOCTH olepaTopa
¥ YIOJHOMOYEHHOTO JIMI]a B 4YacTH, HE NPOTHBOpEYAINIEH IONWUTHKAM oOjanatens WHPOpMauu
(3aKa3umka).

(B pen. [Ipukaza ®CTIK Poccun ot 15.02.2017 N 27)

B cnyuae cozpanus nHGoOpMaMoHHON CUCTEMBI, (PYHKIIMOHUPOBAHHE KOTOPOU MpeoaraeTcs Ha
06a3ze HMHPOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHOW HMHQPAcCTpyKTyphl LeHTpa oOpabOTKHM JaHHBIX,
JIOTIOJTHUTEIBHO ONPEACIAIOTCS TpeOOBaHUS M0 3aluTe HHPOPMALUH, MOJUIeKAlUe pealu3aluud B
MH(OPMALIOHHO-TEIIEKOMM YHUKAIITHOHHON HHPPACTPYKType LIeHTpa 00pabOTKH JaHHBIX.

(a63ar BBeneH [Ipukazom @CTIK Poccun ot 28.05.2019 N 106)

Pa3paboTka cucTeMbl 3aWmTbl MHGopmaumm MHPOPMaLMOHHON CUCTEMBbI

15. Pa3pabGoTka cucTemMbl 3amUThl HHpOpMAMKU HHOOPMAIIMOHHONW CHUCTEMBI OpraHU3yeTCs
oOnanareneM nHGOpMaLnU (3aKa34UKOM).

PazpaboTka cuctembl 3amuThl MHQOpPMALUMU HHOOPMAIIMOHHOW CHCTEMBI OCYIIECTBISETCS B
COOTBETCTBUH C TEXHUUYECKUM 3a/laHieM Ha co3JaHue MHPOPMAIIMOHHON CUCTEMBI U (MJIM) TEXHUYECKUM
3aJjaHieM (YacTHBIM TEXHHMUYECKUMM 3aJlaHMeM) Ha CO3[JaHMe CHCTEMBbl 3allUThl HH(POpPMaIUU
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uHpopmannonnoit cucrembl ¢ yderom ['OCT 34.601 "Hudopmarnmonnas texnomorus. Komriekc
CTaHJApTOB Ha aBTOMATU3HMPOBAHHBIE CHUCTEMbl. ABTOMATHU3MpOBaHHbIE cucTeMbl. Ctaauu coszgaHus"
(manee - 'OCT 34.601), TOCT P 51583 u I'OCT P 51624 u B TOM unclie BKIIOYACT:

MPOEKTUPOBAHHUE CUCTEMBI 3alIUTHl HHPOPMAIIUU HHPOPMAIIMOHHON CHCTEMBI;

pa3paboOTKy  OKCITyaTallMOHHOW  JOKYMEHTAIlMM Ha  CHCTeMYy  3alluThl  HHQOpMAIUU
WH(POPMAIIMOHHON CUCTEMBI,

MaKeTUPOBAHUE M TECTUPOBAHUE CHCTEMBI 3alTUTH MH(DOpMauu HHPOPMAIIMOHHOW CHCTEMBI (TIpU
HEOOXOUMOCTH).

Cucrema 3amuThl WHPOPMAIUU HWHPOPMAIIMOHHON CHCTEMBI HE JOJDKHA MPEMSITCTBOBATH
JOCTUKEHHIO 1IeJiel co31aHusl THPOPMAITMOHHON CUCTEMBI U €€ PYHKIIMOHUPOBAHHUIO.

[Tpu pa3paboTke cucTeMBbl 3alUTH WHGOpPMAIKMK HWHPOPMAMOHHOW CHUCTEMBI YYHUTBHIBACTCS €€
MH(POPMALIMOHHOE B3aUMOJICHCTBUE c WUHBIMU UH(POPMALMOHHBIMU cucTeMaMu u
MH(POPMAIMOHHO-TEJICKOMMYHUKAITMOHHBIMU CETSIMH, B TOM YHCIIE ¢ MHPOPMALMOHHBIMH CHCTEMaMHU
YIIOJIHOMOYEHHOIO  JIMIa, a TakXe IPUMEHEHHE BBIUMCIUTENBHBIX PECYypcoB  (MOLIHOCTEH),
MPEJOCTABISIEMBIX YIIOTHOMOYSHHBIM JIUIIOM JIJIsl 00paboTKH WH(pOpMAIIHH.

15.1. IIpu npoeKTUPOBAHUH CUCTEMBI 3alIUThI HH(MOPMALUK HHHOPMAITMOHHON CHCTEMBI:

OTIPEAEIIAIOTCS TUIIBI CYOBEKTOB J0CTYIA (II0JIb30BATENH, MTPOLIECCHl M UHBbIE CyOBEKTHI JOCTYIA) U
OOBEKTOB JOCTyHa, SBISAIOLUIMXCS OObEKTaMHU 3alluThl (YCTpOMcTBa, OOBEKTHI (hailloBOM CHCTEMBI,
3alycKaeMble M HUCIOJHSEMble MOJYJIH, OOBEKThl CHUCTEMbI YyIpaBieHUs 0a3aMu JAaHHBIX, OOBEKTHI,
CO3J1aBaeMble MPHUKIIAJHBIM IPOIrPaMMHBIM 00€cIiedeHuEM, HHbIE O0BEKTHI I0CTYIIA);

OTIPEAEIAIOTCS METO/Ibl YIIPABICHUS JOCTYIIOM (JIMCKPELMOHHBIN, MaHAaTHbIM, POJIEBON WM UHBIE
METOJIbI), TUNBI JOCTyHa (YTCHHe, 3alKcCh, BHINOJHEHHE WM WHBIE THUIBI JOCTyMa) U TpaBUia
pasrpaHudeHusl J0CTyna CyOBEKTOB JOCTyma K O0OBbeKTaM JocTyna (Ha OCHOBE CIHCKOB, METOK
0€301MacHOCTH, POJICH U MHBIX MPABUII), MOATEKAIIUE pealn3alii B UH(POPMAIIMOHHOW CUCTEME;

BBHIOMPAIOTCSL MEphI 3aIIUThl HH(DOpMAIUU, TOJUISKAIIME peaTnu3alui B CHCTEME 3alllUuThI
nHpopManuy HHHOPMAITMOHHON CHCTEMBI,

OTIPENIETISIIOTCST BUIBI W THUIIBI CPEJCTB 3aIIUThl WHMOpMAIMU, OO0ECICUUBAIONINE PeaTU3aIHIo
TEXHUUYECKUX Mep 3alIUThl HHPOPMAIUH;

OTIPENIETISIETCSI CTPYKTYypa CHCTEMBI 3aIUThl MHPOpManuu WHPOPMAIMOHHONW CHCTEMBI, BKIIFOYAst
cocTaB (KOJIMYECTBO) M MECTa Pa3MEICHHUs €€ IIEMEHTOB;

OCYIIIECTBIISIETCSI BBIOOP CPENCTB 3aIMThl MH(OpMaLKU, CEPTUPHUIMPOBAHHBIX HAa COOTBETCTBHE
TpeOoBaHUsAM 1O O€30MacHOCTH HMH(OpMAIMK, C Y4YeTOM HMX CTOMMOCTH, COBMECTUMOCTH C
MH(OPMALIMOHHBIMUA TEXHOJOTHSIMU M TEXHMYECKHMHU CpeACTBaMH, (PyHKUIMHA Oe30MacHOCTH ASTHX
CpeACTB ¥ OCOOCHHOCTEN MX pealn3alny, a TakKe Kiacca 3allUuIIeHHOCTH HH(POPMAITMOHHON CHCTEMBI;

onpezAensaoTcs TpeOoBaHUS K MapaMeTpaM HACTPOMKHM MHporpaMMHOro oOecriedeHHsl, BKIIIouas
MPOrpaMMHOE O00eCTIeUeHrEe CPEICTB 3aMUThHI HH(DOPMAILIUU, 00ECTICUHBAIOIINE PEATU3AINIO MED 3aIIUTHI
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uH(pOpMaIINH, a TAKKE YCTPaHEHHE BOZMOXKHBIX YS3BUMOCTEH WH(OPMAIIMOHHON CHCTEMBI, PUBOISAIINX
K BO3HHKHOBEHUIO Yrpo3 0e301macHOCTH HH(OpMALIUH;
(B pen. [Ipukaza ®CTOK Poccun ot 15.02.2017 N 27)

OIIPENENAIOTCS MEphl 3aIIuThl HHOOpMANUK Npu MHOOPMAIIMOHHOM B3aHMMOJCHCTBUU C HHBIMH
I/IH(i)OpMaI_[I/IOHHLIMI/I cCucreMmamum n I/IH(i)OpMaL[I/IOHHO-TCHGKOMMYHI/IKEH_[I/IOHHBIMI/I CCTsIMHU, B TOM YHUCIJIC C
WH(POPMAIIMOHHBIMH CUCTEMaMH YIIOJHOMOUYEHHOTO JIUIA, a TAKXKE MPH MPUMEHECHUH BBIYMCIATEILHBIX
pecypcoB (MOIIHOCTEH ), MPEJOCTABISAEMBIX YITOJIHOMOUYEHHBIM JIUIIOM JJIsE 00paboTKu WH(GOpMALIUY.

Pe3ynbpTaThl NpPOEKTUPOBaHMS CHCTEMBl 3allUThl HH(GOpPMauM HHPOPMALMOHHON CHUCTEMBI
OTPaXXal0TCsI B IPOEKTHOM JOKYMEHTAalUu (I3CKU3HOM (TEXHMYECKOM) IpoeKTe W (uiau) B paboueit
JOKYMEHTAllMM) Ha MH(OPMAIMOHHYIO CHCTEMY (CHUCTEMY 3allluThl MHpOpMaLUU HH(POpMALMOHHON
cucrembl), paspadareiBaeMbix ¢ ydetom ['OCT 34.201 "Wudopmanmonnas texHoiorus. Komriekc
CTaHJApTOB HAa aBTOMAaTU3UPOBAaHHbIE CUCTEMBI. BUbl, KOMIIJIEKTHOCTh U 0003HAYEHUE TOKYMEHTOB IIPH
CO3/1aHKMU aBToMaTU3upoBaHHbIX cucteM" (nanee - 'OCT 34.201).

[lpoekTHass NOKyMEHTanuss Ha HWHGOPMAIMOHHYK CHCTEMY W (MJIM) €€ CHUCTEMY 3alllUThI
UH(OPMAIIMU TOJUICKAT COTVIACOBAHUIO C ONEpPaTopoM HMH(POPMAIMOHHOW CHCTEMBI B Cllydyae, €ClId OH
OIIpPEJIeJICH TAaKOBBIM B COOTBETCTBUU C 3aKOHOJATeIbCTBOM Poccuiickoii ®Denepaniun K MOMEHTY
OKOHYAaHHA IMMPOCKTUPOBAHUA CUCTCMbI 3allIUTHI I/IH(bOpMaHI/II/I HH(I)OpMaIIHOHHOfI CHUCTEMBI U HE SABJIACTCA
3aKa34MKOM JJaHHON MH()OPMAIIMOHHON CHCTEMBI.

[lpr oOTCyTCTBHM HEOOXOJMMBIX CpEACTB 3allUThl HHGOPMAIMH, CEePTU(GUIMPOBAHHBIX Ha
COOTBETCTBHE TpeOOBaHMUAM IO 0O€30MacHOCTH HMH(OpMALMHU, OpraHu3yeTcs pa3paboTka (10paboTka)
CpEeZACTB 3alIUThl HHPOPMALIUU B UX CEPTUPUKAIMS B COOTBETCTBUH C 3aKOHOIATEIHCTBOM Poccuiickoii
denepany UM MPOU3BOAUTCS KOPPEKTHPOBKA MPOEKTHBIX peIIeHUH 1Mo MH()OPMAIMOHHONW cUCTeME U
(umm) ee cucrteMe 3amUTHl MHGOPMAIMKA C y4eTOM (DYHKIIMOHAIBHBIX BO3MOXKHOCTEH HMMEIOIINXCS
CepTHU(QHUIMPOBAHHBIX CPEJCTB 3aIUTHI HHPOPMAIUH.

[Ipy  [OpOEKTHMPOBAaHMM  CHUCTEMBI  3alUThl  HMHGOpManMW  UHGOPMAIMOHHONM  CHCTEMBI,
(GYHKIIMOHMpPOBAHUE KOTOpPOW mpeanosiaraercss Ha 0Oa3ze HMH(POPMAIMOHHO-TEIEKOMMYHHKAIIMOHHON
MH(QPaACTPYKTYphl LIEHTpa 00pabOTKM JaHHBIX, U1 OJIOKMPOBAHMS AKTyalbHBIX YIpo3 O€30MacHOCTH
uHboOpMalUM  MOTYT  ObITh HPHUMEHEHbBl Mepbl  3alUThl  WMHPOpPMAlMH, peaJu3yeMble B
MH(OPMALOHHO-TEIEKOMMYHUKAITHOHHON HHPPACTPYKTYpE LIEeHTpa 00pabOTKU JaHHbIX.

(a63am BBeneH Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

15.2. Pa3paboTka »SKCIUTyaTallMOHHOM JOKYMEHTAallMd Ha CHUCTEMY 3allUThl HMHQOpMAaIH
MH(POPMAIIMOHHON CHUCTEMbI OCYIIECTBIISIETCS B COOTBETCTBMM C TEXHMYECKHM 3aJaHMEM Ha CO3/1aHue
MH(OPMALIMOHHONW CHCTEMbI W (MJIM) TEXHUYECKHUM 3a7jaHHeM (YacTHBIM TEXHUYECKUM 33aJaHHEM) Ha
CO3JIaHHE CUCTEMBI 3aLIUThl HH(OPMAIIMK HH(POPMALIMOHHON CUCTEMBI.

OKcCIlyaTalluOHHAs JOKYMEHTAIMs Ha CUCTEMY 3alUThl MHPOpMaMi HHPOPMAITMOHHON CUCTEMBI
paspabarbiBaercs ¢ yderom ['OCT 34.601, TOCT 34.201 u I'OCT P 51624 u nomkHa B TOM 4HUCIIe
COJIEpP>KaTh ONUCAHHUE!

CTPYKTYPBI CUCTEMBI 3aIIUThl HHPOpMAIIUN HH(POPMAIIMOHHON CUCTEMBI;

COCTaBa, MECT YCTAHOBKHM, MapaMeTpPOB U MOPSJIKa HACTPOWKH CPEACTB 3aIIMUTHl MH(pOpMAIUH,
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mporpaMmMHOIO o0ecreueHHs U TEXHUYCCKUX CpCACTB;
IMpaBUJI OKCILTyaTallud CUCTEMBbI 3alllUThL HHQ)OpMaHI/II/I HH(bOpMaHHOHHOfI CHUCTCMBI.

15.3. IIpyu MakeTUpOBaHUHM M TECTUPOBAHMHM CHCTEMBI 3aIIUTHl WH(pOpMAIMKU HWHPOPMALMOHHOM
CUCTEMBI B TOM YHUCJIE OCYILECTBIISIOTCS:

poBepKa paboTOCHOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPENICTB 3alIUTHl WH(POpPMAIUU C
MH(GOPMALMOHHBIMH TEXHOJOTHSAMH U TEXHUUYECKHUMHU CPEJCTBAMU;

IIPOBEPKA BBINOJIHEHUS] BHIOPAHHBIMU CPEJICTBAMU 3alUThl MHPOpPMAILMK TPEOOBAHUN K CUCTEME
3alUThl HH(pOPMALMK UHPOPMALTMOHHONW CUCTEMBI;

KOPPEKTUPOBKA TMPOCKTHBIX PEHICHHUM, Pa3pabOTaHHBIX NP CO3JaHUH HH()DOPMAIIMOHHOW CHUCTEMBI
1 (WJIM) CUCTEMBI 3alIUThl HHPOPMAIMK HHPOPMAIIMOHHON CUCTEMBI;

a63an uckimoveH. - [Ipukaz ®CTIK Poccuu ot 15.02.2017 N 27.

MaKeTI/IpOBaHI/IC CHUCTCMbI 3allIUThI PIH(l)OpMaI_II/II/I I/IH(I)OpMaLII/IOHHOI‘/‘I CUCTCMBI U €€ TCCTHUPOBAHHC
MOXKCT MPOBOAUTHBCA B TOM UYHUCIC C HCIOJB30BAHUECM CpCACTB W MCETOAOB MOJCIUPOBAHUA
I/IH(bOpMaI_[I/IOHHLIX CHCTEM U TeXHOJIOTHI BUPTYyAJIU3alluH.

BHegpeHue cuctembl 3awmTtbl MH(popmaumm MHOOPMaALMOHHON CUCTEMBI

16. BHeapenue cucTeMbl 3alIUThl HHGOpPMALUU HH(GOPMAIMOHHON CHUCTEMBI OpraHU3yeTCs
oOnanareneM nHpopMalu (3aKa3uuKoM).

BHenpenue cucteMbl 3amuThl MHGOPMALUU HHMOPMALMOHHOW CHUCTEMBI OCYIIECTBISIETCS B
COOTBETCTBUM C NMPOEKTHOM M AKCIUIyaTallUOHHOW JOKYMEHTAalMell Ha CHUCTEMY 3allluThl MH(OpMaLuu
MH(POPMALMOHHOM CUCTEMBI U B TOM UYHCJIE BKJIIOYALT:

YCTaHOBKY U HACTPOWKY CPEJICTB 3alIUThl HHPOpMAMK B UHPOPMALITMOHHON CHCTEME;

pa3paboTKy JTOKYMEHTOB, OMPEIENSIOMNUX MPaBUia U MPOLEAYPhl, pealu3yemMble ONepaTopoM s
oOecrieueHrs 3anmuThl HGOPMAIMU B WHGOPMAIIMOHHONW CHCTEME B XOJI€ €€ JKCIUTyaTaiuu (janee -
OpraHHU3aIMOHHO-PACTIOPSAUTEIbHBIC JOKYMEHTHI 0 3aIIuTe HHPOPMAIUN ),

BHEJJPEHNE OPraHU3AIMOHHBIX Mep 3alIUThl HHPOPMAIUH;
npeBapuTeNbHbIE UCTIBITAHUS CUCTEMBI 3aIUThHl HHPOPMALUU HHHOPMAIIMOHHON CUCTEMBI;
OTIBITHYIO KCITYaTallMI0 CUCTEMBI 3alUThl HH(OpMau NHPOPMAITMOHHON CUCTEMBI;

aHAINU3 YSA3BUMOCTEH MH(DOPMAIIMOHHOM CHUCTEMBI M MPUHATHE MEp 3alIUTHl HHPOpPMAINH MO UX
YCTpaHEHUIO;

IPUEMOYHBIE HCTIBITAHUS CUCTEMBbI 3aIUThl HHPOpMaIuK HH(HOPMAIIMOHHON CUCTEMBI.

K BHeapenuio cucreMbl 3amuThl HHGOpPMaNKMKW HHYOPMALIMOHHOM CHCTEMbI IPUBIIEKAETCS
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oreparop HMHMOPMAIIMOHHOM CHUCTEMBI B CJydae, €CIM OH ONpEACTCH TaKOBBHIM B COOTBETCTBHH C
3akoHojaTenbcTBOM Poccuiickoit denepanyn K MOMEHTY BHEAPEHMsI CUCTEMbl 3alUThl MHPOPMALUU
MH(POPMALIMOHHOMN CUCTEMBI U HE SBIISETCS 3aKa34UKOM JTaHHOW MH(POPMALMOHHONW CUCTEMBI.

16.1. YcraHoBKa ¥ HACTpOWKa CPEICTB 3alIUThl HH(POpMaIMu B HUHPOPMAIIMOHHON CUCTEME JODKHA
MIPOBOJMTHCS B COOTBETCTBHH C DKCIUTYaTAIIMOHHOW JIOKYMEHTAIlMEH Ha CHCTEMY 3alllUThl HHPOpMAIHH
MH(OPMALIMOHHON CUCTEMBI U IOKYMEHTalllel Ha CpeACTBa 3alUThl HHPOPMAIIIH.

CpenctBa  3ammThl  MH(POpPMALMK, yCTaHABIMBAaeMble B  HMH(DOPMAIMOHHOW  CHUCTEME,
byHKIMOHUpYIOLIeH Ha 0a3ze WHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON HHQPACTPYKTyphl LEHTpa
00pabOTKM NaHHBIX, JOJDKHBI OBITH COBMECTHMBI MEXKIY COOOH, a TakKe CO CpEeACTBAaMH 3aIlUThI
nH(OpMaIIUY, YCTAHOBJICHHBIMU B MH(QOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHOW MH(PPACTPYKType LIEHTpa

00pabOTKH JTaHHBIX.
(a63arr BBesieH [Ipukazom @CTOK Poccuu ot 28.05.2019 N 106)

16.2. Pa3pabaTpiBaeMble  OpPraHHU3AIMOHHO-PACTIOPSANTEIBHBIC  JIOKYMEHTHI 10  3allHTe
WHGOPMAIIMHU JOJDKHBI ONPEIEIISATh MPABUIIA U TPOIETYPHI:

yrpasieHus (aAMUHUCTPUPOBAHIS) CHCTEMOM 3alIUThI HHPOpMAUK HHPOPMAITMOHHON CHCTEMBI;

BBISIBJICHUS] MHLUUACHTOB (OJHOIO COOBITUSI WJIM TPYIIBI COOBITUI), KOTOPbIE MOT'YT NPHUBECTU K
cOOsIM WM HapyHIeHHI0 (PYHKIIMOHUPOBAHHUS HWH(OPMAIIMOHHON CHCTEMBI W (WJIM) K BO3SHHKHOBEHHIO
yrpo3 6e30nacHOCTH HHPOPMALINU (Jlajiee - MHIIUJCHTHI), 1 pearupoBaHMs Ha HUX;

yhpaBieHUs] KOH(Urypanueldl aTTeCTOBAHHONM HMH(OPMALIMOHHOW CHCTEMBbI M CHUCTEMBI 3aIUThI
nHpopMauu HHPOPMALMOHHONW CUCTEMBI;

KOHTpOJIsI (MOHUTOPUHTA) 32 00€CIIEeYeHNEM YPOBHS 3aIIUILEHHOCTH UH()OpPMAaLUU, coaepxKalencs
B UH(OPMALIMOHHOM CUCTEME;

3amUThl UHPOPMALMK TIPU BBIBOJIE W3 OJKCIUTyaTallMd WH(GOPMAIMOHHON CHCTEMBI WJIHM TIOCIE
MPUHATHUS pelIeHus: 00 OKOHYaHUU 00pabOTKU MH(OpPMAIUH.

16.3. IIpu BHeApEeHUN OpraHU3ALMOHHBIX MEp 3alllUThl UH(OPMALIUN OCYIIECTBISIOTCA:

peanu3anus MpaBUJI pa3TPaHUUEHUsS JIOCTYIA, PETJaMEHTHPYIOIIUX IpaBa JOCTyNa CYOBEKTOB
JOCTyla K OOBEKTaM JO0CTyNa, W BBEACHUE OTPAHMYCHHN Ha JEHCTBHS TOJB30BaTeNiel, a TaKXkKe Ha
W3MEHEHUE YCIIOBUH DKCIUTyaTallH, COCTaBa U KOH(MUTYpAIlMH TE€XHUYECKHX CPEICTB U MPOTPAMMHOIO
obecrneueHus;

IIPOBEPKA MOJHOTHI U ACTAIBHOCTU ONKMCAHKSA B OPTaHU3aLMOHHO-PACIIOPSAUTENBHBIX JTOKYMEHTAxX
0 3amuTe UHpOpMaluK ASUCTBUN MOJIb30BaTENeH U aIMUHUCTPATOPOB MHPOPMAITMOHHON CUCTEMBI O
peanu3aly OpraHu3alMOHHBIX Mep 3alUThl HH(popMaIuuy;

0oTpaboTKa AEUCTBUI JOKHOCTHBIX JIMI] U TOJpa3/eieHUI, OTBETCTBEHHBIX 3a pealn3aluio Mep
3alIUThI UH(OPMAITHH.

16.4. TlpenBapuTenbHbIe UCTIBITAHUS CUCTEMBI 3aIUTHI MHPOpMAIMK WH()OPMAITMOHHOW CHCTEMBI
npoBojstcst ¢ yuerom [OCT 34.603 "UndopmanmoHHas TexHOJIOTHS. Buabl ucnbITaHuit
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aBTomMatu3upoBaHHbIX cucteM" (manee - [OCT 34.603) u BKIIOYAIOT MPOBEPKY pabOTOCIIOCOOHOCTH
CHCTEMBl 3aIluThl HHQOpMauy WHPOPMAIMOHHON CHCTEMBI, a TaKKe TMPHUHITHE PEHICHUS O
BO3MOKHOCTH OTIBITHOM 3KCILTyaTalluy CHCTEMBI 3aIIUTHI HHPOPMALUU HHOOPMAITHOHHON CHCTEMBI.

16.5. OmpITHas SKCIUTyaTanysi CHUCTEMBl 3allIUTHl HWHQPOPMAIMM HWHPOPMAIIMOHHOW CHCTEMBI
npoBojutcst ¢ yuerom ['OCT 34.603 u BritoyaeT NpoOBEpKY (PYHKIMOHHPOBAHHUS CHUCTEMbI 3alUTHI
uHpOpMaMKu WHPOPMAIIMOHHOW CHUCTEMBI, B TOM YHCIIE PEATM30BAaHHBIX MEp 3aIIUTHl MH(OpManuu, a
TaKXe TOTOBHOCTH IMOJIb30BAaTEICH U aIMHHHUCTPATOPOB K HKCIUTyaTAI[MH CHCTEMBI 3alIUThl HHPOPMAIIUU
UH(POPMAIIMOHHOW CHCTEMBI.

16.6. Anamu3 ys3BUMOCTed WH()OPMANMOHHOW CHUCTEMBI TIPOBOJAMTCS B MEIIX OIEHKHU
BO3MOYKHOCTH IPEOJIOJICHUSI HAPYIIUTEIIEM CHCTEMbI 3aIUuThl HHPOpMauy WHPOPMAIIMOHHON CHCTEMBI
Y TIPEIOTBPAIICHHSI pealU3aIiH YTPo3 0€301MacHOCTH HHPOPMAITUH.

AHanu3 ys3BUMOCTEH HHGOPMALIMOHHOM CHCTEMbl BKIIOYAET aHAJIU3 YSI3BUMOCTEH CpEeICTB
3amMThl MHGOpPMAIMK, TEXHUYECKHX CPEACTB M MPOrpaMMHOTO obecnedeHus WHGOPMAIMOHHON
CUCTEMBI.

[Ipu ananuze ys3BUMOCTEH HH(OPMALMOHHOW CHUCTEMBI IPOBEPSAETCS OTCYTCTBUE H3BECTHBIX
ySI3BUMOCTEH CPEe/ICTB 3alIUThl MHPOPMAIMH, TEXHUYECKUX CPEICTB U MPOrPaMMHOT0 OOecreueHus, B
TOM 4YHCIIE C y4eToM HWH(POpPMAlUH, HMEIUEeHcs y pa3paboTYMKOB M TIOTYYEHHOW W3 JPYTHX
OOIIEOCTYTHBIX UCTOYHUKOB, MIPABUIBHOCTh YCTAHOBKHM M HACTPOMKHU CPEJICTB 3aLIUThl MH(POPMALUHY,
TEXHUYECKUX CPEICTB U MPOTrPAMMHOI0 OOECHEeUEHHUs, a TAKKE€ KOPPEKTHOCTh pabOThl CPEICTB 3aIUTHI
MHGpOpMAaLIUY TPU UX B3aUMOJCHCTBUU C TEXHUUYECKUMU CPEJICTBAMU U IPOTPAMMHBIM 00€CTI€YeHHEM.

B CJIy4ac BbIABJIICHUSA y5I3BI/IMOCT€I71 HH(l)OpMaHI/IOHHOﬁ CUCTCMBbI, IPUBOAAININX K BO3SHUKHOBCHUIO
AOMNOJHHUTCIIBHBIX  YI'pO3 0e30IMacHOCTH I/IH(I)OpMaI_II/II/I, NpoBOAUTCA YTOUHCHHUEC MOJCINU YI'PO3
0e30macHOCTH I/IH(l)OpMaIII/II/I u 1Ipu HCO6XOI[I/IMOCTI/I MNPUHHUMAIOTCSA JOIMOJHUTCIIbHBIC MEPBI 3alllUTHI
I/IHCI)OpMaI_[I/II/I, HAIIpaBJICHHLBIC Ha YCTPAHCHUC BbIABJICHHBIX y5{3BPIMOCTeI>’I WJIN HCKIYaromme
BO3MOXHOCTD HUCITIOJIb30BAHHA HAPYHIUTEIICM BBISABJIICHHBIX YﬂSBHMOCTefI.

[To pe3ynbTaTaM aHanu3a ysS3BUMOCTEH NOJKHO OBITH MOATBEPXKICHO, YTO B MH(OPMALMOHHON
CUCTEME OTCYTCTBYIOT YSI3BUMOCTH, COJEpKalluecs: B 0aHKE JaHHBIX yrpo3 0e30MacHOCTH MH(QOpMaIUH
®CTOK Poccun, a Takke B MHBIX UCTOUYHUKAX, WIM UX MCIIOJIb30BaHUE (IKCILUTyaTalus) HapyLIUTEIeM
HEBO3MOXHO.

(a63ar BBeneH [Ipukazom @CTIK Poccun ot 15.02.2017 N 27)

16.7. IlpueMouHble HCIBITAHUS CUCTEMBI 3alIUTHl MHPOpPMAUH HHYOPMALIMOHHOW CUCTEMBI
npoBojsatcest ¢ yuerom ['OCT 34.603 u BKIIIOYAIOT NMPOBEPKY BBHIMOJIHEHUS TpeOOBaHUII K cUCTeMe
3amuThl UHQOpMAMM HHPOPMAIMOHHOM CHCTEMbI B COOTBETCTBUUM C TEXHUYECKHMM 3a/laHMEM Ha
co3laHue HMH(OPMAIIMOHHOM CHCTeMBbl U (WJIM) TEXHHUYECKUM 33JaHUEM (YacTHBIM TEXHHYECKHM
3aJlaHuEM) Ha CO3/1aHHE CUCTEMBI 3alIUThl HHGOPMAIIUU HHPOPMAIIMOHHON CHCTEMBI.

ATtTecTaumsa nHdopmMmauMoHHON CUCTEMbI U BBOA €€ B AeUCTBUe
17. Atrectamuss WHGOPMAIIMOHHOW CHUCTEMBI OpraHu3yercs oOnagateneM HMHPOPMAINH

(3aKa34YMKOM) WJIM OINEpaTOpOM M BKIIIOYAET MPOBEACHUE KOMIUIEKCA OPTraHU3AllMOHHBIX M TEXHUYECKUX
MEPOMNPUATHI (aTTECTAI[MOHHBIX HCHBITAHUI), B pe3ylbTaTe KOTOPBIX MOATBEPKAAECTCS COOTBETCTBHE
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CHCTEMBI 3alIUTHI HHPOPMALIUK HHPOPMALMOHHOW CUCTEMBI HACTOSIIUM TpeOoBaHUAM.

[TpoBeneHue aTTeCTALlMOHHBIX HUCHBITAHWHA HMH(OPMALMOHHON CUCTEMBI JOJKHOCTHBIMM JIMLIAMU
(paOOTHHUKAMH), OCYILECTBISIOUIMMH IPOEKTUPOBaHME U (WJIM) BHEAPEHUE CHUCTEMBI 3alIUThI
uHpopManuy HHGOPMALIMOHHON CUCTEMBI, HE JOITyCKAETCsl.

(ab3an BBeneH Ilpukazom ®CTOK Poccun ot 15.02.2017 N 27; B pen. Ilpukaza ®CTIK Poccun ot
28.05.2019 N 106)

17.1. B kauecTBe UCXOIHBIX JAHHBIX, HEOOXOAMMBIX JJIsl aTTeCTAl[MH UHPOPMALMOHHON CUCTEMBI,
UCHOJB3YIOTCS MOJIeNb yrpo3 0e30macHOCTH HMH(OpManuM, akT Kilaccu(pUKaUMK HHGOPMAIMOHHON
CHCTEMBI, TEXHUYECKOE 33/IaHue Ha CO3/IaHie MH()OPMAIIMOHHON CUCTEMBI M (MJIM) TEXHUYECKOE 3a/1aHue
(yacTHOE TEXHMYECKOE 33aJaHUE€) Ha CO3JlaHUE CHCTEMBbl 3allUThl HMH(OpMauu HHPOPMALUOHHOM
CHCTEMBI, IPOEKTHAs W OKCIUIyaTallMOHHAs JOKyMEHTAllMs Ha CHCTEMY 3alluThl HH(OpMauu
MH(GOPMALIMOHHOM CUCTEMBbI, OpraHU3alMOHHO-PACIOPSINTENIbHbIE JOKYMEHTHI 110 3aIluTe MH(OpMAaIH,
pe3yabTaThl aHANIM3a YSA3BUMOCTEH HMH(POPMAIMOHHOW CHCTEMBI, MaTepHallbl IPEIBAPUTEIBHBIX U
IIPUEMOYHBIX HCHBITAHUN CUCTEMBI 3alUThl MH(OpMAMK MHPOPMALMOHHON CHUCTEMBI, a TaKXXe HHbIE
JIOKYMEHTBI, pa3padaTbiBa€MbI€ B COOTBETCTBUM € HacToAUMH TpeboBaHUsAMHU.

17.2. Atrectauus MH(OPMAIMOHHONW CHUCTEMbI MPOBOJMUTCA B COOTBETCTBHM C MPOTrPaMMON U
METOAMKAMH aTTECTAIIMOHHBIX MCIBITAHUI 10 Hadasia o0paboTKu MH(OpMAINH, TMOAJISKAIeH 3alIuTe B
nHpOopMalMOHHOM cucteme. [l mpoBeneHUs aTTecTaluyd WH(GOPMALMOHHON CHCTEMBbl NMPUMEHSIOTCS
HAI[MOHAJIbHBIE CTaHAAPTHl, a TaKXE€ METOAMYECKHE JOKYMEHThI, pa3pa0OTaHHbIE U YTBEP)KIECHHBIE
@OCTOIK Poccun B cootBeTcTBUM ¢ MOAMYHKTOM 4 nyHkTa 8 Ilonoxenus o dexepanbHol ciyxbe 1mo
TEXHUYECKOMY UM OJKCIIOPTHOMY KOHTPOJIO, YTBepkKAeHHOro Ykazom IIpesmaenta Pocculickont
®enepaunn ot 16 aBrycra 2004 r. N 1085.

[To pemenuto 3aka3umika (orepaTopa) aTTECTAIMOHHBIC HCIBITAHUS MOTYT OBITH COBMEIIEHBI C
MPOBEICHUEM MMPUEMOUYHBIX UCTIBITAHUN HHPOPMAITIOHHON CHUCTEMBI.
(a63arn BBeneH [Ipukazom @CTIK Poccun ot 28.05.2019 N 106)

[To pe3ynbTaTaM aTTECTAIIMOHHBIX MCIBITAHUNA OGOPMIISIOTCS MPOTOKOJBI aTTECTAIIMOHHBIX
WCIIBITAHUHM, 3aKIIOYEHHE O COOTBETCTBMU HWH(POPMAIIMOHHON CHUCTEMBI TpPEOOBAHUSIM O 3aIUTE
nH(pOpMallUM M aTTeCTaT COOTBETCTBHSI B Cllydae IOJOKUTENbHBIX PE3yJIbTaTOB AaTTEeCTAIMOHHBIX
HWCIBITAaHUH.

[Ipy mpoBelEHUM AaTTECTAMOHHBIX MCIBITAHUN JIOKHBI TNPHUMEHATHCS CIEIYIOIUE METO b
IIPOBEPOK (UCTIBITAHUMN):
(a63ar BBeneH [Ipukazom @CTIK Poccun ot 15.02.2017 N 27)

HKCIEPTHO-TOKYMEHTAJIbHBIM METO/, MpelyCcMaTpUBAIOIIMN TPOBEPKY COOTBETCTBUS CHUCTEMBI
3aIMThl  MHPOPMALMU WHPOPMALMOHHON CHCTEMBbl YCTAaHOBJIEHHBIM TpeOOBaHMSAM 110 3alIUTe
uH(popmManuu, Ha OCHOBE OLIEHKH JKCILTyaTallMOHHON JIOKyMEHTaIluH,
OpTraHU3aIMOHHO-PACHIOPSIUTENBHBIX JIOKYMEHTOB 10 3aluTe HWHPOpPMAallMu, a TaKXkKe YCIOBUH
(GyHKIIMOHUPOBaHUS HUH()OPMALIMOHHOW CUCTEMBI;

(a63ar BBeneH [Ipukazom @CTIK Poccun ot 15.02.2017 N 27)

aHAIM3 YyA3BUMOCTeH HMH(OPMAIMOHHONW CHCTEMBI, B TOM YHCIE BBI3BAaHHBIX HEIPABIILHOM
HACTPOUKOH (KOH(PHUTypHpOBaHUEM) TPOIPAMMHOT0 00ECIICUEeHUS M CPECTB 3alUThl HH(pOpMaIu;
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(ab3an BBeneH Ilpukazom ®CTOIOK Poccun ot 15.02.2017 N 27)

UCTIBITAaHUS ~ CUCTEMBl  3allUTBl  MHQOpPMAIMKM  HyTeM  OCYIIECTBICHUS  MOIBITOK
HECaHKIIMOHUPOBAHHOTO JOCTyMa (BO3ACUCTBUSA) K MHPOPMAIIMOHHON CHUCTEME B OOXOJ €€ CHUCTEMBI
3aMUTHl HH(OPMALTUH.

(a63an BBeneH Ilpukazom ®CTIOK Poccun ot 15.02.2017 N 27)

17.3. Jlomyckaercs arrtectanus HWHPOPMAIIMOHHOW CHCTEMBbl Ha OCHOBE PE3yJIbTaTOB
aTTECTAIMOHHBIX  HCIBITAHUW  BBIICJICHHOTO Habopa CerMeHTOB HWH(GOPMAIMOHHOH  CHCTEMBI,
peaIM3YIONIUX MOJIHYI0 TEXHOJIOTHIO 00paboTKu UH(popMauu.

B sToM cinyuae pacripocTpaHeHHe aTTecTaTa COOTBETCTBUS HA JPYTHe€ CETMEHThl MHPOPMAIIMOHHOM
CHCTEMBbl OCYILIECTBISICTCA NPU YCIOBUHM HMX COOTBETCTBHUS CETMEHTaM MH(OPMAIMOHHOW CHCTEMBI,
MPOLIE/IIINM aTTeCTAl[MOHHBIE UCIIBITAHNUS.

CerMeHT CUuTaeTcsi COOTBETCTBYIOUIMM CErMEHTY HH()OPMAIMOHHOM CHCTEMBI, B OTHOLIEHUU
KOTOpOT0 ObUIM MPOBEIEHBI aTTECTALMOHHbIE UCTIBITAHUS, €CIIU JUI YKa3aHHBIX CETMEHTOB YCTaHOBJICHBI
OJIMHAKOBbIE KJIACChI 3aLUIEHHOCTH, Yrpo3bl 0€30MIaCHOCTH MH(OpPMAlLUU, PeaTu30BaHbl OJMHAKOBBIC
MIPOEKTHBIE PEIIEHUS 110 HH)OPMAIIMOHHON CHCTEME U €€ CUCTEME 3aIIUThI HHPOPMAIIHH.

CooTBeTCTBHE CErMEHTAa, Ha KOTOPBIM pACHPOCTPAHSIETCS AaTTECTaT COOTBETCTBHS, CETMEHTY
MH(POPMAIIMOHHON CHUCTEMbI, B OTHOIIEHUH KOTOPOTO OBLIM MPOBEICHBI aTTECTAlMOHHBIC HCIBITAHHSA,
MOJTBEPXKIACTCSI B XOJ€ NPUEMOYHBIX HCIBITAHUN HH(POPMAIIMOHHON CUCTEMbl WJIM CETMEHTOB
MH(OPMALIMOHHON CUCTEMBI.

B cermenTtax nH()OpPMAIIMOHHOW CUCTEMBI, HA KOTOPBIE paCIPOCTPAHIETCS aTTeCTaT COOTBETCTBHSI,
orepaTopoM oOecneunBaeTcs COOMIOACHHE AKCIUTYyaTallMOHHOM JOKYMEHTAallMd Ha CHCTEMY 3allluThl
uHpopmanui WHGOPMAIMOHHONW CHCTEMBl M OPraHU3alMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IIO
3amuTe nHPOpMaIuu.

OcobeHHOCTH aTTecTaluyd MHPOPMALMOHHOW CHUCTEMBl HAa OCHOBE PE3YJIbTATOB aTTECTAIlMOHHBIX
UCIBITAaHUN BBIIEJIEHHOIO Habopa €€ CErMEHTOB, a TaKK€ YCIOBUS U MOPSAJOK pPacCIpOCTpPaHEHHUS
aTTecTaTa COOTBETCTBMSI Ha JIpyTeé CErMEHThl MH(POPMALMOHHON CUCTEMBI ONPENENSIOTCA B IIpOorpaMme
Y METOJMKAX aTTECTALIMOHHBIX UCIBITAHUN, 3AKIFOYEHUH U aTTECTATE COOTBETCTBHUS.

17.4. AtTectaT COOTBETCTBUS BBLAAETCS HAa BECh CPOK IKCIUTyaTallud MH(POPMAITMOHHONW CHUCTEMBI.
Omnepatop (obmamatenr WH(pOpMANMK) B XOJ€ JKCIUTyaTalldd HWHQPOPMAIMOHHON CHUCTEMBI JOJDKEH
obecreynBaTh MOJAEPHKKY COOTBETCTBHSI CHUCTEMbI 3alllUThl MH(OpMAIMK aTTecTaTy COOTBETCTBUS B
pamKax peanusaliii MEpONpUsATHH, IPETyCMOTPEHHBIX MYHKTOM 18 HacTosimux TpeboBaHu.

(. 17.4 B pen. Ipukaza ®CTOK Poccuu ot 28.05.2019 N 106)

17.5. BBom B pelictBue WHGOPMAITMOHHOW CHCTEMBI OCYIIECTBISETCS B COOTBETCTBUU C
3akoHoAaTenbcTBOM Poccuiickoit ®dexeparun 06 wHbopManuy, UHOOPMAIMOHHBIX TEXHOJIOTUAX H O
3amute napopmaruu u ¢ yaerom ['OCT 34.601 u pu HaTMIUU aTTecTaTa COOTBETCTBHUS.

17.6. IndopmarmonHsie cUcTeMBbl, (yHKIIMOHHUPYIOIIHE Ha 0a3e o0mieil nHPPacTpyKTypHl (CpencTB
BBIYMCIIUTEIIFHOH  TEXHHWKH, CEPBEPOB TEJICKOMMYHHMKAIIMOHHOTO OOOpYyAOBaHHS) B  KadecTBE
MPUKIIAJHBIX CEPBUCOB, MOJIC)KAT aTTECTALMU B COCTABE YKa3aHHOU HHPPACTPYKTYPHI.
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B cirydae eciu nH(pOpMaMOHHAS cucrema co3maercs Ha Oaze
UH(QOPMAIIMOHHO-TEICKOMMYHUKAIMOHHON ~ MHQPAaCTPYKTyphl ~ LEHTpa  OOpabOTKM  JTaHHBIX
YIIOJTHOMOYEHHOT0 JINIA, Takast HH(PpacTpyKkTypa LeHTpa 0OpabOTKH TaHHBIX JOJDKHA OBITh aTTECTOBaHA
Ha COOTBETCTBHE HACTOSIIUM TpeOoBaHUIM.

(8 pen. [Ipukaza ®CTOK Poccun ot 28.05.2019 N 106)

[Mpu arrecranuu MHGOPMAIIMOHHOW CHUCTEMBI JIOJKHBI HMCIIOJB3YIOTCS PE3YJIbTaThl aTTECTAIHH
o0mieit nHPpacTPyKTypsI onieparopa HHHOPMAITMOHHON CHCTEMBI.
(n. 17.6 BBenen [Ipukazom ®CTIK Poccunm ot 15.02.2017 N 27)

Ob6ecneyeHune 3awmTbl MH(hbOpMaLUK B Xoae 3KCNyaTauum
aTTecToBaHHOM MH(OPMALMOHHON CUCTEMbI

18. Obecneuenue 3amuThl HHPOPMALIUU B XOJ€ SKCILTyaTalluyd HHPOPMALMOHHON CUCTEMBI TOJIAKHO
OCYIIECTBIISITCS ~ ONEPaToOpoOM B COOTBETCTBHM C  OKCIUIyaTallMOHHOH  JIOKYMEHTalued |
OpTaHU3aIOHHO-PACTIOPSAUTEIILHBIMUA JOKYMEHTAMH 110 3aIIuTe HHPOPMAIIUN M BKIIOYAThH CIETYIOIIHIE
MEpOTIPUSATHSL:

IUTAHUPOBAHKME MEPOTIPUATHIA 1O 3anIuTe HHPOPMAIUK B HH(POPMAIIMOHHOMN CUCTEME;

aHanu3 yrpo3 0ezonacHocTy MH(OpMauK B HHGOPMALIMOHHON CUCTEME;

ynpasieHue (aAMUHUCTPUPOBAHNE) CUCTEMOM 3aIluThl HH(OpMaLUKU HH(POPMAITMOHHON CHCTEMBI;
ylpaBiieHue KOoH(purypamueil nHpopMalMOHHON CUCTEMBI U €€ CUCTEMOH 3aluThl HH(pOpMaIuy;
pearupoBaHHe Ha UHIU/ICHTHI;

uHpOpMHpOBaHUE U 00yUeHHE epCoHaNa HHPOPMALIMOHHON CUCTEMBI;

KOHTPOJIb 332 O0ECNEeYeHHWEM YypPOBHSA 3AIIMIICHHOCTH HH(GOpMAIMH, COJEpKameics B
MH(OPMALMOHHOH cucTeMe.
(n. 18 B pexn. Ilpukaza ®CTIK Poccun ot 28.05.2019 N 106)

18.1. B xoze ruiaHupoBaHMUs MEPONPHUATHI 1O 3amuTe HHPOpMaLKUU B HHPOPMAIIMOHHON cucTeMe
OCYILECTBIISIOTCS:

OINpPECIICHUE JIMI, OTBETCTBEHHBIX 3a IIJJAHUPOBAaHUE M KOHTPOJIb MEPONPUATUN IO 3alIUTe
nHpopManuy B UHHOPMALIMOHHON CUCTEME;

OMpCACIICHUC JINL, OTBCTCTBCHHBIX 3d BBIABJICHUC HHIIUJICHTOB U PCATrNPOBAHUC HA HUX;

pa3pa0oTKa, YTBEp)KIEHHE M aKTyalu3alus IUIlaHa MEpONpHUSITHH Mo 3amure HWH(OpMaluud B
MH(OPMALIMOHHOM CUCTEME;

onpejiefieHue TOpsAKa KOHTPOJIS BBHIMNOJHEHHS MEpONPUATUNH 10 00ECleYeHHIo 3aIlUTh
uHpopManuu B MHGOPMAITMOHHON CHCTEME, TPETYCMOTPEHHBIX YTBEPKICHHBIM IIaHOM.

[Tnan mepornpusTHii no 3aumre nHGopMauy B UHGOPMALIMOHHON CUCTEME YTBEPKIAETCSI BMECTE C

www.consultant.ru Crpannna 17 u3 41
HaJeKHasl IpaBoBasl MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/
http://login.consultant.ru/link/?req=doc&base=RZR&n=352291&date=15.07.2021&dst=100028&fld=134
http://login.consultant.ru/link/?req=doc&base=RZR&n=213978&date=15.07.2021&dst=100036&fld=134
http://login.consultant.ru/link/?req=doc&base=RZR&n=352291&date=15.07.2021&dst=100030&fld=134

Ipuxaz ®CTIK Poccnn ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"O6 yrBepxaeHun TpeboBauuii o 3amuTe HHOOPMALMH, HE COCTABIISIO. ..

JoxkymenT npenoctasien Koncynsrantlmoc
Jarta coxpanenus: 15.07.2021

IIpaBOBbBIM AaKTOM OpraHa HUCIIOJIHUTEILHON BJIACTH O BBOAC PIH(i)OpMaL[I/IOHHOfI CHUCTCMbI B
OKCILTyaTaluro.

KOHTpob BBINOIHEHHUS MEPONPUATUN, MPELYCMOTPEHHBIX IUIAHOM MEPOIPHUATHH IO 3aliuTe
uHpopmanud B UHGOPMAIMOHHOM CHCTEME, OCYILECTBISETCSI B CPOKHU, OIpEAeJeHHbIE YKa3aHHBIM

TUTAHOM.
(m. 18.1 B pen. [Ipukaza ®CTIK Poccunm ot 28.05.2019 N 106)

18.2. B xone ananmu3a yrpo3 0e3omacHOCTH MHGOpMAIUU B HHPOPMAITMOHHONH CUCTEME B XOJI€ €¢
IKCILTyaTAIUH OCYIIECTBIISIIOTCS:

BbISIBJICHUE, aHAJIN3 U YCTPAHEHUE YS3BUMOCTEN MH(OPMALMOHHON CUCTEMBI;
aHaJIu3 U3MEHEHHUs yrpo3 0e30nacHoCTH UHPOPMaLUU B HH(OPMAILIMOHHON CUCTEME;

OLICHKa BO3MOXKHBIX IIOCIIEACTBUMH peanu3auuu yrpo3 OezomacHocTH uWHPOpManud B
MH(OPMALIMOHHOH cucTeMe.

[leppomu4HOCTh  TPOBENCHHWS ~ yKa3aHHBIX  paboOT  ompenmensercs  OmepaTtopoM B
OpraHM3alOHHO-PACTIOPSIUTEIBHBIX TOKYMEHTAX I10 3alIUTe HH(POPMAIIH.
(m. 18.2 B pen. [Ipuxaza @®CTIK Poccun ot 28.05.2019 N 106)

18.3. B xonme ympaBneHuss (aAMUHUCTPUPOBAHMS) CHCTEMOW  3alMThl  HMH(pOpMaIUU
MH(OPMALIMOHHON CUCTEMBI OCYILECTBIISIOTCS:

OTIpe/ieIeHne JIML, OTBETCTBEHHBIX 3a YyIpaBlieHHE (aIMHHUCTPUPOBAHUE) CHUCTEMOM 3allluThI
nH(popManuu HHPOPMAITMOHHON CUCTEMBI;

YIIPABJICHUE YYETHBIMHU 3alMCAMU IIOJIB30BATEICH W NOAJEpKAHUE B AKTYaIbHOM COCTOSTHUU
MIpaBWJI pa3srpaHUYEHUs JOCTYNA B HH()OPMALIMOHHON CUCTEME;

yIIpaBJIeHUE CPEJICTBAMHM 3aLIUThI MH(OPMAIMKU HHPOPMALIMOHHOMN CUCTEMBI,

yhpaBjieHUEe OOHOBIIEHUSIMU MPOrPaMMHBIX W MPOrpaMMHO-ANIapaTHbIX CPEACTB, B TOM 4HCIE
CpeACTB 3alluThl HMHGOpPMAIMM, C Y4eTOM OCOOEHHOCTeH (YHKIMOHMPOBAHUS WH(POPMAIIMOHHON
CUCTEMBI;

[EHTPaTN30BaHHOE YIPABIECHUE CUCTEMOM 3aIUThl HHPOpMAIH HHPOPMAITMOHHON CUCTeMBI (TIpU
HEOOXOMMOCTH);

MOHHTOPHHT U aHAJIU3 3aPETUCTPUPOBAHHBIX COOBITHI B MH(GOPMAIIMOHHON CHCTEME, CBSI3aHHBIX C
obecrieueHreM 0€30TacHOCTH (1aiee - COOBITHSI OE30TTaCHOCTH);

obecrnieueHrne (yHKIIMOHUPOBAHUSI CUCTEMBI 3alIUTHl MH(pOpManu WHGOPMAIMOHHON CHCTEMBI B
XOJle ~ ee  OJKCIUTyaTalli¥,  BKIIOYas  BEJACHHE  OKCIUTyaTallHOHHOW  JIOKYMCHTAIlHH |
OpraHU3aIMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IO 3allUTe HHPOPMAIUH.

(m. 18.3 B pen. [Ipukaza ®CTIK Poccunm ot 28.05.2019 N 106)

18.4. B xone ympaBieHus KoH(pUTypamnuei WHPOPMAIIMOHHON CHUCTEMBI U €€ CHCTEMBI 3alUThI
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uH(OPMALIUU OCYIIECTBISIOTCS:

OmnpeaAcIICHUE JIML, KOTOPBIM Pa3pCUICHBI HeﬁCTBHH II0 BHECCHHUIO M3MEHCHUM B KOH(bI/Il"ypaI_[I/IIO
I/IH(bOpMaI_[I/IOHHOI\/JI CUCTCMBI U €€ CUCTCMbI 3alllUThI I/IH(bOpMaL[I/II/I, n ux HOHHOMOqHﬁ;

OIlpe/ieJIeHne KOMIIOHEHTOB MH(OPMAIMOHHOW CHCTEMBI M €€ CHCTeMbl 3alMThl MH(opMmanuy,
MOJUIeXKAIUX W3MEHEHHIO B pPaMKax YOpaBlIeHHS KoH(purypanueid (MaeHTUHUKAIHMS OOBEKTOB
yIIpaBieHUsT KOH(QUTypanuei): mporpaMMHO-anmapaTHble, POrpaMMHBIC CPEACTBA, BKIIOYAas CPEICTBa
3amMThl MHQOPMALMM, HMX HACTPOMKM W MPOTPAMMHBIM KOJ, OSKCIUTyaTallMOHHAs JTOKyMEHTAalus,
uHTepdeicel, (hailibl 1 HHBIE KOMIIOHEHTHI, HOJISKAINEe H3MECHEHUIO U KOHTPOJIIO;

yIpaBJIeHUE W3MEHEHHSAMU HH(OPMAIIMOHHONW CHUCTEMBI M €€ CHCTEMBbI 3aIIUThl HH(OpMAIUH:
pa3paboTka mapaMeTpoB HACTPOWKH, 00ECHeUUBAIOIINX 3alUTy HH()OPMAIUK, aHAJIN3 OTEHIMAIbHOIO
BO3JCHCTBUS IUIAHUPYEMBbIX M3MEHEHHUH Ha oOecreueHue 3aluTbhl MH(POpMaluu, CAaHKIUOHHWPOBAHUE
BHECEHHUs M3MEHEHUH B UHQPOPMALMOHHYIO CHUCTEMY U €€ CHCTeMYy 3allluThl HHGOpMaLuH,
JOKYMEHTUPOBAaHUE JEUCTBUN IO BHECEHUIO M3MEHEHUN B MH(POPMALMOHHYIO CHUCTEMY U COXpaHEHHE
JAHHBIX 00 U3MEHEHMIX KOH(UTrypauuy;

KOHTPOJIb JICHCTBUH 110 BHECCHUIO H3MEHEHHH B MHPOPMAITMOHHYIO CUCTEMY U €€ CHCTEMY 3allUThI
nHpopMaIuu.

PeanuzoBanHbIe TIpOLIECCHl YIPABICHUS W3MEHEHUSIMHU MH(GOPMAIIMOHHONW CHCTEMBbI H €€ CHUCTEMBI
3amuThl  MHQOpPMAIMKM  JOJDKHBI  BKIIOYATh MPOIECCHl TapaHTUHHOTO U (WJIM) TEXHUYECKOTO
o0cTyKUBaHUS, B TOM  YHCJI€  JIUCTAHIIMOHHOTO (YnaneHHoro), MpOrpaMMHBIX |
MPOrpaMMHO-AMIMAaPaTHBIX CPEACTB, BKIIOYAs CPEICTBA 3allUThl WHGOpMAIUU, HHPOPMAIIMOHHOM
CUCTEMBI.

(m. 18.4 B pen. [Ipukaza ®CTIK Poccuu ot 28.05.2019 N 106)

18.5. B xone pearupoBaHusi Ha HHIIUAEHTHI OCYIIECTBIISIOTCS:

oOHapykeHHe W HJeHTH(]UKalus MHLUUICHTOB, B TOM YHCJIE€ OTKAa30B B OOCIYKUBaHHM, COOEB
(mepe3arpy3ok) B pa0OTe TEXHHUYECKHUX CPEJICTB, MPOTPAMMHOIO OOECMEYEHUsI U CPEJCTB 3allUThI
uHpOpMalUY, HAapyHIEHWH NpaBUi pa3rpaHUuYEHHs JIOCTYyIa, HENpPaBOMEpPHBIX AEWCTBUII Mo cOopy
nH(pOpMalUY, BHEIPEHHH BPEIOHOCHBIX KOMIBIOTEPHBIX MNPOrpaMM (BHUPYCOB) M HHBIX COOBITHH,
MPUBOASIINX K BOSHUKHOBEHHIO MHIIUICHTOB;

CBOGBpeMeHHoe I/IH(l)OpMI/IpOBaHI/Ie IIOJIB30BaTCIILIMA U a}IMI/IHI/ICTpaTopaMI/I JIMI, OTBETCTBCHHBIX 3a
BBISIBJICHUE MHIIMJICHTOB U PEarMpoBaHUE HA HUX, O BO3HUKHOBEHUM HHIIMJCHTOB B MH()OPMAIIMOHHOMN
CHCTEME;

aHaJIn3 HWHOUACHTOB, B TOM YHUCIIC OINPCACICHUC HNCTOUYHHUKOB HW INIPHYMH BO3HUKHOBCHHSA
WHIOUJACHTOB, a TAKXKE OIICHKA HUX HOCHG}ICTBHﬁ;

IUTAHUPOBAHKUE M MPHUHATHE MEP MO YCTPAHEHHWIO WHIIUACHTOB, B TOM YHUCJIE O BOCCTAHOBIICHHUIO
WH(POPMAIIMOHHON CHUCTEMBI M €€ CETMEHTOB B Clydae OTKa3a B OOCITY)KMBAaHHHM WJIH TOcie cOOeB,
YCTPAHEHUIO IOCJIEACTBUI HApYLICHUsS MIPABUJI PA3TPAHUYCHHUs TOCTYIIA, HEIPABOMEPHBIX JEHCTBUM 110
cOopy uH(pOpMaIINK, BHEAPEHUS BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOTrpamMM (BUPYCOB) U UHBIX COOBITHH,
MPUBOIALINX K BOSHUKHOBEHUIO MHIUICHTOB;
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TUTAHUPOBAHKE U IPUHATHE MEP IO MPEAOTBPAIICHUIO TOBTOPHOTO BOSHUKHOBEHUS UHITUICHTOB.
(n. 18.5 BBenen IIpukazom ®CTIK Poccunm ot 28.05.2019 N 106)

18.6. B xome wuHbopMupoBaHHMS U OOydYeHHUs TeEpCOHANa WH(POPMAIMOHHOW CHUCTEMBI
OCYIIECTBIISIOTCS:

UHPOPMHUPOBAHUE TEpcoHAa MH(OPMAIIMOHHONW CHCTEMBI O TOSBJICHHUU AaKTYAJIbHBIX YIrpo3ax
6e3omacHocTH UH(OPMALIUHU, O ITpaBHIIax 0e30MacHON HKCILTyaTalli UHPOPMAILIMOHHOM CUCTEMBIL;

JIOBEJICHHE JI0 TepcoHana MH(OPMAIIMOHHOM CHUCTeMBbI TpeOOBaHMIA MO 3ammre HH(pOpManuu, a
TaKXe MOJIOKEHUH OpraHu3alliOHHO-PACTIOPAIUTEIbHBIX JOKYMEHTOB 110 3aIIUTe MH()OPMAILUK C yU4eTOM
BHECEHHBIX B HUX U3MEHEHU;

o0ydeHue nepcoHasa MHOOPMALMOHHONW CHCTEMBI MpPAaBWJIAM SKCIUTyaTallMd OTIEIBHBIX CPE/ICTB
3alIUThl HH(OPMAIIHH;

NPOBE/ICHUE MPAKTHYECKUX 3aHATHI U TPEHUPOBOK C MEPCOHAIOM MH(DOPMAIIMOHHONW CHCTEMBI TI0
OJIOKMPOBAHHUIO YTPo3 0€30MacHOCTH MHPOPMAITUU M PEarHPOBAHKIO HA WHITUICHTEHI;

KOHTPOJIb OCBEJOMJICHHOCTH MepcoHala MH(OPMAIMOHHONW CHCTEMBbI 00 yrpo3ax 0e30M1acHOCTH
nH(OpMAIUY ¥ YPOBHSI 3HAHUH IEpCOHAJIA TI0 BOIIpOcaM oOecrieueH sl 3aUThl HH)OpMAaIIH.

[TeproaYHOCTD NMPOBENEHUS NPAKTUUECKUX 3aHATHI U TPEHUPOBOK C MEPCOHAIOM, MEPONPUATUN
0 00Yy4YEeHMIO MEepCOHaja U KOHTPOJIO OCBEIOMIIEHHOCTH IEPCOHANa yCTaHABIMBAETCS ONEPaTOPOM B
OpraHU3aIMOHHO-PACHIOPSIUTENIBHBIX JTOKYMEHTaxX IO 3aluTe HMH(GOpPMAaIMK C Y4eTOM OCOOEHHOCTEH
(GyHKIIMOHUPOBaHUS UH(POPMALIMOHHOW CUCTEMBI, HO HE pexe 1 pas3a B 1Ba roja.
(m. 18.6 BBenen [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

18.7. B xo1e KOHTpOJIs 3a 0OecreyeHeM YpOBHS 3alUIIEHHOCTH MH(OpMalluu, cofepxKaliencs B
MH(POPMALMOHHOM CUCTEME, OCYLIECTBISIOTCS:

KOHTPOJIb (aHAIM3) 3alIUIICHHOCTH WH(OpPMAIMKA C Yy4E€TOM OCOOEHHOCTEH (PYHKIIMOHUPOBAHUS
MH(OPMALIMOHHON CHCTEMBI;

aHAIN3 M OIEHKAa (YHKIIMOHUPOBAHHA HH(GOPMALMOHHONW CHCTEMBI M €€ CHUCTEMBbl 3allUThl
uH(pOpMalNH, BKIIOYas aHAINU3 U YCTPAaHEHHE YSI3BUMOCTEH U MHBIX HEJOCTAaTKOB B ()YHKIIMOHHUPOBAHUHU
CUCTEMBI 3alIUThl HHPOpMAIIMK UHPOPMAIIMOHHON CHCTEMBI;

JOKYMEHTHPOBaHHUE MPOLEyp U Pe3yJIbTaTOB KOHTPOJIS 32 00ECIIE€YeHUEM YPOBHS 3alUIEHHOCTH
nH(popMaluu, coaepkaiienics B UHGOPMaLIMOHHON CUCTEME;

OPUHITHE PEIIEHUsT 10 pe3yabTaTaM KOHTPOJS 3a OOEeCIeueHHWeM YPOBHS 3allUIEHHOCTH
nH(pOpMaNMK, CcoJepXKamieiicss B WHMOOPMANMOHHOW CHCTEME, O HEOOXOJWMOCTH JIOPaOOTKH
(MonepHHU3aIKK) €€ CUCTEMBI 3allUThl HH()OPMAIIUH.

Kontponr 3a oOecrieueHHeM ypOBHS 3aIIWIICHHOCTH WHQPOPMALMHU, COJCpXAIIeics B
MH(POPMALIMOHHON CHCTEME, NPOBOIUTCS OIEPATOPOM CAMOCTOSTENIHO W (WIM) C TPHUBJICYCHHUEM
OpraHM3alNH, MMEIOMICH JHUIEH3UI0 Ha JAEATENHHOCTh 10 TEXHWYECKOW 3aImuTe KOH(HAeHIMaTbHON
uHpOpMaLUu.
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[Tepromu4HOCTE TPOBENEHUS KOHTPOJIA 32 00ECIEYeHHEM YPOBHS 3alllMIICHHOCTH MH(OpMaIuy,
cojieprkarieiics B uHGpOpMallMOHHON crcTeMe | Kilacca 3allUIIeHHOCTH, YCTaHABIMBACTCS OIEpaTOPOM B
OpTraHU3aIMOHHO-PACTIOPSIUTENIBHBIX JTOKYMEHTAX IO 3aluTe MH(POpPMAIMH C Y4eTOM OCOOEHHOCTEH
GbyHKIIMOHUPOBaHMS HH(DOPMALIMOHHON CUCTEMBI, HO He pexe 1 pasa B ron.

[Teprou4HOCTD TIPOBENEHUSI KOHTPOJIS 32 00ECIIEYEHUEM YPOBHS 3alUIIEHHOCTH HH(pOpMAIHH,
cofepkanieiics B MH(QOPMAIMOHHBIX CHUCTEMax 2 W 3 KJIAcCOB 3alIMICHHOCTH, YCTAaHABJIMBACTCSI
OIcpaTopoM B OPraHHU3aMOHHO-PACTIOPAAWUTCIBHBIX JOKYMCHTAX IIO 3allUTC I/IH(bOpMaI_[I/II/I C yueTOM
ocoOeHHOCTeH (QYHKIIMOHHUPOBAHUS MHPOPMALIMOHHBIX CHCTEM, HO HE pexe | pasa B JBa roja.

(n. 18.7 BBenen Ilpukazom ®CTIK Poccun ot 28.05.2019 N 106)

O6ecneyeHune 3awmThbl MH(hOopMaLUK NpU BbiBOAE U3 3KCNyaTauum
aTrecToBaHHOM MHPOPMALMOHHON CUCTEMbI UMK NOCKIe NPUHATUSA
pelweHnss 06 OKOH4YaHUM 06paboTKM MHcpopmaLmum

19. OGecneyenne 3ammThl HHGOPMAIMKM TPHU BBIBOJAE W3 OKCIUIyaTallud aTTECTOBAHHOU
MH(QOPMAIIMOHHOW CHUCTEMBl WJIM TOCJE NPHHATHA pelieHHs 00 OKOHYaHMH 00padOTKM MH(OpManuu
OCYIIECTBIISIETCS ONEPAaTOPOM B COOTBETCTBHUH C OKCIUIYaTallMOHHOW JIOKyMEHTAalMeHd Ha CUCTEMY
3amuThl  MHGOpPMAaUUMK  WHPOPMAIMOHHOW CHCTEMBI W  OpPraHU3AIMOHHO-PACHOPSIUTEIbHBIMU
JOKYMEHTaMH I10 3aIuTe HH(OPMAIMH U B TOM YHUCIIE BKITFOUACT:

apXUBUpPOBaHKE MHPOPMAIUH, coJiepxKalieiics B ”HPOPMAIIMOHHOH cUCTeME;

YHUYTOKCHUE (CTUpaHWE) [aHHBIX M OCTaTOYHOW WH(GOpMAIMM C MAIIWHHBIX HOCHUTEIEH
uHbopMaluu 1 (WIK) YHUYTOXKEHHE MAIIMHHBIX HOCUTENeH nHpopManuu.

19.1. ApxuBupoBaHue uHPOpPMALIUU, COAEpKaliehHcs B HHPOPMAIIMOHHOW CHCTEME, IOJKHO
OCYIIIECTBIATHCS MPU HEOOXOAMMOCTH JajbHEHIEro MCHOiIb30BaHUS HHPOpPMAIMK B ACSITEIbHOCTU
oreparopa.

19.2. YHuuTOXKEHHE (CTHpaHHE) JAHHBIX M OCTATOYHON HMH(pOpMalMU C MAIIMHHBIX HOCHTEJIEH
nH(pOpMAaLUK TPOU3BOJIUTCS NPU HEOOXOAMMOCTH NEepeJayd MAIIMHHOTO HOCUTENsS HH(OpMaluu
JApYyroMy TIOJIb30BaTEN0 MH(OPMAIIMOHHOM CHCTEMBbl WJIM B CTOPOHHHE OpraHM3allld Il PEMOHTA,
TEXHUYECKOT0 OOCITYKHBaHUS WM JabHEHIIET0 YHUUTOXKEHUS.

[Tpu BBIBOJE M3 IKCIUTyaTallMd MAITUHHBIX HOCUTENEeH MHPOpPMAIINH, Ha KOTOPBIX OCYIIECTBISIIHCH
XpaHeHre M o0paboTka WH(POPMAIMH, OCYIIECTBIAECTCS (PU3MUYECKOE YHUUYTOKEHHE STHUX MAIIMHHBIX
HOcHTEeNeH HHPOpMAITIH.

lll. TpeboBaHMA Kk Mepam 3awWwmTbl MH(hOpMaLUK, coaepKaLlencsa
B UH(pOpMaLMOHHOWN cUcTeme

20. OpraHu3allMOHHbIE U TEXHUYECKHE MEpbl 3allluThl HWHGOPMAllUM, pealu3yeMble B
MH(POPMAIIMOHHOM CHUCTEME B paMKaxX €€ CHUCTeMbl 3alIUThl WH(OpPMAIMM, B 3aBHCHUMOCTU OT YIPO3
0€e301MacHOCTH uH(popMaluu, HCITOJIb3YEMBIX MH(OPMaLIMOHHBIX TEXHOJIOTUN u
CTPYKTYpPHO-() YHKIITHOHAIBHBIX XapaKTEPUCTUK HH(POPMAITMOHHON CHCTEMBI JI0JKHBI 00€CTIeUnBaTh:

UIECHTU(DUKAINIO U ayTeHTU(UKAITUIO CYOBEKTOB JI0CTyNa U O0BEKTOB JOCTYIIA;
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yIIpaBJIEHUE TOCTYIIOM CyOBEKTOB AOCTYIA K 0OBEKTaM JIOCTYTIA;
OTrpaHHYEHUE MPOTPaAMMHON CPEJIBI;

3aMIUTy MalTMHHBIX HOCUTEINEH HHPOpMAIIH;

perucTpanuio coobITui 6€30MaCHOCTH;

AQHTUBHUPYCHYIO 3aLINTY;

oOHapyxeHHe (IIPeI0TBpaIlEHIE) BTOPKEHU;

KOHTPOJIb (aHAIN3) 3aIIUIIIEHHOCTH HHPOPMALIHH;

[EJIOCTHOCTh HH(GOPMAITMOHHON CHCTEMBI U HH()OPMALINK;
JOCTYITHOCTh UH(pOpMALUY;

3aIUTY CPEbl BUPTYaTU3alINU;

3alIUTY TEXHUYECKUX CPEJICTB;

3amuUTy HHOOPMAIIMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepeaaun JaHHbIX.

CocraB Mep 3amuThl MHPOPMAMM W UX 0a30Bble HAOOPHI MJII COOTBETCTBYIOIIUX KJIAcCOB
3alUIIEHHOCTH UH()OPMAIIMOHHBIX CHCTEM MPUBEIEHBI B MpUiiokeHUH N 2 K HacTosmuM TpeOoBaHUSM.

20.1. Mepsl 10 MACHTH(PUKAIMU U ayTEHTU(UKALWNU CYOBEKTOB JOCTyNa U OOBEKTOB JOCTYIa
JOJDKHBl  OOecreunBaTh IPHCBOCHHE CYOBEKTaM U O00BEKTaM JOCTyla YHHUKAJIbHOIO IpH3HaKa
(unenTudukaropa), CpaBHEHHE NPEIBIBISIEMOrO0 CyObEKTOM (0OBEKTOM) JOCTymna HAECHTH(]UKATOpa C
NEepeYHeM MPHUCBOCHHBIX MJICHTU(UKATOPOB, a TaKKe MPOBEPKY MPHUHAICKHOCTU CYOBEKTY (OOBEKTY)
JI0CTYTIa MPEIbABIEHHOTO UM UAEHTU(UKATOpa (ITOATBEPKIEHUE MOUIMHHOCTH).

20.2. Mepsl 1o YIpaBIEHUIO JOCTYIOM CYOBEKTOB JOCTyNa K OOBEKTaM JOCTyHa JOJIKHBI
o0OecnieuynBaTh yNpaBiIe€HUE MpaBaMU U MPUBUIIETUAMU CYOBEKTOB JOCTYIa, pa3rpaHUYEHUE JOCTYIa
CyOBEKTOB JI0CTyNa K 00BEKTaM JJOCTYIA Ha OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B MH(POPMALIMOHHOM
CHCTEMeE MPaBWJI pa3rpaHUUYEHUS JOCTYIIA, a TaKXKe 00ecreynBaTh KOHTPOJIb COOTIOACHUSI STUX MTPaBHIL

20.3. Mepbl IO OTPaHUYECHUIO MPOTPAMMHOM Cpebl JOJDKHBI OOecredrBaTh YCTAaHOBKY U (MJIH)
3allyCK TOJIBKO DAa3pelIeHHOr0 K HCIOJIb30BAHUIO B HMH(MOPMAIIMOHHON cHCTeME MpPOrpaMMHOTO
oOecriedeHnss WM HCKII0YaTh BO3MOXKHOCTh YCTaHOBKM M (WIM) 3allycKa 3alpelieHHOro K
MCIOJIb30BaHUIO B HH(OPMALIMOHHON CUCTEME MTPOrPaMMHOI0 00eCIeYEeHHUS.

20.4. Mepsbl 1o 3amMTE MAIIMHHBIX HOCHTENeW HH(popmanuu (cpeacTtBa oOpabOTKH (XpaHEHHs)
nH(pOpMallUK, ChEMHblE MAalIMHHbIE HOCUTENNW HWHGOPMAIMU) IOJKHBI MCKIIOYaTh BO3MOXKHOCTD
HECAHKIIMOHMPOBAHHOTO JOCTYNa K MAIIMHHBIM HOCUTENSIM M XpaHsledcs Ha HUX HH(opMmainuu, a
TaKe HECAaHKI[MOHUPOBAHHOE UCIIOJIb30BAHNE ChEMHBIX MAIIMHHBIX HOCUTEJIEH NH(DOPMAIIUH.

20.5. Mepsl 1o perucrpanuu COOBITUH OE30MaCHOCTH JOJDKHBI O0ecIeuuBaTh COOp, 3amucCh,
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XpaHeHHEe M 3alUTy MH(OpMAMK O COOBITHAX O€30MacHOCTH B WH(OPMAIMOHHON CHUCTEME, a TaKkKe
BO3MOXKHOCTB IIPOCMOTpPA U aHAIN3a HHPOPMALIUH O TAKMX COOBITUSX M PEarnpoBaHUE HA HUX.

20.6. Mepbl 10 aHTUBUPYCHOM 3alIUTE JOJDKHBI 00ecreunBaTh OOHApYKeHHE B MH(POPMAITUOHHON
CHCTEME KOMIIBIOTEPHBIX MPOrpaMM JINOO MHOW KOMITBIOTEPHOH WH(OpMAIMH, NMpeIHa3HaYeHHOH UIs
HECAHKIIMOHMPOBAHHOTO YHUYTOXKEHUS, OJOKMPOBAHUS, MOIU(UKAINK, KONHUPOBAHHUS KOMIIBIOTEPHOMH
UHQOpPMAIMK WM HEHTpadM3aluu CPEACTB 3allUThl HWHPOPMAIMM, a TaKKe pearupoBaHHE Ha
oOHapyKEHHE ATUX MPOrpaMM U UHPOPMALIUH.

20.7. Mepsl mo oOHapyXeHHUr0 (TPEIOTBPAIICHUIO) BTOPKEHUN JOJDKHBI O0OCCIEYMBATh
oOHapyKXeHHE JeHCTBUH B WHQPOPMAIMOHHON CHCTEME, HAIPaBJICHHBIX Ha MpeAHAMEPEHHBIN
HECaHKIMOHUPOBAHHBIA JOCTYN K HH(OpMAIMH, CIEHUaNbHbIE BO3ACUCTBUA Ha WH(GOPMALUOHHYIO
cucremy u (wim) WHPOPMAIUIO B IENAX €¢ JOOBIBAaHWS, YHHUTOKCHUS, UCKAKCHHS M OJIOKUPOBAHHS
J0CTyma K uHpopMaIuu, a TaKk)Ke pearnpoBaHue Ha 3TU JCHCTBUS.

20.8. Mepbl 1O KOHTPOJIO (aHAIU3Y) 3alIUIICHHOCTH HHGPOPMALMHU JODKHBI 00ECIeYrBaTh
KOHTPOJIb YPOBHSI 3alWIIEHHOCTH WH(POPMALINH, COJAepXKaleics B HHPOPMAIMOHHOW CHCTEME, IyTeM
MIPOBEICHUST MEPOTIPUATHIA 10 aHAIN3Y 3aUIUIIEHHOCTH HH(POPMAIIMOHHON CUCTEMBI M TECTUPOBAHUIO €€
CHCTEMBI 3aIIUThI UHPOPMALIUH.

20.9. Mepsl 110 00€CIIEYECHUIO LEIOCTHOCTH WH(POPMAIMOHHON CHCTEMBI U MH(POPMALUU JOKHBI
obecrieynBaTh ~ OOHapykeHHE  (PAKTOB  HECAHKIMOHMPOBAHHOTO  HApYIIEHUS  IIEJIOCTHOCTH
MH(OPMALIMOHHOW CHCTEMBbl U cojJepikamieiics B Hedl uH(opmanuM, a TakkKe BO3MOXKHOCTb
BOCCTaHOBJICHUS MH(POPMALIMOHHOM CUCTEMBI U CoZiepiKallelics B Hel HHpopMaluu.

20.10. Mepsl 1o obOecrneyeHU0 JAOCTYNHOCTH HMH(OpManMM JODKHBI — OOEcCreunBaTh
aBTOPU30BAaHHBIA JOCTYN NOJb30BaTeNel, MMEIONIMX IpaBa MO TaKOMy JOCTyIy, K HH(OpMaluu,
cojepkamieiics B MHQOPMAIIMOHHOM  CcUCTeMe, B IITAaTHOM pEXKHUME (PYHKIIMOHUPOBAHUS
MH(GOPMALIMOHHOM CUCTEMBI.

20.11. Mepsl mo 3amuTe Cpeabl BUPTyAIH3alUU JOKHBI UCKIIOYATh HECAHKIIMOHUPOBAHHBIN
AocTyn K uH(popMmanuu, oOpabaTbiBaeMOil B BUPTyallbHOM MHQpAcTpyKType, MU K KOMIIOHEHTaM
BUPTYaJIbHOU MHPPACTPYKTYpPHI, a TaKXKe BO3ACHCTBHE HA MHPOPMAIMIO U KOMIIOHEHTHI, B TOM YHUCJIE K
CpeAcTBaM  YNpaBJICHHUA BUPTYyaJbHOH HMH(PACTPYKTypOoH, MOHHUTOPY BHUPTYQJIbHBIX  MAalIHH
(rumepBU30py), CUCTEME XpaHEHMsI JaHHBIX (BKJIIOYas CHUCTEMY XpaHEHHs 00pa30B BHUPTYaJbHOU
UHOQPACTPYKTYpHI), CETH TNepeladd JaHHBIX Yepe3 »DJIEMEHThl BHPTYaIbHOM WIM (U3NYEeCcKOi
MH(QPACTPYKTYphl, TOCTEBBIM OINEPAIMOHHBIM CHCTEMaM, BHUPTYyaJbHBIM MalllMHaM (KOHTeHHepam),
CUCTEME U CETH pEIUIMKAllMM, TEPMHUHAIbHBIM M BUPTYaJbHBIM YCTPONCTBaM, a TaKXKe€ CHUCTEME
PE3epPBHOTO KOMMPOBAHUS U CO3/1aBAEMBIM €10 KOTIHSIM.

20.12. Meppl 1o 3amMTe TEXHUYECKUX CPEACTB JOJDKHBI HCKIOYaThb HECAHKIIMOHUPOBAHHBIN
JOCTYIl K CTallMOHApHBIM TEXHUYECKHUM CpeACTBaM, 00pabaThIBAIOIIUM HHGPOPMAIUIO, CPEACTBAM,
obecrieunBaOIUM (PYHKIIMOHUPOBaHHE WH(OPMALIMOHHON CHUCTEMBI (Jajee - cpelcTBa obecredeHust
(GYHKIIMOHUPOBAHMUS), U B MOMEILIEHHUS, B KOTOPBIX OHU MTOCTOSIHHO PACIIOJIOKEHBI, 3alIUTY TEXHUYECKUX
CpPeACTB OT BHEIIHHUX BO3JCHCTBUIN, a TaKkKe 3alMTy HHGOPMAIMM, NPEACTABICHHOM B BHIE
MH(GOPMATHUBHBIX 3JIEKTPUUYECKUX CUTHAJIOB U (PU3MUYECKUX MOJIEH.

20.13. Mepsl 1o 3ammre WHOOPMALMOHHOW CUCTEMBI, €€ CPEJICTB, CHUCTEM CBSI3W U Tepeaadu
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JTAHHBIX JOJDKHBI 00ECTIeYMBATh 3aUTY HHPOPMALIUHU TIPU B3aUMOICHCTBUN MH(POPMALIMOHHON CHCTEMBbI
WIM  ee  OTACNbHBIX  CEIMEHTOB  C  HWHBIMA  MHO)OPMAIMOHHBIMH  CHCTEMaMH U
MH(POPMALMOHHO-TEJICKOMMYHUKAITUOHHBIMUA ~ CETSIMH ~ TIOCPEJCTBOM  NPUMEHEHUS  aAPXUTEKTYpPbI
UH()OPMAIIMOHHON CHCTEMBI, IPOSKTHBIX PELICHHI MO € CHCTeME 3alIUThl HH(OPMAIIUH, HAITPaBICHHBIX
Ha oOecrieueHue 3auThl HH(POpMaIUH.

21. Bbibop Mep 3amuThl HHGOPMALIUK A7 UX peanu3alii B HHPOPMAIMOHHON CHCTEME B paMKax
€€ CHCTEMBI 3aIUThl HH(POPMAIIMH BKIIFOYALT:

ompezeneHue 0a3oBoro Habopa Mep 3aliuThl HHG(OpPMAaLMKU Ui YCTAHOBJIEHHOTO KJjacca
3aIUIICHHOCTH WH()OPMAIIMOHHOW CUCTEMBI B COOTBETCTBHHM C 0a30BBIMH HAOOpaMu Mep 3alluThI
uH(popMaluY, IpUBEICHHBIMU B MpiiockeHnn N 2 k HacTosmuM TpeboBaHUsIM;

amantanuio  0a3oBoro  Habopa ~ Mep  3amMTBl  MHPOPMALMU  OPUMEHHUTEIBHO K
CTPYKTYPHO-()YHKIIMOHAILHBIM ~ XapaKTEPUCTHKaM WH(POPMAIIMOHHOW CHUCTEMBI, WH(POPMAIIMOHHBIM
TEXHOJIOTUSIM, OCOOEHHOCTSIM  (DYHKIMOHUpPOBaHHMA HWH(POPMAIMOHHOW CHCTEMBI (B TOM 4YHUCIE
IpeayCMaTPUBAIONIYI0 HCKIIOUYCHHEe M3 0azoBoro Habopa Mep 3ammuThl HHGOpPMAaLUH  Mep,
HETMOCPEJCTBEHHO CBA3aHHBIX C HMH()OPMAIMOHHBIMH TEXHOJOTHUSMH, HE UCIOIb3yeMBbIMH B
UHQOPMAIIMOHHOW  CUCTEME, WM  CTPYKTYPHO-(QYHKIHMOHAIBHBIMH  XapaKTepPUCTUKAMH,  HE
CBOWCTBEHHBIMH WH(OPMAIIMOHHOH CHCTEME);

YTOYHEHHE aJalTHPOBAaHHOTO 0a30BOro Habopa Mep 3almuThl HMHQOpPMAIMH C YYEeTOM He
BBIOpAaHHBIX paHee Mep 3alIUThl MH(POpPMAIMH, NMPUBEIACHHBIX B MNpUIoKkeHMH N 2 K HaACTOALIUM
TpeboBanusiM, B pe3ylbTaTe 4Yero OMPEIeNIOTCS Mepbl 3alluThl HHGpOpMAIUU, o0ecrednBaroline
0JIOKMpOBaHNE (HEUTpATN3allUI0) BCEX Yrpo3 0€30MacHOCTH MH(POpPMaIIUU, BKIIOUEHHBIX B MOJIENb YTPO3
6e30macHOCTH UH()OPMALINH;

JIOTIOJTHEHHE YTOYHEHHOT'0 aJjaliTUpPOBaHHOI0 0a30BOro Habopa Mep 3aluThl HH()OPMALIUK MEpamH,
o0ecreynBaoOIMMK  BBIIIOJTHEHHE TpeOOBaHUI O 3amure MHPOPMALUHU, YCTAaHOBJIEHHBIMH HWHBIMU
HOPMAaTUBHBIMH MIPaBOBBIMU aKTaMHU B 00JACTH 3alIUThl HUHPOPMAIMHU, B TOM YUCIIE B OOJACTH 3alllUTHI
NePCOHAIBHBIX JAHHBIX.

JUis BbIOOpa Mep 3amuThl HMH(OpMAnmuM s COOTBETCTBYIOLIETO Kjacca 3alUIEHHOCTH
MH(OPMAIIMOHHOM CUCTEMBI IPUMEHSIOTCS METOIMYECKHE TOKYMEHTHI, pa3paboTaHHbIE U YTBEP KICHHbIE
OCTIK Poccun B cooTBeTcTBUM ¢ NOANyHKTOM 4 myHkTa 8 Ilonoxkenus o @enepaiibHOl ciayxbOe 1o
TEXHUYECKOMY M OKCIIOPTHOMY KOHTpPOJIO, YyTBepXkAeHHOro YkasoMm Ilpesunenta Poccuiickoit
®enepannu ot 16 aBrycra 2004 r. N 1085.

22. B uH}opMamMOHHOW CHCTEME COOTBETCTBYIOIIETO Kiacca 3allMIIEHHOCTH B paMKax ee
CHCTEMBI 3alUThl HHPOPMAIINK JO0KHBI OBITh pealn30BaHbl MEPHI 3alIUTHl HH()OPMAaILMK, BHIOpaHHbIE B
COOTBETCTBMM ¢ myHKTOM 21 Hactosmux TpeboBanmii u obecrneyuBarone OJIOKUPOBAHHE
(HerTpanu3aIuio) Bcex yrpo3 6e30macHOCTH HHPOPMAIIHH.

[lpu sToM B HMHPOPMAIIMOHHOW CHUCTEME [JOJDKEH ObITh, KaKk MHUHUMYM, pealu30BaH
a/JlalTHPOBAaHHbBIN 0a30BbII HAabOop Mep 3amuUThl WH(GOPMALMH, COOTBETCTBYIOUIUI YCTaHOBJIEHHOMY
KJIacCy 3alUIIEHHOCTH UH()OPMAIIHOHHON CHCTEMBI.

22.1. B ciay4dae ecim MEpBbI 3aIUThI nHpopmarumu, peanr30BaHHbIC B
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MH(POPMAIMOHHO-TEICKOMMYHUKAITMOHHONW HHPPACTPYKTYpE LIEHTPa 00paOOTKU JAHHBIX, 00ECTIEUHBAIOT
OnoKupoBaHUE Yrpo3 0e30macHOCTH MH(OpManuy, akTyalbHBIX U (YHKIHOHHPYIOIIEH Ha ero 0ase
MH(POPMALIMOHHON CUCTEMBI, TPUHATHE JOMOJHUTENBHBIX MEp 3allUThl HWHGOpMAIMA B JAHHON
uHpOpMaIMOHHOW cucteMe He TpeOyercs. Ilpm 3TOM moNHOMOYMST B 4YacTH 3alIUThl MH(OpManuu
JOJDKHBL  OBITH  paclpenesieHbl MEXIy OIepaTopoM HH(MOPMAIMOHHONH CHCTEMBI M OHEpaToOpoOM
UH()OPMAIIMOHHO-TEICKOMMYHHKAIIMOHHON HHPPACTPYKTYPHI IEHTpa 00paOOTKHU JaHHBIX.

(m. 22.1 BBenen Ilpukazom ®CTIK Poccun ot 28.05.2019 N 106)

23. Ilpu HEBO3MOXXHOCTH pealu3aliui B HHHOPMAIIMOHHON CHCTEME B PAMKaX €€ CUCTEMbI 3aIlUThI
nH(pOpMAaINU OTACITHHBIX BRIOPAHHBIX MEp 3alIUTHl HH(QOPMAIMK Ha dTanax afanTtaiud 6a3oBoro Habopa
Mep 3alMThl WHPOPMALMU WIM YTOYHEHHs aJalTHPOBaHHOrO 0a30BOro Habopa Mep 3alluThl
uHpOpMaMM MOTYT pa3palaThiBaThCsl HMHBIE (KOMIICHCHPYIONIME) MEphl 3allUThl HH(pOpPMAaINH,
o0ecrnieunBaroIne aIeKBaTHOE OJIOKUpOBaHKe (HEHTpanu3aluio) yrpo3 6e3omnacHocTd HHGOOPMALIUH.

B sTOoM cnydyae B xome pa3pabOTKH CHCTEMBI 3amuThl HH(pOpManuu WHPOPMAIMOHHON CHCTEMBI
JIOJDKHO OBITh TIPOBENIEHO OOOCHOBaHUE MPUMEHEHHUsT KOMIICHCHPYIOUIMX MEp 3allUThl HHPOpMAIUH, a
IIPU aTTECTAMOHHBIX UCIIBITAHUAX OLEHEHA IOCTATOYHOCTh M aJIeKBATHOCTh JAHHBIX KOMIICHCHUPYIOIIHX
Mep [Tt OJIOKHpOBaHUS (HEHTpalu3aluu) yrpo3 6e30macHocTd HH(OpMaLIUK.

24. Mepsl 3amuThl HHGOOPMAIMKM BBIOMPAIOTCS U PEATU3yIOTCS B MHPOPMALMOHHOW CHCTEME B
paMKax ee CHCTEMbI 3aIlUThl HH(POpMALUU C Y4eTOM yrpo3 0e30IacHOCTH WH(POPMAIH TPUMEHUTEIHLHO
KO BCEM 00BEKTaM M CyObEeKTaM JOCTYIa Ha anmapaTHOM, CHCTEMHOM, MTPUKIIATHOM M CETEBOM YPOBHSIX,
B TOM YHCJIE B Cpe/ie BUPTyaIU3allui U OOJaYHbIX BEIYUCICHHH.

25. OpraHu3allMOHHBIE Mephl M  CpEICTBA 3allUThl MH(POpPMAlUMM, MpPUMEHSEMbIE B
MH(POPMALIMOHHOM cuCTeMe, TOJIKHBI 00eCIIeunBaTh:

B MH(OpPMAlMOHHBIX cHCTeMax | Kiacca 3alllMIIEHHOCTH - 3alIUTy OT Yrpo3 Oe30MacHOCTH
nH(OpPMAIINH, CBI3aHHBIX C ICUCTBUSAMU HAPYIIUTENECH ¢ BHICOKMM MOTEHINAIIOM;

B HH(OPMAIIMOHHBIX CHCTEMax 2 Kjacca 3allUIIEHHOCTH - 3allUTy OT Yrpo3 Oe30MacHOCTH
nH(OpMaIIUH, CBI3aHHBIX C IEUCTBUSMHU HAPYIIUTEIEH ¢ MOTEHIIMAIOM HE HI)KE YCUIIEHHOTO 0a30BOT0;

B MH(POPMAIMOHHBIX CHCTEMax 3 Kjacca 3allUIEHHOCTH - 3allUTy OT yrpo3 0Oe30MacHOCTH
nH(OpMaIINH, CBI3aHHBIX C IEWCTBUSIMU HAPYIIUTEIECH ¢ MTOTEHIIMATIOM He HIKe 6a30BOrO.

[ToreHman Hapyumuresnel omnpenesseTcss B XOJ€ OUECHKHM HX BO3MOXKHOCTEW, MPOBOJUMOUN MpPHU
ompeneneHuu yrpo3 Oe3omacHocTH WHGOPMAIMM B COOTBETCTBUM C TYHKTOM 14.3 HacTOANIUX
TpeGoBanwmii.

OneparopoM MOXKET OBITh MPUHATO pEIICHHE O MPUMEHEHMH B HH()OPMAIMOHHOW CHUCTEME
COOTBETCTBYIOIIETO KJlacca 3alUIIEHHOCTH Mep 3alluThl MHGOpMallMu, 00ECIeUnBaIOIIUX 3alIUTY OT
yrpo3 0e30nacHOCTH MHPOPMAIUH, PEATU3yEeMbIX HAPYIIUTEISIMH ¢ 00Jiee BBICOKUM MOTEHIIUATIOM.

(. 25 B pen. [Tpukaza ®CTIK Poccum ot 15.02.2017 N 27)

26. TexHu4eckue Mepbl 3alIUTHl UHPOPMALUU PEATU3YIOTCS MOCPEICTBOM MPUMEHEHHUSI CPEICTB
3amuTHl THPOPMAIUHY, B TOM YHCIIE TIPOTPAMMHBIX (TIPOrpaMMHO-aNIapaTHIX) CPEJCTB, B KOTOPHIX OHU
peann30BaHbl, UMEIOINX Heo0XoauMble GyHKIMU O6e3onmacHocTh. [Ipu aToM:
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B HMH(QOPMAIIMOHHBIX cHCTeMax | Kjacca 3alIUIIEHHOCTH NPUMEHSIOTCS CpPEACTBA 3allUThI
nH(popManuu He HUXKe 4 Ki1acca, a TAkKe CPEICTBA BEIYUCIUTEILHON TEXHUKN HE HUXKE 5 Kilacca;

B HMH(QOPMAIIMOHHBIX CHCTEMax 2 Kjacca 3al[UIIeHHOCTH NPUMEHSIOTCS CpPEACTBA 3allUThI
nH(popMaIuy He HUXKE 5 Kilacca, a TAakKe CPEeICTBA BRIYUCIUTEILHON TEXHUKHU HE HIDKE 5 Kitacca;

B HMH()OPMAIIMOHHBIX CHCTEMaxXx 3 Kjacca 3alUIIeHHOCTH TPUMEHSIOTCS CpPEACTBA 3alllUThI
nHpopManuu 6 Kaacca, a TakK)Ke CpeJICTBA BRIYMCIUTEILHON TEXHUKH HE HIDKE 5 Kitacca.

B undopmanmoHHbIX cucTeMax | Kiacca 3alIMIIEHHOCTH NPUMEHSIOTCS CepTU(UIMPOBAHHBIC
CpeInCcTBa 3aIlUTHl WH(POPMAIMK, COOTBETCTBYIOIIME 4 wWin Oojee BBHICOKOMY YpPOBHIO noBepus. B
MH(POPMAIMOHHBIX CHUCTEMaxX 2 Kilacca 3allUIIEHHOCTH TMPUMEHSIOTCS CepTU(HUIIMPOBAHHBIC CPEICTBA
3amuThl  MH(GOPMALUH, COOTBETCTBYIOIIME S5 wiaum Oosiee BBICOKOMY YypOBHIO JoBepus. B
MH(POPMAIMOHHBIX CHUCTEMaxX 3 Kilacca 3allUIIEHHOCTH NMPUMEHSIOTCS CepTU(UIIMPOBAHHBIE CPEICTBA
3auTHl HHYOPMALUH, COOTBETCTBYIOUIHE 6 HITH 00JIee BHICOKOMY YPOBHIO JIOBEPHSL.

(B pen. [Ipukaza ®CTOK Poccuu ot 28.05.2019 N 106)

Knaccel 3amuTel 1 ypOBHU J10OBEpUs ONPEAEISAIOTCS B COOTBETCTBUM C HOPMATUBHBIMU IPaBOBBIMU
aktamu ®CTOK Poccum, m3naHHbIMU B COOTBETCTBUHM ¢ HoanyHKToM 13.1 mynkrta 8 Ilonoxenus o
@enepanbHOl cinyxk0e IO TEXHUYECKOMY M JKCIOPTHOMY KOHTPOJIO, YTBEPXKIEHHOIO YKa3zoM
[Ipesunenta Poccuiickoii @enepanuu ot 16 aBrycra 2004 r. N 1085.

(B pex. IMpukaza ®CTOK Poccun ot 28.05.2019 N 106)

B uHpopManmMOHHBIX  cucTeMax  NPUMEHSIOTCS  CpPEeACTBAa  3alllUThl  MHpOpMAaIUH,
CepTHU(QHUIMPOBaHHBIE HA COOTBETCTBUE 00s3aTENbHBIM TPeOOBaHUAM MO 0€30MacCHOCTH MH(pOpPMalHUH,
ycraHoBiaeHHbIM PCTOK Poccum, nnm Ha COOTBETCTBHE TPEOOBAaHUSM, YKa3aHHBIM B TEXHHUYECKUX
ycioBUAX (3amaHusx mo Oe3omacHocTH). Ilpu sToM QyHKIMM 6€30MaCHOCTH TAaKUX CPEACTB JIOJIKHBI
o0ecrnieurBaTh BHIIOJHEHUE HAcTOSIIUX TpeboBaHU.

(n. 26 B pen. ITpukaza ®CTIK Poccum ot 15.02.2017 N 27)

26.1. Ilpu mpoeKTHpPOBaHMHM BHOBb CO37aBAEMBIX WJIH MOACPHU3HPYEMBIX HH(GOPMAIIMOHHBIX
CHCTEM, MMEIOUIMX JOCTYH K WH(pOpPMalMOHHO-TEIEKOMMYHUKAMOHHON ceTu "HHTepHeT", NOJIKHBI
BBIOMpAThCS MAapHIPyTHU3aTOpPbl <2>, CepTUPUIMPOBAHHBIE Ha COOTBETCTBUE TPEOOBAHUAM IO
6e3omacHocTH HH(OpPMALIUY (B YaCTH peaTn30BaHHBIX B HUX (YHKIIHI 0€30MacHOCTH).

(m. 26.1 BBenen Ipuxazom ®CTIK Poccun ot 28.05.2019 N 106)

<2> Ilynkr 4 tnaBel Il Kmaccudpukanum cpeAacTB MpOrpaMMHOTO, TEXHHYECKOTO OOECTICYeHHS,
pabor u ycayr (mpunoxkenue N 2 Kk MeToIWYECKMM yKa3aHHMSIM [0 OCYIIECTBICHHMIO Ydera
MH(OPMaLIMOHHBIX CUCTEM u KOMITOHEHTOB MH(OPMAaLMOHHO-TEIEeKOMMYHUKAIMOHHON
UHPPACTPYKTYPBI, YTBEPKJIECHHBIM NpuKkazoM MunkomMcBszu Poccun ot 31 mas 2013 r. N 127).
(caocka BBeneHa [Ipukazom @CTIK Poccun ot 28.05.2019 N 106)

27. B cnyyae 006paboTku B MHPOPMAIIMOHHOM cucTtemMe MH(pOpMaln, coaepKalleil nepcoHaabHbIe
JaHHbIE, peaIn3yeMble B COOTBETCTBMU C MyHKTamu 21 u 22 Hacrosimux TpeOoBaHUIl Mepbl 3aIlUTHI
nHpopManuu:
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Ui MHQOPMAIMOHHONW cHCTEMBI | Kilacca 3alMIIeHHOCTH obecreunBaioT 1, 2, 3 u 4 ypoBHH
3alIUIEHHOCTH NEPCOHANBHBIX JAHHBIX <1>;

<1> YcraHaBiuBaeTcsi B COOTBETCTBUU ¢ TpeGoBaHUSAMU K 3alUTE NEPCOHANBHBIX JTaHHBIX MPH UX
00paboTke B MH(POPMANMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX, YTBEPKICHHBIMU TOCTAHOBJICHUEM
[IpaButenscTBa Poccuiickoit deneparuu ot 1 HOs10pss 2012 1. N 1119.

11 MHOOPMAITMOHHOM CHUCTeMbl 2 Kjacca 3allUIIeHHOCTH oOecreuuBaloT 2, 3 u 4 ypoBHH
3alIUIIEHHOCTH EPCOHANBHBIX JaHHBIX <*>;

Ui UHGOPMAIMOHHOM CHCTeMBbl 3 KJjacca 3alllMIIeHHOCTH o0ecrneunBaloT 3 U 4 ypOBHHU
3alIUIIEHHOCTH NEPCOHANBHBIX JaHHBIX <*>;

a63an uckimrodeH. - [Ipukaz ®CTOK Poccun ot 15.02.2017 N 27.

28. Ilpu ucroyib30BaHUH B MH(DOPMAIIMOHHBIX CUCTEMAaX HOBBIX HH(OPMAIIMOHHBIX TEXHOJIOTHHA U
BBISIBIICHUH JIOMOJHUTEIBHBIX YIPo3 0€30MacHOCTH WH(pOPMAIINH, /Ui KOTOPBIX HE OMpEIesICHbl MEPhI
3amuUThl HH()OPMALINH, JTOJDKHBI pa3padaThiBaThCsl KOMIICHCUPYIOIUE MEPHI B COOTBETCTBHH C ITYHKTOM
23 Hacrosmux TpeboBaHwMiA.

[Tpunoxenne N 1

Kk TpeOoBaHUAM 0 3amuTe HHPOPMALIHH,

HE COCTABJISIIOIIEH FOCYIapCTBEHHYIO TaliHY,
COJZIepKALICHCS B TOCYAapCTBEHHBIX
MH(POPMALIMOHHBIX CHCTEMax

ONMPEQENEHUE KINACCA 3ALLUWEHHOCTU UHOOPMALIMOHHOWN CUCTEMbI

Crnycok U3MEHSIMUX TOKYMEHTOB
(8B pen. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)

1. Knacc 3ammmenHoctu nHbopManmoHHoi cucrteMsl (repBoiid kiacce (K1), Bropoit kimace (K2),
tpetnii kimacc (K3)) ompenensiercs B 3aBUCMMOCTH OT YypOBHS 3HauuMocTd uHpopMmainuu (Y3),
oOpabaTpiBaeMOii B 93TOM WH(OPMAIMOHHOW cHCTeMe, W MacmTada WH()OPMAIMOHHOW CHCTEMBI
(penepanbHbIi, perHOHAIBHBINA, OOBEKTOBBIN).

(B pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

Knacc 3amumennoctu (K) = [ypoBeHb 3HaUMMOCTH HH(POPMAITUN; MACIITA0 CUCTEMBI|.

2. YpoBeHb 3HAYMMOCTH HH(OPMAIMK OINpPEENeTCS] CTENEHbI0 BO3MOXKHOTO yiiepba uis
obnanmarenss wHQOpMAIMK (3aKazynka) W (WIM) Omeparopa OT HapylIeHUS KOHQUICHIIMATLHOCTH
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(HenpaBOMEpHBIE JOCTYIl, KOIMHMPOBAaHHE, IIPEIOCTABICHUE WM PACIPOCTPAHEHHE), IIEIOCTHOCTH
(HepaBOMEpHBIC YHUYTOXKEHHE WJIM MOAU(DHUIMPOBAHUE) WIM JIOCTYIIHOCTH (HEIPaBOMEPHOE
O70KMpOBaHKE) UH(OPMALIHH.

V3 = [(koH(pHUIECHITUATBHOCTD, CTENCHD yiep0a) (IeI0CTHOCTh, CTENeHb yiiepOa) (IOCTYIMHOCTD,
CTeneHb yiepoa)],

r7ie CTENeHb BO3MOXKHOTO yiepOa onpenensercs oonaaareneM HHPOpMAIHK (3aKa3uyuKoM) U (HITH)
OIIepaTOPOM CAMOCTOSITEIBHO IKCIIEPTHBIM HITU HHBIMU METOJAMH U MOXKET OBITh:

BBICOKOH, €CIIM B pe3yJbTaTe HapyLICHUS OJHOTO M3 CBOMCTB O€30MacHOCTH WHGPOPMAIUH
(KOH(i)I/II[eHIII/IaJH)HOCTI/I, OEJIO0OCTHOCTH, I[OCT}’HHOCTI/I) BO3MOJKHBI CYIICCTBCHHBIC HETaTHUBHBIC
MIOCJICACTBUS B COLMAIIBHOM, TIOJIMTHYECKOM, MEXIyHApOJHOM, SKOHOMHYECKOH, (UHAHCOBOM MIIM WHBIX
obmacTsix geaTenbHOCTH W (W) wuH(pOpMamuoHHas cucreMa u (Wiam) omeparop (oOmajgarensb
UH(OpPMAIIMK) HE MOTYT BBIIIOJIHATH BO3JIOKEHHBIE HA HUX (DYHKIINY;

CpedHel, eciu B pe3yjbTaTe HApyNICHHS OJHOTO W3 CBOWCTB 0€30MacHOCTH HH(MOpMAIHH
(KOH(pUAECHIINATBHOCTH, LIETIOCTHOCTH, JOCTYITHOCTH ) BO3MOKHBI YMEPEHHbIE HETaTUBHBIE MTOCIIEICTBUS B
COIIMAIIHOW, TOJUTUYECKOH, MEXTYHAPOJHOH, SKOHOMHYECKOW, (PMHAHCOBOH WM HMHBIX 00JacTsIX
NeATeIbHOCTH U (W) MHGOPMAIIMOHHAs cucTeMa W (Wiu) omepaTop (oOmamarens wHGOpMAIUH) HE
MOTYT BBITIOJTHATH XOTsI ObI OIHY U3 BO3JIOKEHHBIX Ha HUX (DYHKIIHI;

HU3KOH, eclu B pe3yibTaTe HapyIIEHUs OJHOTO U3 CBOWCTB 0€30MacHOCTH HH(pOpMauu
(KOH(bI/II[CHHI/IaJ'IBHOCTI/I, OEJI0CTHOCTH, I[OCTYHHOCTI/I) BO3MOX>HbBI HC3HAYUHUTCIIbHBIC HCTAaTHUBHBIC
MOCTIEJICTBHS B COLIMATILHOM, MOJUTUYECKON, MEXTyHAPOAHOM, 5KOHOMUYECKOH, (PMHAHCOBOW MJTM MHBIX
o0nacTax jedarenbHOCTH M (WiM) UHPOpMAMOHHas cuctemMa W (wiau) omneparop (oGmagaTens
MH(pOpMaIMK) MOTYT BBIIIOJHATH BO3JI0XKEHHbIE Ha HUX (PYHKLUMHU C HEJOCTATOYHOH 3((EeKTUBHOCTHIO
WJIN BBIITOJIHECHHUEC (1)YHKIII/II\/II BO3MOJXHO TOJIBKO C IIPHUBJICYCHUEM JOIMMOJIHUTCIIbHBIX CUJTI U CPEACTB.

WNudopmanus uMeeT BbICOKUH ypoBeHb 3HauuMocTH (Y3 1), ecnu XoTs Obl A1 OAHOTO U3 CBOICTB
6e3onacHocTH MHGOpMaIK (KOHPUIEHIIMATLHOCTH, IEJIOCTHOCTH, IOCTYITHOCTH) OTpe/eieHa BhICOKas
crerneHs yuepba. Madopmarus umeer cpeHuil ypoBeHb 3Ha4MMOCTH (Y3 2), ecau XOTs ObI J1s1 OTHOTO
U3 CBOMCTB Oe3omacHOCTHM UHGMOpMauuy (KOH(PUIEHIUAIBHOCTH, I€JIOCTHOCTH, JOCTYIHOCTH)
oIpeJiesieHa CPe/iHssl CTeNeHb yliepba W HeT HU OJHOTO CBOWCTBA, /U KOTOPOTO OIpeJesieHa BhICOKAs
creneHpb ymepoOa. Mubopmarus nMeer HU3KUM ypOBEHb 3HAYUMOCTH (Y3 3), ecnu Juisi BCEX CBOWMCTB
6e3onmacHocTH MH(pOpMauK (KOH(UICHINAIBHOCTH, HEJIOCTHOCTH, JOCTYIHOCTH) ONpeesieHbl HU3KHUE
CTEeTneHu yiepoa.

Ao63ar1 uckioues. - [Ipukaz @CTIK Poccun ot 15.02.2017 N 27.

[Ipu oOpaboTke B mH(MOpPMAIMOHHOW CcHCTeME NIBYX M Oojee BUIOB WHGMoOpMmaruu (CiyxeOHas
TaiiHa, HAJIOroBas TaillHA W MHBIE YCTAHOBJIEHHBIE 3aKOHOAATENLCTBOM Poccuiickoit denepaunu BUJIBI
nH(OpPMAaLIUK OIPAaHUYEHHOTO JIOCTYIA) YPOBEHb 3HAUUMOCTH UHGopMaruu (Y3) onpenensrcs OTAEIbHO
JUIS KaXI0oro Buaa mHdopmaruu. MToroBeiit ypoBeHb 3HauMMOCTH WH(poOpMaiuu, obpabaTeiBaeMOl B
WH(POPMAIIMOHHOW CHUCTEME, YCTAHABIMBAETCS 110 HAWBBICIIAM 3HAYEHUSM CTEMEHH BO3MOXKHOTO
yiep6a, onpeneaeHHbIM ISl KOH(DUIESHITNAIbHOCTH, IIEIOCTHOCTH, JOCTYITHOCTH WH(GOPMAITUU KA JI0TO
BHJ1a UH(POpMAIIUH.
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3. Mudopmanmonnas cucrema uMeeT (enepanbHblii MacmTad, eciau OHAa (YHKIMOHHPYET Ha
tepputopun Poccuiickoit @enepanuu (B mpenenax ¢eaepalbHOrO OKpyra) U HMEET CEerMEHTHl B
cyonekTax Poccuiickoit @enepanuu, MyHUITUTAIBHBIX 00pa30BaHUSIX U (WITH) OpraHU3aIlHsIX.

UudopmaninonHasi cucreMa HMEET pPETHOHANbHBIM MacmTad, ecnu oHa (YHKIMOHHPYET Ha
Tepputopun cyownekra Poccuiickoit ®exepanum M HMMEET CErMEHTHI B OJHOM WM HECKOJIBKUX
MYHHIIMITAIBHBIX 00Pa30BaHUAX U (MJIH) MOJIBEJOMCTBEHHBIX U UHBIX OPTaHU3ALIUAX.

WudopmaninonHasi cucteMa uMeeT 00BhEKTOBBIA MaciiTad, eciii oOHa (PYHKIIMOHUPYET HA 00BEKTaxX
oJIHOro (henepasbHOr0 OpraHa TOCYJAapCTBEHHOM BIJIACTH, OpraHa TrOCyIapCTBEHHOW BJIACTH CyObEKTa
Poccuiickoit @enepanuu, MyHUIUITAILHOTO 00pa30oBaHus U (WJIM) OpraHU3allid U HE UMEET CETMEHTOB B
TePPUTOpPUATIBHBIX ~ OpraHax, MpeICTaBUTENbCTBAX, (UIMagax, MOABEJOMCTBEHHbIX U  HHBIX
OpraHMu3alusX.

4. Knacc 3anuiieHHOCTH HHPOPMAITMOHHON CUCTEMBI ONIPEICIISETCS B COOTBETCTBUM C TAOJIMIICH:

YpoBeHb 3HAUNMOCTH Macmtad “HPOpPMAIIMOHHON CUCTEMBI
nHpopmanuu
denepanbHbII PernonanbHbIit OOBEKTOBBII
V31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3

(trabmuua B pen. [Ipuxaza ®CTIK Poccum ot 15.02.2017 N 27)

[Ipunoxenue N 2

K TpeboBaHusM 0 3amuTe HHpOpMAaINY,

HE COCTaBIISIONICH TOCYAapCTBEHHYIO TalfHY,
cojJiepKaleiics B TocyapCTBEHHBIX
WH(POPMAIMOHHBIX CHCTEMAX

COCTAB
MEP 3AWLNTbI AHOOPMALIUN N UX BA3OBbIE HABOPDI
ANnA COOTBETCTBYHOLEINO KIACCA 3ALLMWLEHHOCTU
WHOOPMALIMOHHON CUCTEMbI

Cnucok U3MEHSIOMUX TOKYMEHTOB
(8B pen. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)

YcnoBHOE Mepsl 3amuThl HHGOPMAIMK B MTHPOPMALMOHHBIX Kiaccsl
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0003HauYCHHE crcTemMax 3alUICHHOCTH
1 HOMED WH(OPMAIIMOHHO
MEpHI i cuCTeMBbI
3 2 1

I. Unentudukanms u ayreHTUGHUKAINS CYOBEKTOB T0CTyNa U 00beKTOB goctyna (MAD)

NAD.1 Nnentudukanus v ayreHTHGUKANMSA TOJb30BaTENCH, | + + +
SIBJITFOIIUXCS. pa0OOTHUKAMHU OTIepaTopa

NAD.2 WNnentudukanus u ayreHTUPUKALUS YCTPOICTB, B TOM + +
YHUCJI€ CTAllMOHAPHBIX, MOOMIIBHBIX M MOPTATUBHBIX

NAD.3 VYnopasinenue uaeHTHUQUKATOpamMH, B TOM uucie| + + +
CO3JlaHKe, IPUCBOCHUE, YHUUTO)KEHUE UJICHTU()UKATOPOB

NAD.4 VYropaBinenue cpeacTBaMu ayTeHTU(UKALUU, B TOM| + + +
quclie XpaHEeHue, BbIJla4a, WHUIHAIA3AIH,
OJIOKMPOBAaHUE CPEICTB ayTEHTU(UKALUW U TNPUHATHE
Mep B ciy4ae yTparhl U (WJIM) KOMIPOMETALUU CPEICTB
ayTeHTU(UKALUN

NAD.5 3amura oOpaTHoO CBA3U npu BBOJE| + + +
ayTeHTU(UKALMOHHOW NH(pOpMaLuu

NAD.6 Nnentudukanus um ayreHTuuKanus Mojib3oBaTenew,| =+ + +
HE SBIAIONMXCA pPAaOOTHUKAMM omepaTopa (BHEIIHUX
10JIb30BaTeNei)

NA®.7 Wnentudukanus u  ayreHTUGUKALUg  OOBEKTOB

¢ailioBoif cUCTEMBbI, 3alyCKaeMbIX UM HCHOJHIEMbIX
MojyJiel, OOBEKTOB CUCTEM yIpaBieHUs 0a3aMU JAHHBIX,
O00BEKTOB, CO3/7aBAEMBIX MPHUKIAAHBIM U CIELHATbHBIM
MIPOrpaMMHBIM 00€eCIieYeHHeM, HHBIX 0OBEKTOB JOCTYyMa

II. Ynpasnenue noctynom cyobeKkToB JocTymna k oobekTam goctyna (YIII)

VIII.1 VYnupasnenue (3aBeficHHE, aKTUBAIUS, OJIOKUpOBaHUE U | + + +
YHUUTOKEHHE) YYETHBIMU 3allUCAMHU IIOJIb30BaTeNel, B
TOM YHCJI€ BHEITHUX TOJIb30BaTeNeH

VIIA.2 Peanu3arus He0OXOIUMBIX METO/IOB (AMCKPELIMOHHBIH, | + + +
MaHJIaTHBIN, POJICBOW WJIM WHOW METO[), THUIIOB (YTEHUE,
3alUCh, BBINOJHEHWE WIM MHOM THUI) W  TpaBUI
pa3rpaHU4eHus 10CTyna

VIIIA.3 VYnpasnenue (punpTparus, MapmpyTu3anus, KOHTpoIb | + + +
COC[[I/IHGHI/If/'I, OAHOHAIIpaBJICHHAd Iepcaadya U HHBIC
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crocoObl yrpaBiieHHs) WHGOPMAIMOHHBIMU TMOTOKAMHU
MEXIYy YCTPOMCTBAMH, CETMEHTaMH WH(GOPMAIMOHHOMN
CUCTeMBbI, a Takke Mexay HHPOPMAUOHHBIMU
cUCTeMaMu

VIIJL.4

Pazgenenne mnonHoMoumit (posieil) moJIb30BaTENEH,
aIMIHHCTPATOPOB u L, 00ecneynBaroIIX
(GyHKIMOHMPOBaHUE HH(POPMAITMOHHON CHCTEMBI

VIIJLS

Hazpauenne MWHUMAaIBLHO HGO6XOI[I/IMI>IX npas u
NPUBHJICTHI MOJIb30BATEIISIM, AIMHHUCTPATOPAM U JIHLIAM,
00eCTIeYNBAIOIIIM (GyHKIMOHUPOBAaHUE
UH()OPMAIIMOHHOMN CHCTEMBI

VIIA.6

OrpanuueHre HEYCHEIIHbIX TOMBITOK BXOJa B
MH()OPMAMOHHYIO CUCTEMY (moctymna K
MH(POPMAITMOHHON CHCTEME)

VIIL7

[IpenynpexaeHue nonb3oBaress HOpPU €ro BXOAE B
MHPOPMALIMOHHYI0 ~ CHCTeMy O  TOM, 4TO B
MH(POPMAIIMOHHON CHCTEME PEaTr30BaHbI MEPHI 3aIIUTHI
uHpopMallui, U O HEOOXOAMMOCTH COOJIIOJIEHUS UM
YCTAQHOBJICHHBIX  ONEpaTopoM  MpaBuiI  0OpabOTKU
uHpopmanuu

VITA.8

OnosenieHne NoJab30BaTeNs MOCE YCIEIMHOIO BX0/1a B
MH(OPMALIMOHHYIO CUCTEMY O €ro MpeAbIAYIIEM BXOJE B
MH(POPMALIMOHHYIO CUCTEMY

VIIA.9

OrpaHnueHre Yucla NnapaiebHbIX CEaHCOB JO0CTyIa
ISt KaXXJ10H YYETHOMN 3aIlicHu MIOJIb30BaTEIs
MH(OPMALIMOHHON CUCTEMBI

YIIA.10

brnokupoBanue ceanca goctyna B HH(DOPMAMOHHYIO
CUCTEMY IIOCJI€ YCTaHOBJIEHHOTO BpEMEHHU Oe3eilcTBUs
(HEaKTUBHOCTH ) MOJIH30BATEISI HIIU T10 €0 3alpoCcy

VIIA11

Paspemennie (3amper) AeicTBHII  TOIB30BaTElNeH,
pa3pelnieHHbIX 10 UICHTU(PUKAIUN U ayTeHTH(UKAITIT

V.12

[Tognepxka u coxpaHeHue aTpuOyTOB O€30MACHOCTH
(MeTok ©Oe30macHOCTH), CBA3aHHBIX C HMHpOpManueil B
MpoIiecce ee XpaHeHus: 1 00paboTKH

VIIJL13

Peanuzanusi  3aluIeHHOr0  yAaJ€HHOTO  JIOCTyma
CyOBEKTOB JIOCTYIA K OOBEKTaM JOCTYIa Yepe3 BHEUTHUE
MH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETU

VIIJL.14

PCFHaMeHTaHI/IH U  KOHTPOJIb  HUCIOJb30BaHUA B
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MH(OPMALIMOHHON CHCTEME TEXHOJOTuil OecrpOBOIHOTO
Jocryna

V15

PCFHaMeHTaHI/IH u KOHTPOJIb HUCITIOJIB30BaHU B
WHPOPMAIIMOHHON CHCTEME MOOMIIBHBIX TEXHHUYECKHX
CpENCTB

VIIJL16

VYnpasienue B3auMojieiicTBUeM ¢ UH(POPMALMOHHBIMU
cUcTeMaMM  CTOPOHHMX  OpraHu3auuii  (BHEIIHUE
MH(GOPMAIIOHHBIE CUCTEMBI)

VIIJL17

OOecrieueHre  JOBEPEHHOM  3arpy3kd  CpEACTB
BBIYHCITUTEIILHON TEXHUKH

III. Orpannuenue nporpammuoii cpensl (OIIC)

OIIC.1

YmpasiieHue 3anmyckoM (0OpanieHUsIME) KOMIIOHEHTOB
MPOrpaMMHOTO OO€cIieYeH s, B TOM YHUCIE ONpeAelicHUue
3alyCKaeMbIX KOMIIOHEHTOB, HACTpOMKa IapaMeTpoB
3alycKka  KOMIIOHEHTOB, KOHTPOJb 32  3allyCKOM
KOMITOHEHTOB ITPOTPaMMHOTO 00ecTieueHus

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTaANIALMEN )
KOMIIOHEHTOB IIPOTPaMMHOT0 0O€CIeueHus, B TOM 4YucCIie
orpesiefieHue KOMIIOHEHTOB, MOJJIeXKAllluX YCTaHOBKE,
HacTpoWKa  IapaMeTpoB  yCTAaHOBKM  KOMIIOHEHTOB,
KOHTPOJIb 332 YCTAaHOBKOM KOMIIOHEHTOB IPOIPaMMHOTO
obecrieyeHus

OIIC.3

VYcraHoBKa (MHCTAUIALKASA) TOJBKO Pa3pelIEeHHOro K
HCIIOJIb30BAHUIO MPOTPaAaMMHOI0 obecrieueHus U (Win) ero
KOMIIOHEHTOB

OIIC.4

VYnpaBieHue BpeMEHHBIMU (QaiiamMu, B TOM YHCIE
3ampeT,  paspelieHue,  INepeHalpaBlIeHHe  3allMCH,
yJaJIeHue BPEMEHHBIX (aiiioB

IV. 3amura mammHHbIX HocuTeneil nngopmaryu (3HN)

3HU.1

VYder MalMHHBIX HOCUTENeH nHpopManun

3HN.2

VYrpaBieHne [IOCTYIIOM K MAIIUHHBIM HOCHUTEISM
uHpopMauu

3HHN.3

KoHTponp mnepeMenieHusi MallMHHBIX  HOCHUTENEN
nH(pOpMaIINUY 32 Ipeesbl KOHTPOJIUPYEMOU 30HbI

3HN.4

HcknroueHne BO3MOXKHOCTU HECAHKIIMOHMPOBAHHOTO
03HaKOMJIEHHUS c coJiepsKaHueM uHpopManuy,
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XpaHALIecss Ha MAalIMHHBIX HOCUTENSX, U  (WiIn)
UCTOJB30BaHUSl  HOCUTENeH uH(pOpMamum B  HMHBIX
MH(OPMALIMOHHBIX CHCTEMaX

3HU.5

Kontpons  ucnonb3oBaHust  MHTep(dEHCOB  BBOAA
(BpIBOIa) WHGpOpPMANMKM HA  MAIIMHHBIE  HOCUTEIU
nHpopmaruu

3HU.6

Kontpone  BBOjma  (BhIBOZa) wuH(pOpManuu  Ha
MAalIMHHBIE HOCUTEH HH(POPMAITUN

3HN.7

KonTposp moaxiiroueHuss MAIIMHHBIX  HOCHUTEIIEH
nHpopmanuu

3HI.8

YHUUTO)KEHUE (ctupanue) uHpopmauu Ha
MallMHHBIX ~HOCUTENAX NpU UX Tepefade Mexay
MOJIb30BATEIISIMU, B CTOPOHHHUE OPTaHU3aIUH ISl PEMOHTA
WIM yTUJIU3allid, a TakkKe KOHTPOJb YHUYTOXKCHHS
(cTupanmus)

V. Perucrpanus codsituii 6e3onacHoctu (PCB)

PChb.1

Ompenenenue coObITUN 0€30MAaCHOCTH, TOJICKAITNX
pETUCTpAINH, U CPOKOB UX XpaHEHUS

PCb.2

Omnpenenenue coctaBa U cojepkaHus MHPOpMALUU O
COOBITHSAX 0€30MaCHOCTH, MOJIIEKAINX PETUCTPALUN

PCB.3

COop, 3anuch U XpaHeHHEe MHPOpPMAIUU O COOBITHSIX
0€30MacCHOCTM B TEUYEHHME YCTAHOBJIEHHOI'O BpEMEHHU
XpaHEHUs

PCb.4

PearupoBanne Ha cOoM MpH perucTpauu CoOOBITUI
0€30IacHOCTH, B TOM YMCJIE allapaTHble U MPOrpaMMHbIE
omnOKu, cOou B MexaHM3Max cOopa uHOpMaUUU U
JOCTIDKEHHE TpefeNia WIM TepernojHeHus o0bema
(eMKoOCTH) MaMsITH

PCB.5

MonuTopuHr  (MPOCMOTp,  aHAIW3)  PE3YJIHTATOB
peructpanuu coObITHII OE30MaCHOCTH U pearnpoBaHUE Ha
HUX

PCb.6

I'enepupoBanne  BpeMEHHBIX METOK H  (WIH)
CUHXPOHU3AIHS CUCTEMHOT'O BpEMEHU B
MH(OPMAIIMOHHOH cucTeme

PCB.7

3amura uHGOpPMAaLUU O COOBITHAX OE30MaCHOCTH

PCB.8

ObecnieueHre BO3MOXKHOCTH TPOCMOTpa M aHalu3a
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UHPOPMAIMK O JIEHCTBUSX OTAEIBHBIX IOJIb30BaTENeH B
MH(POPMAIIMOHHOH cHUCTEMe

VI. AutuBupycHas 3amuta (AB3)

AB3.1

Peanusanus aHTUBUPYCHON 3aILUTHI

AB3.2

OOHoBieHue 06a3pl JaHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX IPOTrpamMM (BUPYCOB)

VIIL. O6napy:xenue Bropxenuit (COB)

COB.1

OO6HapyxeHue BTOPKEHHM

COB.2

Oo6HoBNEHNE 0a3bl pEHIAIOIINUX PABUI

VIII. Kontpoins (ananu3) 3anumennocta napopmanuu (AH3)

AH3.1

BrisiBnieHue, aHanu3 ysS3BUMOCTEH WH(POPMAIMOHHON
CUCTEMBI U ONEPATUBHOE YCTPAHEHHE BHOBb BBISBIICHHBIX
YSA3BUMOCTEN

+

AH3.2

KoHTpoib ycraHOBKM OOHOBIIEHUH MPOTrPaAMMHOTO
o0ecriedeHus, BKJIOYas OOHOBJIIEHHE MPOrPAMMHOIO
oOecrniedyeHus CpeICTB 3alIUThl UHPOpMALIUU

AH3.3

Kontponb paboTOCIIOCOOHOCTH, napaMeTpoB
HACTPOWKH H  TIPAaBWIBHOCTH  (DYHKIIMOHHPOBAHUS
MPOrPaMMHOTO  O0ECNeYeHUs] H  CPEICTB  3aIUTHI
uHpopMauu

AH3.4

Kontpouns cocrasa TEXHUYECKUX CPEACTB,
IPOrpaMMHOI0  OOECHedyeHUus: M CPEICTB  3allUThI
uHpopmManuu

AH3.5

KoHTpons mpaBun reHepanuu W CMEHBI IapoJIed
[I0JIb30BATENICH, 3aBEACHUSA U YAAIEHUs YUETHBIX 3alMCel
MOJIb30BATENIECH, peaNu3alud NpaBWUil pa3rpaHUUYCHUS
JOCTYIIOM, IIOJIHOMOYU I I0JIb30BaTENEH B
MH(OPMALIMOHHON CHCTEME

IX. Obecnieuenne nenocTHOCTH HHPOPMATMOHHOM cucTeMbl 1 nHpopManmu (OLLJI)

OLJI1

KoHTposib 11€10CTHOCTH MPOTpaMMHOTO 00€CTICUeHUS,
BKJIIOYAsi MPOrpaMMHOE 00ECIeuyeHUe CPEeJICTB 3allUTh
nH(popManun

+

OLUIL.2

KoHTposb 11€710cTHOCTH MH(pOPMAIIUH, COJEp KAIICHCS
B 0a3ax JaHHBIX HH(OPMAIIMOHHON CUCTEMBI
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OLUL3

Obecrnieuenue BO3MOXKHOCTH BOCCTAHOBJICHHUSI
MPOrPaMMHOTO OOECTeueHus, BKJIOYas MPOTPAMMHOE
o0ecrieueHre CpeACTB 3alluThl HHGOpMALWU, TPU
BO3HUKHOBEHHMH HEIITATHBIX CUTyaI[ui

OoLJIL.4

OOHapy)XeHHE W pearupoBaHHE Ha TOCTYIUIEHHE B
MH(OPMALIMOHHYIO CUCTEMY He3aIpalnBaeMbIX
ANIEKTPOHHBIX COOOIICHMI (TIHICeM, JOKYMEHTOB) U HHOMN
uH(pOpMaLlUK, HE OTHOCSIIUXCSH K (DYHKIMOHHPOBAHHUIO
MH(POPMAIIMOHHOHN CUCTEMBI (3allMTa OT CIIaMa)

OLJL5

KonTponb conepkanus nHdopmanuu, nepenaBaeMoit
u3  uHPOpPMAMOHHOW  cUCTeMBbl  (KOHTCHHEPHHBIA,
OCHOBaHHBIM Ha CBOWCTBaX OOBEKTa JOCTyHa, |
KOHTEHTHbBIM, OCHOBAHHBI Ha TIOMCKE 3alpElIeHHOM K
nepegade WH(POPMAIMM C HCIOJIB30BAHHEM CHUTHATYD,
MacoK M UHBIX METOJIOB), U UCKJIIOYCHHE HEMPABOMEPHON
nepenayn nHGopmanuu u3 HOOPMAMOHHON CUCTEMBI

OLJI.6

OrpanuueHve mpaB MOJb30BaTeNed IO  BBOAY
uHpopMalnuu B MHYOPMAIIMOHHYIO CUCTEMY

OLLJL.7

KoHTponb TOYHOCTH, TOJHOTBI U TPaBUIBHOCTH
JTAaHHBIX, BBOJAUMBIX B MHPOPMAIIMOHHYIO CUCTEMY

OLJI.8

KonTponb ommOouyHbIX JeicTBUil Mojb30BaTeNel MO
BBOAY u  (wiM)  mepemade  MHPoOpMaMU U
NpeaynpexaeHue  Mojbp3oBaTenel 00  OmMOOYHBIX
JNENUCTBUAX

X. O6ecnieuenne nocrynHoctu uHpopmaruu (O/T)

OJIT.1

Hcnons3oBaHne  OTKa30yCTOMYMBBIX  TEXHUYECKHUX
CPEICTB

OAT.2

PesepBupoBanue TEXHUUYECKUX CPEICTB,
MPOrpaMMHOTO  o0ecredeHusi, KaHajoB  Iepelayu
uHpopMaInu, CpeacTB odecnedeHus: (PyHKIIMOHUPOBAHUS
MH(OPMALIMOHHON CUCTEMBI

OJIT.3

KonTpons 0€30TKa3HOro (G YHKIIMOHUPOBAHUS
TEXHUYECKHX CpEJICTB, OOHAapYyXKEHHE M JIOKAJIH3AIHs
OTKa30B  (DYHKIIMOHUPOBAHUS, MPUHATHE Mep IO
BOCCTQHOBJICHMIO  OTKa3aBIIMX  CpPEACTB M HX
TECTHPOBAHUE

OJIT .4

Ilepuoguueckoe pe3epBHOE KOIINUPOBAHUE
uHbOpMalMM Ha pE3epBHBIE MAIIUHHBIE HOCHTEIH
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nHpopmaruu

OJIT.5

Obecneuenue BO3MOYKHOCTH BOCCTaHOBJICHHS
uH(OpMallUM C PE3epPBHBIX MAIIMHHBIX HOCHUTEINEH
nHpopmanuu  (pe3epBHBIX  KOMWUKA) B TEUYCHHUE
YCTaHOBJICHHOTO BPEMEHHOT'O MHTEpBaja

OAT.6

Knacrepuszanus nHpopMaMoOHHOHN cucTeMbl U (WIN) ee
CETMEHTOB

OJIT.7

KoHTponb COCTOSIHMSI W KauecTBa MPEIOCTABICHUS
VIIOJTHOMOYCHHBIM JIUIIOM BBIYHUCIUTEIBHBIX PECYpCOB
(MoIIHOCTEH), B TOM YHUCIIE 1O Tepeaade naHpopmManuu

XI. 3amuta cpensbl BupTyanusanuu (3CB)

3CB.1

Unentudukanuss u  ayTeHTUQUKAUS  CYOBEKTOB
JIoCTyma W OOBEKTOB JOCTyHa B  BHPTYaJbHOM
UHPPACTPYKTYpEe, B TOM 4YHCIE aJMUHUCTPATOPOB
YIIPaBJICHUS CPEICTBAMH BUPTYyaIU3aIH

3CB.2

VYnpaBieHue J0CTyOM  CYOBEKTOB  JOCTyma K
o0BEKTaM JOCTyNa B BUPTYyaJIbHON HH(PACTPYKTYpE, B
TOM YHCJIE BHYTPH BUPTYAIIbHBIX MAlllMH

3CB.3

Perucrpanust coObITHIl 0€30MacHOCTH B BUPTyaJbHOU
UH(ppacTpyKType

3CB.4

VYupasnenue (GpunbTparys, MappyTU3amus, KOHTPOJIb
COEJMHEHUs, OJHOHANpaBlIeHHas IepeAaya) IMOTOKaMHU
nHpOpMallUd  MEXAYy KOMIIOHEHTaMH  BUPTYaJIbHOMN
MHOPACTPYKTYpPHI, a TaKXKe M0 MEepUMETPY BUPTyaJIbHOU

UH(QPaACTPYKTYpPHI

3CB.5

JloBepeHHasi 3arpy3ka CepBEpOB BHUPTyaJH3alluHy,
BUPTyaJIbHOM  MalIMHbl  (KOHTEHHEpa),  CepBEpPOB
yIpaBJIeHUs] BUPTyaInu3aIuen

3CB.6

VYrpapiieHue TepeMeneHUeM BUPTYAIbHBIX MAaIluH
(xoHTelHEepOB) U 00padaThIBAEMbIX HA HUX JaHHBIX

3CB.7

KonTpons LIEJIOCTHOCTH BUPTYaJIbHOU
UHOPACTPYKTYpPHI U e KOH(pUrypauui

3CB.8

Pe3epBHOE KONMpPOBAaHUE MAHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEJICTB, MPOrpaMMHOro oOecredeHus
BUPTyaJbHOW MH(PACTPYKTYPHI, a TAaKXKE KAHAJOB CBS3U
BHYTPHU BUPTYaIbHON UHPPACTPYKTYPbI
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3CB.9 Peanuzanust u ynpapieHue aHTUBUPYCHOM 3allUTOM B| + + +
BUPTYaJIbHOU UHPPACTPYKTYpE

3CB.10 PazOuenne  BupTyasnpHOM — MH(ppacTpykTypel Ha| + + +
CErMEHTBI (cermeHTHpOBaHKE BUPTYaJIbHON
UHOPACTPYKTYpBl) A o0paboTku  uHpOpManuu
OTACTBbHBIM  MOJb30BaTedeM W (WiIM)  TPYMIOH
I10JIb30BaTEIECH

XII. 3amura Texanueckux cpeacts (3TC)

3TC.1 3amura nH(popMaIuy, oOpabaTbiBaeMOi
TEXHUYCCKHMMHU  CPEJICTBAMH, OT €€ yTEYKH 110
TEXHUYECKUM KaHaJlaM

3TC.2 Opranuszanus KOHTPOJMPYEMOW 30HBI, B Ipenenax| + + +
KOTOPOM  NOCTOSHHO  Pa3MEILAITCi  CTallMOHAPHbIE
TEXHUYECKHUE CpelICTBa, 00pabdaThiBaone HHGOPMAIHUIO,
W CpeICTBA 3alUThl MH(POpPMAIHMK, a TaKkKe CpPeIaCTBa
obecniedeHus QyHKIIMOHUPOBAHUS

3TC.3 KouTtponp u ynpaBneHue (U3MUECKUM JOCTYNOM K| + + +
TEXHUYECKUM CpEeICTBaM, CpelcTBaM 3aIlUTHI
uHpopmManuu, CpellCTBaM obecreyeHus
(GyHKIMOHMPOBAaHUS, a TaKkKe B IOMEUICHHS |
COOPYKEHMs, B  KOTOPBIX  OHHM  YCTaHOBIIEHBI,
UCKJIIOYAIOIINE  HECAaHKUMOHUPOBAHHBIM  (U3NYECKUIl
JOCTYH K cpesicTBaM 00paboTKu MHpOpMalnu, CpeacTBaM
3alUThl  MHPOpMAlMM ¥ CPEACTBAM  OOECTIICUCHHS
(GYHKIMOHMPOBAaHUS ~ MH(MOPMALIMOHHOM  CHUCTEMBI U
MTOMEILIEHUS U COOPYKEHHUS, B KOTOPBIX OHU YCTaHOBJICHbI

3TC.4 Pa3memienue  ycrpoiictB  BbiBoja  (oTOOpakeHus)| + + +
uHOpMaINY, UCKIIIOYAIOIIee e HECAHKIIMOHHUPOBAHHBIN
IIPOCMOTP

3TC.5 3amuTa OT BHEIIHUX BO3AEMCTBUI (BO3JEHCTBUI +
OKpY>KaroIen cpensl, HECTaOMIIBHOCTH

AJIEKTPOCHAOKEHUS, KOHAWIMOHUPOBAHUS W  HMHBIX
BHEIIHUX (PaKTOPOB)

XIII. 3amuTta “HPOPMAITMOHHOW CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U Mepeaadn JaHHbBIX
(BUC)

3UC.1 Pa3znenenue B nHdopmannoHHoN cucteMe GyHKIUHN 110 + +
yIIpaBJIeHUIO (3JMUHUCTPUPOBAHMIO) HH(DOPMAITMOHHON
CUCTEMOM, YIPABJICHUIO (aIMHUHHCTPUPOBAHUIO)
cHCcTeMOH 3aIuThl HHopMaIy, GyHKIUH 110 00paboTke
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nHpopManui W WHBIX (QYHKOMA HWHPOPMAIMOHHOMN
CUCTEMBI

3UC.2

[IpenoTBpaiieHne  3alepKKM WM HpPEpbIBaHUS
BBINOJIHEHUS] IPOLIECCOB C BBICOKUM IPUOPUTETOM CO
CTOPOHBI NPOLIECCOB C HU3KUM IPHUOPUTETOM

31C.3

Obecneuenne 3amyThl HHMOPMAIUK OT PACKPBITHSA,
MoguduKau M HaBA3bIBaHUSA  (BBOAA  JIOXKHOM
nHbopManun) pu ee nepeaade (MOArOTOBKE K Iepenade)
[0 KaHaJlaM CBS3HM, HWMCIOUIMM BBIXOJ 32 IPEIEIbI
KOHTPOJIUPYEMOUM 30HBI, B TOM YHCIIE OECIPOBOIHBIM
KaHaJlaM CBSI3H

31UC.4

OOecnieueHre JOBEPEHHBIX KaHaJIa, MapIIpyTa MEXIy
aJIMUHUCTPATOpPOM,  MOJb30BATEJIEM W  CpPEACTBaMHU
3amuThl  WHbopManuu  (QPyHKUMSIMH ~ O€30IMacHOCTH
CpPEeACTB 3alIMThI HH(OPMAIIHHN)

3UC.5

3amper HeCaHKLIMOHUPOBAHHOW yJaJIeHHOW aKTHBAallUU
BUJICOKaMep, MHUKPO(QOHOB U HHBIX TepUPEPHITHBIX
YCTPOHCTB, KOTOPBIE MOTYT aKTUBUPOBATHCS yIAICHHO, H
OTOBEIIEHHE I0JIb30BaTeNe 00 aKTUBAalMM  TaKHUX
YCTPOMCTB

3UC.6

Ilepeqaua ¥ KOHTPOJb LEJIOCTHOCTH aTpUOYTOB
0e30macHOCTH (METOK 0e30MacHOCTH), CBS3aHHBIX C
uHpopmanueld, mpu oOMmeHe HHOpMalKe ¢ HHBIMHU
WH(POPMAIIMOHHBIMHA CUCTEMaMH

3UC.7

KoHTpoib  CaHKIMOHMPOBAHHOTO U HCKIIIOUEHUE
HECAHKIIMOHUPOBAHHOTO  MCIIOJIb30BAaHMUSI ~ TEXHOJIOTMH
MOOUJIBHOTO KOJ/ia, B TOM YHCJIE pErucTpanusi cCOOBITUH,
CBSI3aHHBIX C HCIOJIb30BAHUEM TEXHOJIOTUH MOOMIIBLHOTO
KOJla, WX aHajdu3 M pearupoBaHHE Ha HapylIeHUS,
CBSI3aHHBIE C HCIIOJIb30BAaHHEM TEXHOJOTHH MOOUIBHOTO
Koza

3UC.8

KoHTposlb  CaHKIIMOHMPOBAHHOIO W  HCKIIIOUYECHHE
HECAaHKIMOHUPOBAHHOIO  HCIIOIb30BAHUS  TEXHOJIOTHI
neperayd pedyd, B TOM UHCIE perucrpanusi CoOBbITHIA,
CBA3AHHBIX C HCIIOJIB30BAaHUEM TEXHOJIOTUH Ilepefadu
pedur, HX aHaJIu3 W pPearupoBaHUWE HA HapyLICHUs,
CBA3aHHBIC C MCIIOJB30BAHUEM TEXHOJIOTUN Iepeadu
peun

31UC.9

KoHTposib  CaHKIMOHUPOBAHHOM U  UCKIIOYEHUE
HECAHKIIMOHMPOBAHHOW Teperayd BUACOMH(DOpPMALIUH, B
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TOM 4YHCIIE pErUCTpamys COOBITHHA, CBS3aHHBIX C
nepenaveii  BuaeomHdopmammu, WX ~ aHAIU3 U
pearupoBaHHe Ha HapYIICHHS, CBS3aHHBIC C Iepeaadci
BUJICOMH(DOpMAITIH

31C.10

[ToaTBepxnenue MIPOUCX 0K ICHUS HMCTOYHHKA
uH(popMallUY, TOIy4aeMOH B TMpoIecce OIpeaeIeHHs
CETEBBIX AJIPECOB IO CETEBHIM MMEHAM WM OINPEIACICHUS
CETEBBIX UMEH I10 CETEBBIM aJpecam

3UC.11

ObecrieyeHre MOATMHHOCTU CETEBBIX COCTUHEHHIA
(ceaHCcOB B3aMMOJICHCTBHS), B TOM YHUCJE JJIA 3alIUTHl OT
MIOJIMEHBI CETEBbIX YCTPOUCTB U CEPBHUCOB

31C.12

Hckmrouenue BO3MOXHOCTH OTpHLIAHUS
noJjip30BareseM (akTa OTIPABKU HWHGOPMAIMU JIPYTOMY
10JIb30BATEIIO

31C.13

Hcknrouenue BO3MO>KHOCTH OTpULIAHUS
nojp3oBareneM (akra noiydeHus UHGPOpMALUU  OT
APYyroro Mnojb30BaTems

31C.14

Hcnonp30BaHne YCTPOWCTB TEPMHHAIBHOTO JIOCTYIIA
11 00paboTKU HH(DOpMAIUH

3UC.15

3ammra apXuBHBIX (ailyioB, mapamMeTpoB HacTPOWKHU
CpPEICTB  3alUThl MHGOpPMalMd U  HPOrPaMMHOrO
obecriedeHUss M MHBIX JAHHBIX, HE TMOJIEXKAIIUX
M3MEHEHHIO B Ipoliecce 00paboTKu HHPOpMAIUN

3UC.16

BrisiBnenue, aHaJIN3 u OJI0KMpOBaHUE B
MH(POPMAIMOHHOM CHUCTEME CKPBITBIX KaHAJIOB Meperadyu
nHpopMaluu B 00XOJ pEaTU30BaHHBIX MEp 3aIIUThI
uHbOpMAllUM WIM BHYTPU Pa3pelICHHBIX CETEBBIX
IIPOTOKOJIOB

3UC.17

Pa3ouenne nHPOpMAIMOHHON CHCTEMBI Ha CErMEHTHI
(cermeHTHpOBaHWE  HMHPOPMAIIMOHHOM  CHUCTEMBI) |
o0ecrnieueHue 3aIUTHI TIEPUMETPOB CEerMEHTOB
MH(OPMAIIMOHHON CUCTEMBI

31C.18

ObecnieueHne 3arpy3ku M HCIOJHEHHUS MPOrPaMMHOTO
o0ecrieyeHrs C MAalIMHHBIX HOCUTeNed uHpopManuuy,
JOCTYITHBIX TOJIBKO JUJISL YTEHUS, U KOHTPOJIb LEIOCTHOCTH
JAHHOTO MTPOrPaMMHOTO OOecTeueHust

3UC.19

M3onsaumst  mporieccoB  (BBIOTHEHHUE TMPOTpaMM) B
BBIJEJIEHHON 00JIaCTH IaMATH
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31C.20

3amuTa OecrpOBOTHBIX COCAMHEHHH, TPUMEHSIEMBIX B
MH(POPMAIIMOHHOH cHUCTEMe

31C.21

HckimoueHne A0CTyma Moib30BaTelis K WHGOpMaIuy,
BO3HUKIIEH B pe3ylbTaTe JEHCTBUH MPEIbIAYIIETO
MOJIb30BATENsl 4epe3 PEecTphl, OINEPATUBHYIO IaAMSTh,
BHEIIIHHUE 3alIOMUHAIOIINE YCTPOKWCTBA M MHBIE 00IIre JIs
MOJIb30BaTeNeH pecypchl HHPOPMAITMOHHON CHCTEMBI

3UC.22

3ammra WHQOPMALMOHHOW CHCTEMBI OT  yrpo3
6e3omacHocTy MHGOpPMAIMK, HAMPABICHHBIX HA OTKa3 B
00CITy’)KUBaHUH WH(OPMAITMOHHON CHCTEMBI

31C.23

3ammra nepumerpa (Gusndeckux M (MiIH) JOTHUECKUX
rpaHull))  UHQOPMAIMOHHOW  CHUCTEeMBl  TIpU €€
B3aUMOJICMCTBUM €  HUHBIMH  HUH(QOPMALUOHHBIMHU
CUCTEeMaMHU u
WH()OPMATMOHHO-TEIICKOMM YHHKAITUOHHBIMH CETSIMU

31C.24

HperameHHe CCTCBbIX COCI[I/IHCHI/Iﬁ 110 ux
3aBCPUICHUHN HJIM IO HUCTCUCHHUH 3aJaHHOTO OICPaTOpOM
BPEMCHHOT'O HHTCpBAJIa HCAKTUBHOCTHU CE€TCBOI'o
COCIMHCHUA

3UC.25

Hcnonb3oBanre B MHGOPMAIMOHHON CHCTEME WIH €€
CeTMEHTaX  pa3IMYHbBIX  TUMOB  OOIIECUCTEMHOTO,
IMPUKIIAAHOT'O u CIICNUAJIBbHOI'O mporpaMMHOI 0O
obecrnieyeHus (co3jaHue TeTepOreHHON Cpeibl)

3UC.26

Hcnons3oBaHue IMPUKIATHOT'O u CrienuaJIbHOIro
ImporpaMmMHOIO O6€CH€‘I€HI/I${, UMCIOIINX BO3MOXHOCTH
(I)YHKI_[I/IOHI/IPOBaHI/ISI B Cpeax pas3IMYHBIX ONCPALNOHHBIX
CUCTEM

3UC.27

Coznanue (AMyJnsLuUs) JIOKHBIX HH(OPMALMOHHBIX
CUCTEM WM HX KOMIIOHEHTOB, NpPEJHA3HAYEHHBIX JUIS
OOHapy)KEHHS, PETUCTpPAllMd W aHalu3a JICUCTBUI
HapylmuTeneil B TpoOLEcce  pealn3allii  yIpo3
6e3omacHOCTH UH(pOpMALIUH

3UC.28

BocnpousBenenne  JOXKHBIX M (WIM)  CKPBITHE
UCTHHHBIX OTAEIBHBIX MH(POPMAIIMOHHBIX TEXHOJOTHH U
(uu)  CTPYKTYpHO-(QYHKIIMOHAIBbHBIX ~ XapaKTEPUCTUK
MHPOPMAIIMOHHOM  CHCTEMbI MJIM €€  CErMEHTOB,
oOecrnieunBarollee HaBA3bIBAHUE HAPYLIUTENO JIOKHOTO
NpeACTaBIeHUs 00  UCTHHHBIX  HMH(OPMAIMOHHBIX
TEXHOJNIOTHSX W (WIH) CTPYKTYpHO-(YHKIIMOHATBHBIX
XapaKTepUCTHKaX HH(POPMAITMOHHON CHCTEMBI
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3UC.29 [lepeBog  WHGOPMAIIMOHHOW  CHUCTEMBI WM €€
YCTPOUCTB (KOMIIOHEHTOB) B 3apaHee OIPEICICHHYIO
KOH(UTrypaluio, 00ecreynBaroILyo 3alIUTy
uHpopManuy, B Cllydae BO3HUKHOBEHUH OTKa30B (COOEB)
B CHCTeME 3alluThl HHpOpMaLUU HHYOPMALMOHHON
CUCTEMBI
31C.30 3amura MOOUIIBHBIX TEXHUUYECKUX CPEICTB, +

MIPUMEHSIEMbIX B UH(POPMALIMOHHON CUCTEME

"+" - Mepa 3amuThl HHpOpPMAMK BKIIOYCHA B 0a30BBI HAOOp Mep IS COOTBETCTBYIOIIETO Klacca
3alUIIEHHOCTH UH()OPMAILIMOHHOM CHCTEMBI.

Mepbl 3amuThl MHGOpMAIMU, HE O0O03HAYCHHBIE 3HAKOM "+, TPUMEHSIOTCS TIPH aJanTalliu
6a3oBoro Habopa Mep U YyTOYHEHHH aJanTHpPOBaHHOrO 0a30BOro Habopa Mep, a Takke MpH pazpaboTke
KOMITCHCUPYIOIIMX Mep 3alluThl HHPOPMAIK B HH()OPMAIIMOHHONH CHCTEME COOTBETCTBYIOIIETO Kilacca
3aIUIIEHHOCTH.
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