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"O6 yrBepxaeHun CocTaBa U COEpP)KaHHs OPraHU3aLMOHHBIX H TEXHHU. ..

JoxkymenT npenoctasien Koncynsrantlmoc
Jarta coxpanenus: 15.07.2021

3apeructpupoBano B Muntocte Poccuu 14 mas 2013 r. N 28375

OENEPAJIbHAA CITYXBA NO TEXHUYECKOMY U 3KCINMOPTHOMY KOHTPOIJTHO

NMPUKA3
ot 18 dpeBpansa 2013 r. N 21

Ob YTBEPXOEHUN COCTABA U COOEPXAHUA
OPIrAHU3ALUNOHHbLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3ONACHOCTU NEPCOHAJIbHbIX OAHHBLIX NMPU NX OBPABOTKE
B UHPOPMALMOHHbLIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

CHHCOK U3MEHSIIOLIHX JOKYMEHTOB
(B pen. ITpukazoB @CTIK Poccun ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B cootBerctBUU ¢ yacThio 4 ctathu 19 denepanpHoro 3akoHa ot 27 utonst 2006 r. N 152-03 "O
nepcoHaNIbHBIX NaHHBIX" (CoOpanue 3akoHomaTenbcTBa Poccuiickoit denepanuu, 2006, N 31, cr. 3451;
2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, ct1. 4173, cT. 4196; N 49, cT. 6409;
2011, N 23, ct. 3263; N 31, ct. 4701) u Ilonoxenuem o denepanbHOl CiIyX0e MO TEXHUYECKOMY H
AKCIIOPTHOMY KOHTpOJIIO, YTBEpKJIeHHbIM Yka3oMm llpesunenta Poccuiickoit @enepanuu ot 16 aBrycra
2004 r. N 1085 (Co6panue 3akonoaarensctBa Poccuiickoit @eneparuu, 2004, N 34, cr. 3541; 2006, N
49, ct. 5192; 2008, N 43, ct. 4921; N 47, cT. 5431; 2012, N 7, c1. 818), npuka3biBaro:

1. YrBepauts npunaraemblie CocTaB M COAEp)KAaHUE OPraHU3ALMOHHBIX M TEXHUUYECKUX MEP IIO
o0ecrnieueHno 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX PU UX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAaxX
MIEPCOHAJIBHBIX JaHHBIX.

2. Ilpusnars yrparuBmuM cuny npukaz ®CTIK Poccum or 5 ¢despans 2010 r. N 58 "O6
yTBepkaeHun [lonoxkeHus o MeToaax u crnocodax 3amuThel MHGOpMaIMKM B HH(GOPMAIIMOHHBIX CHCTEMAaxX
MIePCOHANIbHBIX JaHHBIX" (3apeructpupoBan Muntoctom Poccun 19 despans 2010 r., peructpaiioHHbIH

N 16456).

Jupexrop

denepanbHOM CITYKOBI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

VYT1BepKACHBI
npukazom ®CTIK Poccun
ot 18 depams 2013 r. N 21
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COCTAB U COOEPXAHUE
OPIrAHU3ALUNOHHbLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbIX OAHHbLIX NMPU NX OBPABOTKE
B UHPOPMALIMOHHbLIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

CHHCOK U3MEHSIOLIHUX JOKYMEHTOB
(B pexn. ITpukazoB @CTIK Poccun ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

. O0owme nonoxeHuns

1. Hacrosiuii JOKyMeHT pa3paboTaH B COOTBETCTBUHU € 4acThio 4 cratbu 19 denepanbHOro 3aKkoHa
ot 27 utons 2006 r. N 152-®3 "O nepconanbubix naHHbix" (Cobpanue 3akoHoaaTenbcTBa Poccuiickoit
®enepanun, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cr.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, cr. 3263; N 31, ct. 4701) u ycTaHaBIMBaeT COCTaB U
coZiep)KaHNEe OPTaHM3ALMOHHBIX W TEXHHYECKHX MEp MO O00eCredyeHHI0 0e30MacHOCTH IMEePCOHATBHBIX
JaHHBIX MPH WX 00paboTke B MH(POPMAIIMOHHBIX CHCTEMax MEPCOHANbHBIX JaHHBIX (Jajee - Mephl Mo
o0ecriedeHno 0e30MacHOCTH TEPCOHANBHBIX JAaHHBIX) Ui KaXJAOTO W3 YPOBHEH 3aIlWIIEHHOCTH
MEPCOHANBHBIX JaHHBIX, YCTAHOBJICHHBIX B TpeOoBaHUSX K 3alllMTE MEPCOHATBHBIX JAHHBIX MPU HUX
00paboTke B MH(MOPMAIIMOHHBIX CHCTEMax IEPCOHAIbHBIX JAHHBIX, YTBEPXIACHHBIX MOCTAHOBJIEHHEM
ITpaButensctBa Poccuiickoit ®eneparuu ot 1 HostOpst 2012 1. N 1119 (Cobpanue 3akoHOmATENBCTBA
Poccuiickoit ®eneparuu, 2012, N 45, cT. 6257).

MepLI Mo OoOeCIeueHu0 0e30MacHOCTH MEPCOHANIBHBIX JHaHHBIX MNPUHUMAKOTCA [JIs1 3allUThbl
NEPCOHANIBHBIX HOAaHHBIX OT HEIMPABOMCPHOTO WK cnyqaﬁHoro A0CTyIIa K HHUM, YHHYTOKCHHI,
U3MCHCHUA, 6J'IOI(I/Ip0BaHI/I}I, KOIMUPOBAaHU:A, IMPEAOCTABICHUS, PACIIPOCTPAHCHU TICPCOHAIIBHBIX JaHHBIX,
a TaK’)KC€ OT MHBIX HCIPABOMEPHBIX I[Cf/iCTBHfI B OTHOIICHUH MMECPCOHAIBHBIX JaHHBIX.

B mHacrosimiem JOKyMEeHTe He paccMaTpUBAarOTCS BONPOCHl oOecrieyeHHss Oe30MacHOCTH
MEPCOHANBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IMOpPSAKE K CBEACHMSIM, COCTaBJISIOLUIMM
rOCYJapCTBEHHYIO TaiiHy, a TakXe Mepbl, CBS3aHHbIE C MPUMEHEHHEM MMHU(PPOBAIBHBIX
(xpunrorpauyecknx) CpeACTB 3alIUThl HHPOPMAIIUH.

2. besomacHOCTh MEpPCOHANBHBIX JAHHBIX TpPU UX 00paboTke B HWHGOPMAIMOHHOW CHCTEME
MEPCOHANIBHBIX JaHHBIX (fHasiee - WHGOpPMAIMOHHAS CHUCTEMa) OOECIeYMBAET OMNEepaTop WU JIHUIO,
OCYIIIECTBISIONIEe 00pabOTKy MEepPCOHANBHBIX JAHHBIX MO MOPYYEHHIO OMEepaTropa B COOTBETCTBUU C
3akoHo aTenbcTBOM Poccuiickoit denepanmm.

Jns BeimonHeHWss paboT To oOecrmeueHuto Oe30MacHOCTH TEePCOHANBHBIX JaHHBIX MPU UX
00paboTKe B MH(POPMAIIMOHHON CHCTEME B COOTBETCTBHUH C 3aKOHOIaTeIhCTBOM Poccutickoii deneparuun
MOTYT TIPHBJIEKATbCS HA JOTOBOPHOM OCHOBE IOPUAUYECKOE JUI0 WIM HWHAUBHUIYaIbHBIN
MpeIIPUHIMATENb, UMEIOIINE JINTICH3UIO Ha ESTeTHHOCTD 110 TEXHHUECKOW 3alIiuTe KOH(PHICHIIHATHHON
uHpopMaInu.

3. Mepsl 1o obecriedeHno 6€30MacHOCTH MePCOHATBHBIX JaHHBIX PEATU3YIOTCS B paMKax CHUCTEMbI
3alUTBl TEPCOHATBHBIX JAaHHBIX, CO3JaBacMOW B COOTBETCTBHH C TpeOOBaHMSIMH K 3alluTe
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NEPCOHANBHBIX JAHHBIX NpU MX 00paboTke B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX,
yTBEpKJICHHBIMH TTocTaHOBJIeHHEeM [IpaBurenbctBa Poccuiickoit denepannu ot 1 Hos0ps 2012 r. N
1119, 1 7OKHBI OBITH HANIPABJICHBI HA HEUTPATU3AIMIO AKTYaJIBHBIX YTPO3 0€30IaCHOCTH NePCOHATBHBIX
JAHHbBIX.

4. Mepbl no o0ecrieyeHHI0 0€30MACHOCTH TEPCOHANBHBIX JAHHBIX PEAIU3YIOTCS B TOM YHCIIE
IIOCPEJICTBOM NPUMEHEHUS B UH(OPMALIMOHHON CUCTEME CPE/CTB 3aIlUThl HHPOPMALUH, IPOIIEAIINX B
YCTAaHOBJICHHOM IIOPSAKE IPOLEAYpPY OLIEHKHM COOTBETCTBHUS, B ClydasiX, KOIJa MPUMEHEHUE TaKHUX
CPEACTB HEOOXOAUMO Il HEUTpAIU3alMK aKTyalbHbIX YIpo3 0€30IaCHOCTH IIEPCOHANBHBIX JIaHHBIX.

Koncynprantlntoc: npumedanue.
HymMmeparnust myHKTOB JJaHAa B COOTBETCTBUM € O(PULIMATBHBIM TEKCTOM JIOKYMEHTA.

6. Onenka 3(pPEKTUBHOCTH PEaTU30BAHHBIX B PaAMKaX CHCTEMBI 3alIUTHI TEPCOHAIBHBIX JTaHHBIX
Mep 10 00ECIIeYCHHI0 OE30MACHOCTH MEPCOHAIBHBIX JAHHBIX MMPOBOJUTCS OMEPATOPOM CaMOCTOSITEIIHHO
WIM C T[PUBJICUYCHUEM Ha JIOTOBOPHOH OCHOBE IOPUAMYSCKUX JIMIl W  WHIUBUIYAIbHBIX
peanpuHIMAaTENIeH, UMEIOIINX JIMIEH3UI0 Ha OCYIIECTBICHHUE JEATCILHOCTH MO0 TEXHUYECKOH 3allnuTe
KOH(HIESHIIMATHHON HH(popMaIiu. YKa3aHHas OIIEHKa IPOBOIUTCS HE peXe OJHOTO pasa B 3 roja.

7. Mepbl mo obecreyeHuI0 O€30IaCHOCTH IEPCOHAIBHBIX JAHHBIX HpU HUX 00paboTke B
roCy/lapCTBEHHBIX HMH(OPMALMOHHBIX CHCTEMax IPUHUMAIOTCSI B COOTBETCTBUM C TPEOOBAHUAMU O
3ammTe  MHQOpPMAaLuHM, —cojepXkalleiics B TOCYyJapCTBEHHbIX  MH(POPMALIMOHHBIX  CHCTEMax,
ycranaBnuBaeMbiMu @CTIOK Poccun B mpenienax cBoMX MOJTHOMOYUN B COOTBETCTBUU C YACTBIO 5 CTaThU
16 denepanbHoro 3akoHa ot 27 utons 2006 r. N 149-®3 "OO6 wunpopmanuu, MHGOPMAITMOHHBIX
TexHoJorusx u o 3amure uHpopmanun" (ColOpanue 3akoHonatenscTBa Poccuiickoit ®enepanuu, 2006,
N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, c1. 4600; 2012, N 31, ct. 4328).

Il. CocTtaB u cogepxxaHme mep no obecnevyeHnro 6e30MacHOCTH
nepcoHanbHbIX JaHHbIX

8. B coctaB mep no oOecnieyeHn0 6€30MaCHOCTH NMEPCOHAIBHBIX JAHHBIX, PEAIU3yEMbIX B paMKax
CHCTEMBbI 3aIIUThl NEPCOHAIBHBIX JAAHHBIX C YYETOM aKTyallbHBIX YIpo3 0e30MacHOCTH MEPCOHAIBHBIX
JaHHBIX U IPUMCHACMBIX I/IHCbOpMaHI/IOHHBIX TeXHOHOFHﬁ, BXOAT:

UJACHTUDUKAIMS U ayTeHTU(UKAILUSA CYOBEKTOB JOCTYINa U 00BEKTOB JOCTYIIA;
yIpaBieHHe TOCTYIOM CyOBEKTOB AOCTyIa K 00bEKTaM JI0CTYIIA;
OTrpaHUUYEHUE NPOTPAaMMHON CPEJIBI;

3al[UTa MallMHHBIX HOcHUTeled MH(pOpMaluu, Ha KOTOPBIX XpaHATCA U (Win) oOpabaTbIBaroTCA
NepCOHAJbHbIE JaHHbIE (Jajiee - MATMHHbIE HOCUTENIN IEPCOHANBHBIX JIaHHBIX);

perucTpanusi COObITHI 0€30MMaCHOCTH;

AQHTUBHMPYCHAs 3alUTa;
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oOHapyxeHHe (IIPeIOTBPALLEHUE) BTOPKEHUMH;

KOHTPOJIb (QHAJIM3) 3alIMIIEHHOCTH IEPCOHAIBHBIX JaHHBIX;

o0ecrieyeHne 1eI0CTHOCTH HH(POPMAITMOHHON CHCTEMBI M IEPCOHATIbHBIX JAaHHBIX;
o0ecIieueHne T0CTYITHOCTH NePCOHATBHBIX JIaHHbIX;

3allliTa Cpebl BUPTyaIU3alliy;

3aIIUTa TEXHUYECKUX CPE/ICTB;

3anUTa THPOPMALIMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U IEepPelaul JaHHBIX;

BBISIBJICHHE HWHIUAECHTOB (OJHOTO COOBITHS MJIM TPYHIBl COOBITHII), KOTOpblE MOTYT IPHUBECTH K
cOOsIM WM HapylmIeHHI0 (PYHKIMOHUPOBAHHUS HWH(OPMAIIMOHHON CHCTEMBl M (MJIM) K BO3HUKHOBEHHIO
yrpo3 6€30MacCHOCTH NEPCOHANbHBIX JAHHBIX (Jajiee - MHIUICHTHI), 1 pearipoBaHNe Ha HUX;

yIlpaBiieHue KOH(UTypanueil WHPOPMALMOHHOW CHCTEMBI M CHUCTEMBI 3alllUTHl MEPCOHAIBHBIX
JAHHBIX.

CocraB u cojiep>kaHre Mep Mo 00ECIEYCHUIO0 0€30MTaCHOCTH MEPCOHANIBHBIX JTAHHBIX, HEOOXOIMMBIX
JUis oOecreueHus: KaKJIOTO W3 YpPOBHEH 3alllUIIEHHOCTH NEPCOHANBHBIX JaHHBIX, MPUBEACHBI B
MPUIIOKCHUHN K HACTOAIICMY JOKYMCHTY.

8.1. Mepbl 1o MAEHTU(UKALUMU M AyTEHTU(UKAIMK CyOBEKTOB JOCTyNa M OOBEKTOB JOCTyHa
JOJDKHBI  00ECIeunBaTh IPHCBOCHHE CYOBEKTaM W OOBEKTaM JOCTyla YHHUKAJIBHOTO IpH3HAKa
(unentudukaropa), CpaBHEHHE MPEIBIBISIEMOr0 CYOBbEKTOM (0OBEKTOM) JOoCTyma UAEeHTU(]HKaTOpa C
MIepEeYHEM IMPUCBOECHHBIX MJIEHTU(UKATOPOB, a TAK)KE MPOBEPKY MPUHAIIIEHKHOCTH CYOBEKTY (OOBEKTY)
JOCTyIa MPeIbsIBICHHOT0 UM HJIeHTU(UKaTOpa (MOATBEPKIEHUE MOTMHHOCTH).

8.2. Mepbl 1O YIpaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTyMa K OOBEKTaM JOCTYyMa JIOJKHBI
o0ecrieunBaTh yMNpaBlIeHUE MpaBaMU U MPUBUIIETUAMU CYOBEKTOB JOCTYIa, pa3rpaHUYEHHE JOCTYIa
CyOBEKTOB JIOCTYIa K 00BEKTaM JOCTYIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B WH()OPMAIIMOHHON
CUCTeME TpaBWJI pa3TpaHUYCHHs JOCTyMa, a TaKke oOecleyrMBaTh KOHTPOIb 3a COOIIOACHHEM ATHX
MIPaBUIL.

8.3. Mepbl 10 OrpaHUYEHUIO NMPOTPAMMHON Cpenbl JOJKHBI OOecreynBaTh YCTAaHOBKY U (WIJIM)
3allyCK TOJIbKO pPAa3pelIeHHOro0 K HCIOJIb30BAHUIO B HMH(MOPMAIIMOHHON cHCTEME MPOrpaMMHOTO
oOecriedeHrss WM HCKJII0YaTh BO3MOXKHOCTH YCTAaHOBKM M (WIM) 3allycKa 3alpelieHHOro K
MCIOJIb30BAaHUIO B HH(OPMALIMOHHON CUCTEME MTPOTPAMMHOI0 00ECIICUEHHS.

8.4. Mepsl Mo 3amMTe MAIIMHHBIX HOCUTENIEH NEepCOHANbHBIX MaHHBIX (CPEICTB 0OpabOTKH
(XpaHeHHsI) IEPCOHANIbHBIX JAHHBIX, Ch€MHBIX MAIIMHHBIX HOCHUTEJEH NMepCOHANbHBIX JTAHHBIX) JOJIKHBI
HCKJIIOYaTh BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOI'O JOCTYNA K MAIUMHHBIM HOCUTEISAM U XPaHALIUMCS Ha
HUX TEPCOHAJIbHBIM JAHHBIM, a TaKKe€ HECAaHKIIMOHUPOBAHHOE HCIIOJIb30BAHHWE CHEMHBIX MAaIIMHHBIX
HOCHTEJIEH MEPCOHAIBHBIX TaHHBIX.

8.5. Mepsl mo peructpanud coOBITUH 0€30MacHOCTH IOJDKHBI oOecreyuBaTh cOOp, 3aIuch,
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XpaHeHHEe M 3aluTy MHQOpMAIK O COOBITUAX 0€30MacHOCTH B MH(OPMAIIMOHHON CHCTEME, a TaKkKe
BO3MOXKHOCTh ITPOCMOTPA U aHAIN3a HH(POPMAIIH O TAKKX COOBITHIX M PearnpoBaHUE HA HUX.

8.6. Mephl MO0 aHTHUBUPYCHOM 3alIuTe JOJDKHBI 00ecrednBaTh oOHapy:KeHHE B WH(OPMAIIMOHHON
CHCTEME KOMIIBIOTEPHBIX MPOrpaMM JINOO MHOW KOMITBIOTEpHOH HMH(GOPMAINH, NpeIHA3HAYCHHOU IS
HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHHS, OJOKMPOBAaHUS, MOIU(PUKAIINH, KOIMUPOBAHHUS KOMIIBIOTEPHOMH
UHQOpPMAIMK WM HEHTpadM3aluu CPEACTB 3allUThl HWHPOPMAIMM, a TaKKe pearupoBaHHE Ha
oOHapyKEHHE ATUX MPOrpaMM U UHPOPMALIUH.

8.7. Mepbl 10 oOHapyxeHHIO (IIPEAOTBpAICHUIO) BTOPKCHHH JODKHBI  OOECreYrBaTh
oOHapyKXeHHE JeWCTBUH B WH(POPMAIMOHHONW CHUCTEME, HANPaBICHHBIX HA HECAHKIIMOHHPOBAHHBIN
JocTyn K uH(oOpManMu, CrHenuanbHble BO3JACHCTBUS Ha UWHGOPMALMOHHYIO CHUCTEeMY M (WJIH)
MEPCOHANBHBIC JaHHBIC B IENAX JOOBIBAHMS, YHUUYTOXKCHHS, NCKAKCHUS W OJOKUPOBAHUS JIOCTyNa K
MEPCOHANBHBIM JIaHHBIM, a TAK)KE pearupoBaHue Ha AT JICHCTBUSI.

8.8. Mephbl 1o KOHTPOITIO (aHAIH3Y) 3alUIIICHHOCTH ITEPCOHATBHBIX JIAHHBIX JIOJDKHBI 00€CIICYNBATh
KOHTPOJIb YPOBHS 3allMIIICHHOCTH IEPCOHAJBHBIX JaHHBIX, 00padaThiBaeMbIX B HH(M)OPMAIIMOHHON
CHUCTEME, MyTeM IMPOBCACHUA CUCTEMATHUYCCKUX MepOHpI/IﬂTI/If/'I 10 AHAJIN3y  3allUMIICHHOCTHU
WH(POPMAIIMOHHON CHUCTEMBbl M TECTUPOBAaHUIO PAabOTOCIOCOOHOCTH CHUCTEMBI 3allUThl MEPCOHATBHBIX
JTaHHBIX.

8.9. MepLI 0 00ECIIEUCHUIO OCJIOCTHOCTH I/IH(l)OpMaI_[I/IOHHOI‘/’I CHUCTCMBI U TICPCOHAJIBHBIX HAHHBIX
JOJIKHBI o0ecreynBaTh 06HaPY)KGHHC q)aKTOB HCCAHKIUOHUPOBAHHOI'O HApYUWICHUA LEJIOCTHOCTHU
I/IH(I)OpMaI_[I/IOHHOI‘;I CUCTCMBI U COACPKAIMIUXCIA B HeH INEPCOHAJIBHBIX NAHHBIX, a4 TAKKC BO3MOXHOCTb
BOCCTaHOBJICHHUA I/IH(i)OpMaIII/IOHHOI\/JI CHUCTCMBbI U COJACPKAIINXCA B Hel NEPCOHATIBHBIX TaHHBIX.

8.10. Mepsl 1o 0OOECHEYEeHHIO JOCTYIIHOCTH MEPCOHAIBHBIX JAHHBIX JOJDKHBI 00eclednBaTh
aBTOPU30BAaHHBIM JOCTYN MOJb30BaTeNel, UMEIOIIKUX MpaBa MO JOCTYIY, K HNEPCOHAIbHBIM JIaHHBIM,
cofepKaluiuMcs B MHPOPMALIMOHHOM  cucTeMe, B  IITAaTHOM peXuMe  (PYHKIIMOHUPOBAHMS
MH(OPMALIMOHHON CUCTEMBI.

8.11. Mepbl mo 3amure cpeapl BUPTyaIU3alMUA JOJDKHBI HCKIIOYaTh HECAHKIMOHWPOBAHHBIN
JOCTYyIl K TIEpCOHANBHBIM JaHHBIM, oOOpalOaThiBaéMbIM B BUPTYalIbHOW HWHQPACTPYKType, U K
KOMIIOHEHTaM BUPTYaJbHON MH(PACTPYKTYphl U (MJIM) BO3JEHCTBHE HA HUX, B TOM YHCJE K CpPEJICTBAM
yIpaBieHUs! BUPTYyaJbHON HHQPACTPYKTYpOil, MOHUTOPY BUPTYaIbHBIX MalINH (THIIEPBU30PY), CUCTEME
XpaHeHUs JaHHBIX (BKJIIOYAash CHUCTEMY XpaHEHUs OoOpa3oB BUPTYalIbHOM HH(PACTPYKTYpHI), CETH
neperayd JaHHBIX Yepe3 JJIEMEHThl BUPTYalIbHOW WM (PU3NUECKOM HHPPACTPYKTYpPHI, TOCTEBBIM
OINEPALMOHHBIM CHCTEMaM, BHUPTYaJbHBIM MalllMHAM (KOHTEHHepaMm), CHCTEeME M CEeTH PpeIUIMKAlUH,
TEPMUHAJIBHBIM M BHUPTYaJbHBIM YCTPOMCTBAM, a TaKXe CHCTEME pPE3epPBHOIO KOMHUPOBAHUS H
CO3/1aBAEMBIM €10 KOIMSIM.

8.12. MepsI 10 3aUTe TEXHUYECKUX CPEJICTB JTOKHBI HCKITK0YaTh HECAHKIIMOHUPOBAHHBIN JTOCTYII
K CTAallMOHAPHBIM TEXHUYECKHM CpEICTBaM, OOpadaThIBAIOIIMM IE€PCOHANIbHBIE JaHHBIE, CPEICTBAM,
obecrieunBaroM (YHKIIMOHUPOBAHWE WH()OPMAIMOHHOM CHCTEMBI (Jajiee - cpeicTBa oOecreueHus
(YHKIIMOHUPOBAHUS), U B IOMEIIEHHUS, B KOTOPBIX OHU IOCTOSTHHO PACIIONIOKEHBI, 3aIUTY TEXHUUECKUX
CPEICTB OT BHEIIHUX BO3JCHCTBHI, a TAK)KE 3aIUUTY IEPCOHAIBHBIX JaHHBIX, IPEACTABICHHBIX B BUIC
MH(POPMATHUBHBIX JIEKTPUUECKUX CUTHAJIOB U (PU3UUECKUX MOJIEH.
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8.13. Mepsl 110 3amuTe HHOOPMAIIMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H U TIEPEIayn JaHHBIX
JOJDKHBI  00€CTIeUMBaTh 3allUTy MEPCOHAIBHBIX JaHHBIX MPHU B3aMMOJCHCTBHHM WH(MOPMAIIMOHHON
CUCTEeMBl WU €€ OTACIbHBIX CErMEHTOB C HHBIMH HH(DOPMAlMOHHBIMA CHCTEMaMH H
WH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIMUA ~ CETSIMH ~ TIOCPEJCTBOM  NPUMEHEHHUS  apXUTEKTYPbI
WH()OPMAIIMOHHONW CUCTEMBI M IMPOCKTHBIX PEIICHU, HAMPaBICHHBIX Ha oOecredeHue Oe30MacHOCTH
NEPCOHABHBIX JAHHBIX.

8.14. Mepbl 1O BBISBICHUIO HMHUWACHTOB M pPEarupoBaHUIO HA HHUX JOJDKHBI 00€CIeurBaTh
oOHapyKeHHe, UIEHTU(PUKALINIO, aHAJIU3 UHLIUAECHTOB B HUHPOPMALIMOHHON CHUCTEME, a TaK)Ke IPUHATHE
Mep 10 YCTPAHEHUIO U IIPEAYIIPEKICHUIO HHIIUIEHTOB.

8.15. Mepbl 1o ympaBlieHUI0 KOHUrypauueid HHPOPMAIMOHHON CHUCTEMBl M CHUCTEMBI 3allUThI
MEPCOHANBHBIX  JaHHBIX  JIOJDKHBI  OOECIeYMBAaTh  YIPABICHHEC W3MCHCHHSIMH  KOH(MUTYpaIuu
MH(OPMALIMOHHONW CHCTEMBl U CHUCTEMbl 3allUThl MEPCOHAIBHBIX JAHHBIX, aHAIW3 MOTEHIIMAIHLHOTO
BO3JICHCTBUS TUTAHUPYEMBIX H3MCHECHHI Ha 00ecriedeHne 0€30IaCHOCTH NIEPCOHAIBHBIX JTAHHBIX, & TaKKe
JOKYMEHTHUPOBAHUE ITHX U3MEHEHUH.

9. Beibop mep 1o obecredeHnI0 0€30IaCHOCTH IMEPCOHATBHBIX JTAHHBIX, MOJISKAINUX PeaTU3aANN
B UH(POPMALIMOHHOM CUCTEME B paMKaX CUCTEMbI 3alUThI IEPCOHALHBIX JJAHHBIX, BKIIFOUACT:

onpeneneHue 0a3oBoro Habopa mMep mo o0ecrneueHu0 0e30MacHOCTU MEPCOHATBHBIX JAHHBIX JIJIS
YCTaHOBJICHHOTO YPOBHS 3alIUIIIEHHOCTH MEPCOHATBHBIX JTaHHBIX B COOTBETCTBUU C 6a30BBIMU HabOpamu
MCp IO oOecrieueHn0 0O€30IaCHOCTH MNEPCOHATIBHBIX OAaHHBIX, NPHUBCACHHBIMH B TIIPHIIOKCHHU K
HACTOAIIEMY TOKYMEHTY;

ajganTanuio 0a3oBoro Habopa Mep IO OOecleueHHI0 Oe30MaCHOCTH TEPCOHATBHBIX JaHHBIX C
YYETOM CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTUK WH(POPMAIIMOHHON cHCTEMBI, HH(POPMAITMOHHBIX
TEXHOJIOTUH, 0COOEHHOCTENW (PYHKIIMOHUPOBAaHUS HH()OPMALIMOHHON CUCTEMBI (B TOM YHCIIE UCKIIIOUEHUE
u3 06a3oBoro Habopa Mep, HEMOCPEJCTBEHHO CBS3aHHBIX C HMH()OPMAIMOHHBIMU TEXHOJOTUSMH, HE
UCIOJIb3YEMBIMU B MH(OPMaLMOHHON CUCTEME, WA CTPYKTYPHO-(QYHKIIMOHATHHBIMH
XapaKTepUCTUKaMHU, HE CBOMCTBEHHBIMU MH()OPMAIIMOHHON CHCTEME);

YTOYHEHHE aJalTHpPOBaHHOrO ©Oa3oBoro Habopa Mep 1o oOecnedyeHuo 0e30MacHOCTH
NEPCOHATBHBIX JAHHBIX C Y4Y€TOM HE BBIOpaHHBIX paHee Mep, NPUBEJCHHBIX B MPUIOKEHUU K
HACTOAIIEMY NOKYMEHTY, B Pe3yJbTaTe 4Eero OMPEACNAIOTCS MEphl 10 O00eCHedeHHI0 0e30macHOCTH
NEPCOHATBHBIX JIAaHHBIX, HAMNpPAaBICHHbIE HAa HEHUTpPANIM3aLUI0 BCEX AaKTyaJIbHBIX yrpo3 O€30MacHOCTH
MEPCOHANBHBIX JAHHBIX JIJIs1 KOHKPETHON MH(POPMAIIMOHHON CUCTEMBI;

JIOTIOJTHEHWE  YTOYHEHHOTO  aJanTHpPOBaHHOrO 0Oa3oBoro Habopa Mep 1O 0OECIEeYeHHIO
0€30MacHOCTH NEPCOHANIbHBIX JTaHHBIX MepaMH, 00€CIeYNBAIOIINMMH BbINOJHEHHE TPeOOBaHUM K 3aIIuTe
NEPCOHATBHBIX JAHHBIX, YCTAaHOBJICHHBIMM WHBIMH HOPMATHBHBIMH IPABOBBIMH aKTaMH B OOJIACTH
oOecrniedyeHns O€30MacCHOCTH MEPCOHAIBHBIX IAHHBIX U 3aIIUTHI HH(POpPMAaIIUHU.

10. [Ipu HEBO3MOXKHOCTH TEXHHUYECKOM pean3aiiy OTJAEIbHBIX BEIOPAaHHBIX MEp MO 00ECIeUYeHHUI0
0€30MacHOCTH MEePCOHATBHBIX JIAHHBIX, a TAKXKE C Y4ETOM IKOHOMHUYECKON I1e1eCO00pa3HOCTH Ha dTarax
amanranuu 6a3oBoro Habopa Mep W (MIM) YTOYHEHHS aJanTHPOBAHHOTO 0a30BOro Habopa Mep MOTYT
pa3pabarbIBaTbCsi WHBIC (KOMIICHCUPYIOIIUE) MEpHI, HalpaBJICHHbIE HAa HEUTPATU3AIMI0 aKTYaJIbHBIX
yrpo3 6e30MacHOCTH MEePCOHANBHBIX TAaHHBIX.
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B sTtom cnyuae B xone pa3paOOTKU CUCTEMBbI 3alUTHI MEPCOHAJBHBIX JAHHBIX JIOJDKHO OBITh
MIPOBEJICHO OOOCHOBAaHUE TMPHUMEHEHHUS KOMIICHCUDPYIOIIMX Mep M obecriedyeHus Oe30MacHOCTH
MEPCOHAJIbHBIX TAHHBIX.

11. B cinydae ompezneneHuss B COOTBETCTBUU ¢ TpeOoBaHMSAMHU K 3alllUTE MEPCOHATBHBIX MPU UX
00paboTke B MH(POPMAIMOHHBIX CHCTEMaX NMEPCOHAIBHBIX JAHHBIX, YTBEPKICHHBIMH MOCTAHOBICHHEM
[IpaButenscTBa Poccuiickori ®eneparnuu ot 1 HosOpss 2012 r. N 1119, B kadecTBe aKTyalbHBIX YIpO3
0€30MMacCHOCTH TMEPCOHANBHBIX JAHHBIX 1-r0 W 2-TO TUIOB JOMOJHHUTEIHLHO K MepaM IO OOECIeUYCHUIO
0€30MacCHOCTH TMEPCOHANBHBIX JaHHBIX, YKa3aHHbIM B IYHKTE€ § HACTOAILIETO JOKYMEHTa, MOTYT
MIPUMEHATHCS CICTYIOIINE MEPHI:

NPOBEPKA CUCTEMHOTO U (MJIH) MIPHUKJIAJTHOTO MPOrPAMMHOI0 00CCIICYCHHUsI, BKIIFOYAsk IPOTPAMMHBIi
KOJl, HA OTCYTCTBHE HEJICKIAPHUPOBAHHBIX BO3MOXHOCTEH C WCIOJIH30BAaHHEM AaBTOMATH3UPOBAHHBIX
cpenctB u (nau) 6e3 UCIOJIb30BaHUs TAKOBBIX;

TCCTUPOBAHHUC HH(i)OpMaHHOHHOﬁ CHUCTCMbI Ha IPOHUKHOBCHMU;

HCIIOJIB30BaHHC B HHq)OpMaHHOHHOﬁ CHUCTEMEC CUCTCMHOI'O U (I/IJ'II/I) IMPUKIAAHOIO IMPOIpaMMHOI0
O6€CH€‘~I€HI/I$I, pa3pa60TaHHor0 C UCIIOJIb30BAHUEM MCTOJI0B 3alIUIICHHOI'O IPOIrpaMMUPOBAHUAA.

12. TexHuueckue Mepsbl 3alUThl IEPCOHATBHBIX JAHHBIX PEATU3YIOTCS MOCPEACTBOM IPUMEHEHUS
CPEICTB 3alUThl MH(OpMalMU, B TOM YHUCIE MPOTrPpaMMHBIX (IIPOrpaMMHO-aNMapaTHbIX) CPEACTB, B
KOTOPBIX OHM PEaTM30BaHbl, UMEIOLINX HEOOX0IUMble (PYHKIIMU 0€30MacCHOCTH.

[Ipu wucnosnb30BaHMKM B HH(OPMALMOHHBIX CHCTEMaxX CEPTUPHUIMPOBAHHBIX IO TPeOOBAHUIM
6e301macHOCTH MH(POPMALIUU CPEACTB 3alUThl HHPOPMALIUU:

B MH(POPMAIMOHHBIX CHCTeMaX | ypOBHS 3aIUIIEHHOCTH MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
cpencTBa 3amuThl WHMOpManuu He Huke 4 kimacca W 4 YpOBHA JIOBepUs, a TakXke CpeIcTBa
BBEIUHCIIMTEIbHON TEXHUKU HE HIDKE 5 Kj1acca;

(8B pen. [Ipukaza ®CTIK Poccuu ot 14.05.2020 N 68)

B I/IH(l)OpMaIII/IOHHI)IX cucremax 2 YPOBHA 3allIMIICHHOCTU MEPCOHATBHBIX AJAHHBIX MPUMCHAKOTCA
cpencTBa 3amuThl MH(pOpMAaNMM HE HIKE S5 Kiacca W S5 YpPOBHS JIOBEpHs, a TaKkKe CpelCTBa
BEIUHMCIINTENbHON TEXHUKU HE HIDKE 5 Ki1acca;

(B pen. IIpukaza ®CTIK Poccun ot 14.05.2020 N 68)

B I/IH(bOpMaI_[I/IOHHI)IX cucremax 3 YPOBHA 3allIMIICHHOCTU MECPCOHAIBHBIX JAHHBIX IPHUMCHAIOTCA
CpCACTBa 3alIUTLL I/IH(bOpMaLII/II/I 6 kimacca u 6 YPOBHA HOBCPHUA, a TAKIKC CPCACTBA BBIYHCIUTEILHON

TEXHUKH HE HIKE 5 Kiracca;
(8B pen. IIpukaza ®CTIK Poccun ot 14.05.2020 N 68)

B I/IH(bOpMaI_[I/IOHHI)IX cucremax 4 YPOBHA 3allIUIICHHOCTU MNECPCOHAJIBHBIX JTAHHBIX HPHUMCHAIOTCA
CpCACTBA 3alIUTLL I/IH(bOpMaLII/II/I 6 kmacca u 6 YPOBHA HOBCPHUA, a TAKIKC CPCACTBA BBIYHCIUTEILHON

TEXHUKH HE HIKe 6 Kiacca.
(B pen. [Ipukaza ®CTOK Poccun ot 14.05.2020 N 68)

Krnaccer 3alllMTBl OMNPCACIIAOTCA B COOTBECTCTBMM C HOPMAaTUBHBIMU IIPpaBOBBIMH AaKTaMH,
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W3JAaHHBIMH B COOTBETCTBHM C moAmyHKTOM 13.1 mynkra § Ilonmoxenus o PenepanbHOi cirykOe 1Mo
TEXHUYECKOMY U 3KCIOPTHOMY KOHTpOJIIO, yTBepkAeHHoro VYkasoMm IIpesunenta Poccuiickoit
®enepauuu ot 16 aBrycra 2004 r. N 1085.

YpoBHU [OBepHsl YCTAHABIMBAIOTCS B COOTBETCTBUU C TpeboBaHMsIMH 1O O€30MACHOCTH
nH(OpMaIINY, YCTAHABIUBAIOIIMMHU YPOBHU JOBEPHS K CPEIICTBAM TEXHHUECKOH 3alUThl HH(pOpMAIHH U
cpeacTBaM obecriedeHus: 0e30MacHOCTH WH(GOPMAIMOHHBIX TEXHOJIOTUH, YTBEPKACHHBIMU IMPHUKA30M
OCTIK Poccun ot 30 urons 2018 r. N 131 (3apeructpupoBan Muntocrom Poccuu 14 Hos6ps 2018 1.,
peructpanroHHbii N 52686).

(a63an BBeneH [Ipukazom @CTIK Poccun ot 14.05.2020 N 68)

[lpu wucnosnb3oBaHMM B HHOOPMAIMOHHBIX CHUCTEMaxX CpEJACTB  3alluThl  HH(pOpMaIuw,
cepTU(UIIMPOBAHHBIX 1O TPEOOBAHMAM OE30MACHOCTH HH(POPMAIINH, YKa3aHHBIE CPEJICTBA JOJKHBI OBITh
CepTHU(UIIMPOBAHbI HA COOTBETCTBHE O00s3aTENIbHBIM TPEOOBAHUSAM IO OE30MaCHOCTH WH(POPMAIIUH,
YCTAaHOBJICHHBIM HOPMATHBHBIMHU IPABOBBIMU aKTaMH, WJIH TPEOOBAHUSAM, YKA3aHHBIM B TEXHHUYECKUX
yCIOBUSX (3a1aHUSX 110 0€30MaCHOCTH).

OyHKIMU 0€30MacHOCTH CPEACTB 3alIUTHl HH()OPMAIMH JOJDKHBI 00€CIIeUnBaTh BBHIIIOJHEHUE Mep
110 o0ecrieyeHnIo 6€30MacHOCTH NEPCOHANBHBIX JAHHBIX, COAEPIKAIINUXCS B HACTOSILEM JIOKYMEHTE.

A63an yrpatui cuity ¢ 1 ssaBapst 2021 rona. - [pukaz @CTOK Poccun ot 14.05.2020 N 68.
(n. 12 B pen. ITpukaza ®CTIK Poccum ot 23.03.2017 N 49)

13. Ilpu ucnonb30BaHUK B MH(OPMALIMOHHBIX CUCTEMax HOBBIX MH(MOPMAIIMOHHBIX TEXHOJIOTHH U
BBISIBIIGHUM JIOTIOJIHUTEIBHBIX Yrpo3 O€30MacHOCTH MEPCOHAJBHBIX JAaHHBIX, JUISI KOTOPBIX He
orpezieNieHbl Mepbl 0OecreyeHus] UX 0€30MacHOCTH, JOJKHBI pa3padbaThIBaTHCsl KOMIIEHCHUPYIOLIUE MEphl
B COOTBETCTBUU C IIYHKTOM 10 HacTOsAIIEro JOKyMeHTa.

[Ipunoxxenue

Kk CocTaBy U COJIEpKAHUIO
OpPTraHU3aIMOHHBIX U TEXHUYECKUX
Mep o 00eCTICUeHHI0 O€30TTaCHOCTH
MEePCOHANBHBIX JaHHBIX MPU UX
00paboTke B MHPOPMAITHOHHBIX
crcTeMax NepCOHANbHBIX JaHHBIX

COCTAB U COOEPXAHUE
MEP NO OBECNEYEHUIO BE3OIMNACHOCTU NEPCOHAJIbHbLIX OAHHbIX,
HEOBXOOAUMBIX AN OBECNEYEHUA KAXO0IMO U3 YPOBHEWN
SALLMWEHHOCTU NEPCOHAJBbHbBIX AAHHbLIX

YcnoBaoe | ComeprkaHue Mep 1Mo 00ecTieueHUI0 OE30IMacCHOCTH | Y POBHH 3aIUIIICHHOCTH
0003HaueHHE NEePCOHATIBHBIX TAHHBIX MEPCOHATBHBIX JTaHHBIX
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1 HOMED 4 3 2 1
MepbI

I. Unentudukanus u ayreHTUUKanus cyobekToB JocTymna 1 00bekToB goctyna (MAD)

HNAD.1 Nnenruduxarus u ayreHTUUKamms | + + + +
MOJIb30BaTese,  SBIAIOIIMXCS  pabOTHHUKAMHU
orneparopa

NAD.2 Wnentudukanus u ayreHTHU(GUKALUSA YCTPOCTB, B + +
TOM YHCJIE€ CTAallMOHAPHBIX, MOOUJIBHBIX H
MOPTAaTUBHBIX

NAD.3 VYnopasnenue wuaeHTuUKaTopaMyd, B TOM uucie| + + + +
CO3/1aHHueE, IIPUCBOCHHUE, YHUYTOKEHUE
UICHTU(PHUKATOPOB

NAD.4 VYrpasienue cpeacTBaMu ayTeHTU(UKALUU, B TOM | + + + +

YuCjie  XpaHEHHWE, BbIJlaya, HWHULMAIU3AIINS,
OIOKMpPOBAaHHUE CPEACTB  ayTeHTU(PHUKAIMH U
NpPUHATAE MEp B Ciy4dae yTparel U (WJH)
KOMITPOMETAIUU CPEACTB ayTeHTU(DHUKAITUN

NAD.5 3amura oOpaTtHo CBA3U pu BBOJE| + + + +
ayTeHTU(UKAIMOHHON MH(pOpMaluu

NAD.6 Nnentudukanus u ayreHTUUKauus | + + + +
MOJIb30BaTese, He SBIAIOUIMXCS pabOTHUKaMHU
oreparopa (BHEIIHUX MOJIb30BATENICH )

II. YnpaBnenue noctynom cyobeKToB JocTyna k oobekTam nocryna (YIII)

VIII.1 VYnpasnenue (3aBeneHue, aKTHBamudA,| + + + +
OIOKMpPOBaHHE W  YHUYTOXKEHHE) yYETHBIMH
3alMCAMH IT0JIb30BaTeIeH, B TOM YHCJIE BHEIIHUX
MoJIb30BaTelei

VIIA.2 Peamuzanus HEOOXOIMMBIX METOIOoB| + + + +
(MMCKpEMOHHBINA, MAaHIATHBINA, POJIECBON MM MHOU
METO/), THIOB (YTCHHE, 3aIUCh, BBHIMOTHECHUE WU
WHOMW THUI) W MPABWJI Pa3rPaHUYCHUSI TIOCTYTIa

VITA.3 Vnpasinenne  (puiabTpauus, — MapumpyTuzanus,| + + + +
KOHTPOJIb COEIMHEHUI, OJIHOHAIpaBJICHHAS
nepegaya W HMHbIE  CHOCOOBI  YIPaBIICHHS)
MH(OPMALIMOHHBIMU MOTOKaMH MEXy
YCTpPOWCTBAMH, CErMEHTaMH HMH(POPMAIIMOHHOMN
CHCTEMBI, a TaKXe MEeXAy HH()OPMAITMOHHBIMU
cucTeMaMu
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V1.4

Paznenenne momnomounii (poJieid) moiab30BaTeseH,
aAMUHUCTPATOPOB M JIHUI], O0OECIEeUUBAIOLIUX
(GbyHKIIMOHUPOBaHKUE WH()OPMALIMOHHON CUCTEMBbI

VIIJLS

Hasnauenne MUHMMAaIBHO HEOOXOAMMBIX NpaB U
NPUBUJIETUI TOJB30BATENSAM, aAMUHUACTPATOPAM H
aunaM, obecneynBalOmMM  (QYHKIMOHUPOBAHUE
MH(POPMALIMOHHON CUCTEMBI

VIIJL6

OFpaHI/IquI/Ie HCYCIICIIHBIX IIOIBITOK BXOJa B
MHQOpPMAIIMOHHYI0O ~ cHcTeMy  (moctyma K
MH(GOPMAIIMOHHOH CHUCTEME)

VIIJL7

[IpenynpexaeHue noiab30BaTelis NPU €ro BXOJE B
WH()OPMALIMOHHYIO CHCTEMYy O TOM, 4YTO B
MH(POPMAIIMOHHON CHCTEME pealn30BaHbl MEPHI 10
obOecrieueHr0  0E30MACHOCTH  MEPCOHAIbHBIX
JaHHBIX, ¥ O HEOOXOJMMOCTH COOIIOACHHUS
YCTaHOBJICHHBIX OMNEPAaTOPOM MpaBUI 00pabOTKH
MIEPCOHANBHBIX TAHHBIX

VIIJL.8

OmnosernieHue MoOJIb30BaTeNsl IOCIE  YCIIEHIHOTO
BXOJJa B HMH(POPMALMOHHYIO CHUCTEMY O €ro
MpebIAYIIEM BX0/1€ B UHPOPMALIMOHHYIO CUCTEMY

VIIA.9

OrpaHvueHde 4YHUClIa MapauIeNbHBIX CEAHCOB
JIoCTyma s KaXXJI0U YYETHOMN 3aMHUCH
M0JIb30BaTeNs HHPOPMAIIMOHHON CHCTEMBI

YIIA.10

brnoxuposanue ceaHca JocTyna B
MH(OPMALIOHHYIO CHUCTEMY IoCJIe
YCTaHOBJIEHHOT'O BPEMEHU 6e3neicTBus
(HEaKTUBHOCTH) MOJIb30BATENS WIH IO €T0 3apocy

V.11

Pazpemienne (3amper) AEMCTBUI MMOJIB30BaTENEH,
pa3perIeHHbIX bi(s) UICHTUPUKAITUT u
ayTeHTU(UKALUU

VII/.12

[Momnepxka " COXpaHEHHE aTpuOyTOB
Oe3omacHOCTH (METOK 0e30MacHOCTH), CBS3aHHBIX
¢ wuHpopMalMedl B Tmpolecce ee XpaHeHUS |
o0paboTku

VIIA.13

Peanu3arust 3amuieHHOr0 yIaJeHHOTO JOCTYIa
CyOBEKTOB JOCTyNa K OOBEKTaM JO0CTyla uepes
BHEIITHUE
WH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIC CETH
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VIIJL.14

PermaMeHTanuss ¥ KOHTPOJb MWCIIOJNB30BAaHMS B
MH(POPMAIMOHHOM cucreme TEXHOJIOTUI
0ecrpoBOIHOIO AOCTYIA

VIIJL15

PernameHnTtanuss ¥ KOHTPOJb HCIIOJIB30BaHUS B
MH(POPMAIMOHHOM CUCTEME MOOHMIIBHBIX
TEXHUYECKHX CPEJCTB

VIIJL.16

VYnpasnenue B3aUMOJCHCTBHEM c
WH()OPMATMOHHBIMU CHCTEMaMU CTOPOHHUX
OpraHu3aIui (BHEIITHHE uH(DOpMaIMOHHBIC
CUCTEMBI)

VIIJL17

ObecrieueHre JIOBEPEHHOM 3arpy3Kd CpeICTB
BBIYHCITUTEILHON TEXHUKH

II1. Orpanuuenue nporpammuoi cpesl (OI1

9

OIIC.1

VYupasnenue 3aIyCKOM (oOpareHUsIMN)
KOMIIOHEHTOB IPOTrPaMMHOr0 00ecreyeHMsl, B TOM
quciIe ONpEAEICHHUE 3allyCKaeMbIX KOMIIOHEHTOB,
HacTpolKa IapaMeTpoB 3allyCka KOMIIOHEHTOB,
KOHTPOJIb 3a 3aIlyCKOM KOMIIOHEHTOB
MIPOrpaMMHOT0 0OecreueHus

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTaNNIALIKEH)
KOMITOHEHTOB MPOTPAMMHOI0 OOECIIEYECHHS, B TOM
YUCJIe OIPEIEIICHHE KOMIIOHEHTOB, IOJICKAIINX
YCTaHOBKE, HAaCTpPOWKa MapaMeTpoB YCTAHOBKH
KOMIIOHEHTOB, KOHTPOJIb 3a YCTaHOBKOM
KOMITOHEHTOB TTPOTPaMMHOTO 00ecTieueHus

OIIC.3

VcraHoBKa (MHCTAJUISILKS) TOJNBKO PAa3pelIEHHOTO
K HCIOJIb30BaHUIO MPOIPAaMMHOI0 0OecreueHus U
(unM) ero KOMIIOHEHTOB

OIIC 4

VYrpaBnenue BpeMeHHbIMU (paitiaMu, B TOM 4YHCTIE
3aIpeT, pa3peuieHue, IEePEHANPABIECHUE 3alluCH,
yAaJICHHE BPEMEHHBIX (haiiioB

IV. 3amura MalIMHHBIX HOCUTENEH epcoHaNbHBIX AaHHbIX (3HUN)

3HN.1

Yyer MalIMHHBIX HOCUTENEW MEePCOHAIBHBIX
TAHHBIX

3HN.2

praBHeHHe JOCTYIIOM K MalllMHHBIM HOCHTCIAM
IEPCOHAIBHBIX JaHHBIX

3HHN.3

KoHTponp nepeMenieHus MallMHHBIX HOCHUTEJEH
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[IEPCOHAIIBHBIX JTAHHBIX 3a MIpeeIIbl
KOHTPOJIUPYEMOM 30HBI

3HU.4

Uckmrouenue BO3MO>KHOCTH
HECaHKIMOHUPOBAHHOTO 03HAKOMJICHHS c
coJiepKaHUuEM MEePCOHABHBIX JIaHHBIX,
XPaHAIIMXCSA HAa MAIIWHHBIX HOCUTENSAX, W (MJIHN)
WCII0JIb30BaHUSI HOCUTENIEH MTEPCOHANIBHBIX JTAHHBIX
B MHBIX HHPOPMAIIMOHHBIX CHCTEMax

3HI.5

Kontpons wucnons3oBanust uHTepdeiicoB BBOAA
(BpIBONIA) WMH(pOpPMAIMM HA MAaNIMHHBIE HOCHUTEIN
NEPCOHAIbHBIX JAHHBIX

3HHN.6

Kontpone BBoma (BbIBOga) wuHMOpMaAnuu Ha
MalIMHHBIC HOCUTEIIH MTEPCOHATBHBIX TAHHBIX

3HI.7

KOHTpOHL MOAKIIOUECHHUSI MAaIIMHHBIX HOCHUTEICH
MEPCOHAIBHBIX JaHHBIX

3HI.8

VYHuuroxkeHue (CTUpaHue) win o00e3InYruBaHue
MEPCOHANBHBIX JAHHBIX HAa MAIIUHHBIX HOCHTEISNX
IpH WX Tepeaade MeXIy IMOJb30BaTeIsIMHU, B
CTOPOHHME OpraHM3alUu s PEMOHTa WU
VIWIM3AIAHA, a TakXKe KOHTPOJIb YHHUTOXKCHHS
(cTupanus) UM 003 TMUNBAHUS

V. Peructpanus coosituii 6e3onacuoctu (PCBH)

PChb.1

Onpenenenue COOBITHIA 0e30MacHOCTH,
nmoaIC)Kalux perucTtpaimuu, 1 CpOKOB UX XPAHCHUA

+

PCh.2

Omnpenencaue COCTaBa u COJIepKaHUS
uHbpopManuu O  cOOBITHUAX  OE30MACHOCTH,
MOJTEKAIUX PETUCTPAIAN

PCB.3

COop, 3ammMch U XpaHeHue uHGOpMaLUU O
COOBITHSIX 6e30macHOCTH B TE€YEHUE
YCTaHOBJIEHHOTO BPEMEHU XPaHEHHUSI

PCb.4

PearupoBanue Ha cO0U MpU perucTpanuu coObITHIA
0e30macHOCTH, B TOM UHCIIE alapaTHble U
MporpaMMHbIe OIMOKH, cOOM B MexaHH3Max cOopa
uHboOpMalMM W JOCTIDKEHHE TIpelena WiH
MEePEToTHEeHNs 00beMa (EMKOCTH ) aMsITH

PCb.5

MonuTopuHr (NMPOCMOTpP, aHAIU3) PE3YyIbTATOB
perucTpanuu COOBITHIA 0e30MmacHOCTH u
pearupoBaHHe Ha HUX

www.consultant.ru

HaJeKHasl IpaBoBasl MOAAEPIKKa

Crpannna 13 u3 21


http://www.consultant.ru/
http://www.consultant.ru/

Ipuxaz ®CTIK Poccun ot 18.02.2013 N 21

(pen. ot 14.05.2020)

"O6 yrBepxaeHun CocTaBa U COEpP)KaHHs OPraHU3aLMOHHBIX H TEXHHU. ..

JoxkymenT npenoctasien Koncynsrantlmoc

Jarta coxpanenus: 15.07.2021

PCb.6

'enepupoBaHue BpEeMEHHBIX METOK U  (WJIN)
CUHXPOHHU3AIUS CHUCTEMHOTO BpEMEHHU B
nH(OPMALIMOHHON CHCTEME

PCb.7

3ammTa HHGOPMAIHH O COOBITUAX O€30MaCHOCTH

V1. AatuBupycnas 3amuta (AB3)

AB3.1

Peamuzanms aHTHBHPYCHOfI 3allIUThI

AB3.2

O6HoBNEHNE 6a3b1 JAHHBIX IIPU3HAKOB
BPEJOHOCHBIX KOMITBIOTEPHBIX porpamm

(BUpYyCOB)

VII. O6napyxenue Bropxkenunii (COB)

COB.1

OO6HapyxeHue BTOPKEHHM

COB.2

Oo6HoBnEHNE 0a3bl pEIAIOIINUX PABUI

+

VIIL

Kontposns (ananu3) 3amuineHHOCTH NePCOHATBHBIX

naHHbIX (AH3)

AH3.1

Brisisnenue, aHAIN3 YSA3BUMOCTEHN
WH()OPMALIMOHHOW  CHUCTEMBI W ONEpPaTUBHOE
YCTpaHEHHUE BHOBb BBISIBJICHHBIX YA3BUMOCTEN

+ +

AH3.2

KoHTponb ycTaHOBKHM OOHOBIEHHUI POrpaMMHOTO
obOecrieueHusl, BKJIIOYas 00OHOBJIIEHHE
MPOrPaMMHOTO  O0ECIIEYCHHsSI CPEJCTB  3aIlUTHI
uHpopMauu

AH3.3

KouTtpons  paborocnmocoOHOCTH,  MapameTpoB
HAacCTpOWKHM W NPAaBUIBHOCTU (DYHKIIMOHHPOBAHUS
MPOTPAaMMHOTO OOECTIEYCHUsI U CPEJCTB 3aIlHUTHI
uHpopMaIuu

AH3.4

Kontponb  cocraBa  TEXHHMUYECKHUX  CPEICTB,
MIPOTPAMMHOTO OOECIIEYCHUsI W CPEICTB 3aIIUTHI
uHpopMaIuu

AH3.5

KoHTponb mpaBui reHepanuu M CMEHBbI Mapojeu
MIOJIb30BATENEH, 3aBEJICHNUS W YNAJEHUS YYETHBIX
3allMCeN  TI0JIb30BATENICH, pealM3aluu  IIPaBUIL
pasrpaHu4eHus JIOCTYIIa, ITOJTHOMOYM I
MoJIb30BaTesel B MHPOPMAIMOHHON cUCTeME

IX. Obecnieuenue 1eIOCTHOCTH UHPOPMALIMOHHOM CUCTEMBI U TIEPCOHANBHBIX JaHHBIX

(0D
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OLUL1

Kontposnb LIETOCTHOCTH MIPOTPAMMHOT'O
obecrieyenus, BKJIIOYas MpOrpaMMHOE
obecrieueHre CpeICTB 3alUThl HHPOPMAITHHI

OLUL2

KOHTpONb 11€7I0CTHOCTH NEPCOHANBHBIX JaHHbIX,
coiep Kanuxcs B 6a3ax JaHHBIX HH()OPMAITMOHHON
CHCTEMBI

OLUL3

OOecrnieueHue  BO3MOJXKHOCTH  BOCCTAaHOBJICHHS
MIPOTPaMMHOTO obecrieueHus, BKJIIOYas
MpOrpaMMHOE  OOCCIICUCHHE CPEJICTB  3aIlUThI
nH(OpMaNUK, TPU BO3HUKHOBEHWH HEIITATHBIX
CUTyaLui

OLUJL4

OOHapyXeHUE M pearupoBaHUE HA MOCTYIUICHUE B
WH()OPMALIMOHHYIO CHCTEMY He3allpamiBaeMbIX
ANEKTPOHHBIX COOOIICHHUH (MTUCEM, TOKYMEHTOB) U
WHOW  wHpOpMAIlMK, HE  OTHOCANIUXCS K
(GYHKIIMOHUPOBAHUIO WH(POPMALMOHHON CHCTEMBI
(3amuTa OT crama)

OLUL5

Kontpouns coziepKaHus uHpopMaIuuy,
nepegaBaeMoil M3 MHGOPMALMOHHON CHCTEMBI
(KOHTEWHEpHBI, OCHOBAaHHBIII Ha CBOMCTBax
oOBeKkTa  JgocTynma, u  (WIM)  KOHTEHTHBIH,
OCHOBAaHHBIN Ha TOWCKE 3alpelieHHON K mepeaayde
uHpOpMaLUU C MCIIOJIB30BaHUEM CHTHATYp, MacoK
Y UHBIX METOJIOB), M UCKJIFOYCHUE HETPABOMEPHOI
nepegauyn  MHGOpManuM U3 MHPOPMALMOHHON
CUCTEMBbI

OLJI.6

OrpanuueHue npaB IOJNb30BATENEH IO BBOAY
nH(popManuy B ”HPOPMALTMOHHYIO CUCTEMY

OLUL7

KOHTpOJ'IB TOYHOCTH, IMOJIHOTBI W TIPaBUIIBHOCTHU
JaHHBIX, BBOIUMBIX B I/IH(l)OpMaI_II/IOHHYIO CUCTCMY

OLJI.8

KoHTponb ommOo4YHbIX AEHCTBHI Mob30BaTeneh
mo BBOAYy W (W) mepemade MEePCOHATBHBIX
JAHHBIX W TPEAYNPEeXICHHE IOoIb30BaTesell 00
OLIMOOYHBIX JIEHCTBUSAX

X. Obecrnieuenne qocTynHOCTH nepcoHanbHbIX JaHHbIX (OT)

OJIT.1

Hcnons30BaHne OTKA30yCTOMYMBBIX TEXHUYECKUX
CPEICTB

OAT.2

PezepBupoBanue TEXHUYECKUX CPEICTB,
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IPOrpaMMHOTO 00ECIeUCHHUs, KaHAJIOB Iepeaavyn
nH(popManuy, CpEICTB obecrieyeHUs
GbYHKIIHOHUPOBaHKS HH)OPMAITMOHHON CUCTEMBI

OJIT.3

Koutponp  Ge30TkazHOro  (yHKIIMOHHPOBAHUSA
TEXHUUYECKUX CPEJCTB, oOHapyxeHue u
JIOKaIU3aIHs OTKa30B (GyHKIIMOHUPOBAHUS,
IIPUHATHE MEpP IO BOCCTAHOBJIEHHUIO OTKAa3aBLIMX
CPEICTB M UX TECTUPOBAHUE

OJIT .4

HepI/IOI[I/I‘leCKOC PE3CPBHOC KOIIUPOBAHUC
MNEPCOHANIBHBIX NAHHBIX HAa PE3CPBHBLIC MAIIMHHBIC
HOCHUTCIIN IICPCOHAJIBHBIX JAHHBIX

OJT.5

OOecnieueHre  BO3MOXKHOCTH ~ BOCCTaHOBJIEHUS
IIEPCOHAJIBHBIX JAHHBIX C PE3EPBHBIX MAIIMHHBIX
HOCUTEJIEH MEepPCOHATBHBIX JAaHHBIX (pe3epBHBIX
KOIMH) B TEYEHHE YCTAHOBJIEHHOI'O BPEMEHHOIO
UHTEpBala

XI. 3amuta cpenbl BupTyanusaiuu (3CB)

3CB.1

Nnentudukanus M ayTeHTUQUKALUS CYOBEKTOB
J0CTyna M OOBEKTOB JOCTyHna B BUPTyaJbHOU
UH(QPaACTPYKType, B TOM YHUCIE aJMHUHHCTPATOPOB
YIIPaBJIEHMS CPEACTBAMU BUPTYyaIU3alluu

3CB.2

VYnpaBieHue JOCTYNOM CYOBEKTOB JOCTyna K
o0BbeKTaM J0CTyTa B BUPTYalIbHOU
UHOPACTPYKTYype, B  TOM  YHCIe  BHYTPHU
BUPTYaJIbHBIX MaIlIlH

3CB.3

Perucrpanus COOBITHI 0€30macHOCTH B
BUPTYaJIbHOU HH(PPACTPYKTYpE

3CB.4

Vnpasinenune  (puiabTpauus, — MaplIpyTH3alMs,
KOHTPOJIb COETMHEHMS, OJIHOHAIpaBJICHHAS
nepefaya) MOTOKaMH  HMHGOpMAIMM  MEXITY
KOMITOHEHTaMU BUPTYaJIbHONM HMH(PPACTPYKTYpHI, a
TaK¥XKe 1o NEPUMETPY BUPTYaJIbHOU

UH(QPaCTPYKTYpPHI

3CB.5

JloBepeHHasi 3arpys3ka CEepBEpOB BUPTyalIHU3alUH,
BUPTyaJbHOW MaIIuHBl (KOHTEiHEepa), cepBepoOB
yIpaBieHUs BUpTyan3alei

3CB.6

VYrpaBlieHre nepeMenieHHeM BUPTYaTbHBIX MaIIHH
(koHTEliHEpOB) © 00padaThIBa€MBIX Ha HHUX
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JaHHBIX

3CB.7 KonTponb LIEJIOCTHOCTH BUPTYaJIbHOU + +
UHOPACTPYKTYPHI U €€ KoH(pUrypanuit

3CB.8 PezepBHOE KOMUpOBaHUE JAHHBIX, PE3EPBUPOBAHUE + +
TEXHUYCCKHX CpEACTB, IPOTPaAaMMHOTO
oOecriedeHrs: BUPTYalbHOW HHQPPACTPYKTYpHI, a
TAaKXKE KaHAIOB CBS3M BHYTPU BHPTYAIBHOM

UHPPACTPYKTYPHI

3CB.9 Peanuzanuss u  ympaBieHHE — aHTUBUPYCHOM + + +
3aIIMTON B BUPTYalIbHOW HH(pacTpyKType

3CB.10  |PazOuenune BupTyaslbHOW HH(PACTPYKTYpHl HA + + +
CETMEHTBI (cerMeHTUpOBaHME BUPTYaJIbHOU
UHPPACTPYKTYPHI) Ui 00pabOTKH MEepCOHATBHBIX
JAHHBIX OTJAENbHBIM IOJb30BaTENeM M (WJIH)
IPYIIION NOJIB30BATENIEH

XI1I. 3amura Texandeckux cpeacts (3TC)

3TC.1 3ammura uHpopmanuu, oOpabaTsiBaeMoi
TEXHHUYECKHUMH CpPEICTBAMH, OT €€ YTeUKH II0
TEXHUYECKUM KaHaJlaM

3TC.2 Opranu3zaius KOHTPOJIMPYEMOH 30HBI, B Mpenenax
KOTOPOHM MOCTOSIHHO pa3MelaloTCs CTal[lOHapHBIE
TEXHUYECKHE Cpe/CTBa, oOpabaTsIBatoIIHe
uH(pOpMaINIO, U CPEICTBA 3aIUUTHI HHPOpMALUH, a
TaKXe CpescTBa obecneueHus PyHKITMOHUPOBAHHS

3TC.3 Kontposnb u ynpasnenue puzndeckum J0CTynom K|+ + + +
TEXHHUYECKUM CpEICTBaM, CpPEICTBAM 3alllUThI
nH(pOopManuy, CpeacTBaM o0ecrieyeHHs

(YHKIIMOHMPOBAaHUS, a TaKXe B TOMEIIEHUS U
COOPYKE€HHUA, B KOTOPBIX OHHU YCTAHOBJICHBI,
HCKJTIOYAIOLIHe HECAHKIIMOHUPOBAHHBIN
¢busznueckuif JOCTYyNl K cpenctBaM o0OpaboTKu
uHpOpMaIUY, CPEJACTBaM 3aIUTHl HH(OPMAIMH U
cpeactBaM  obecrieueHuss  (YHKIIMOHUPOBAHUSA
MH(POPMAIIMOHHON CUCTEMBI, B TIOMEILEHHUS U
COOPYKEHUA, B KOTOPBIX OHNU YCTAHOBJICHBI

3TCA4 Pa3menienue yctpoiicTB BbIBoja (oToOpaxeHwus)| + + + +
uHpopManuy, UCKJIIOYaroniee ee
HECAHKIIMOHUPOBAHHBIN POCMOTP
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3TC.5 3ammTa OT BHEIIHMX BO3JCHUCTBHH (BO3ICHCTBHI
OKpY>KaroIeu cpenpl, HECTaOUIBLHOCTH
AJIEKTPOCHAOKEHUS, KOHAUITMOHUPOBAHUS U HHBIX
BHEIIHUX (PaKTOPOB)

XIII. 3amuTta nHPOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB,
cucTeM CBs3U U niepenadn qaHubix (3UC)

3UC.1 Paznenenne B wHGOpPMAIIMOHHOW  CHCTEME +
GyHKIMH 10 yrpaBlieHUIO (aIMUHUCTPHUPOBAHHUIO)
nH(OPMALIMOHHOU CUCTEMOH, YIIPaBJICHUIO
(aAMHUHUCTPUPOBAHUIO) CHUCTEMOM 3alUThI
MEePCOHANBHBIX JTaHHBIX, (PYHKIMN MO 00paboTKe
MEePCOHANBHBIX ~ JAaHHBIX H  HWHBIX  (PYHKIHA
MH(OPMALIMOHHON CUCTEMBI

3UC.2 [IpenorBpaiieHre 3aJepKKU WM [PEpbIBAaHUSA
BBITIOJIHEHUS TTPOLIECCOB C BBICOKHM ITPHOPUTETOM
CO CTOPOHBI MIPOIIECCOB C HU3KUM MIPHOPUTETOM

31UC.3 ObecrnieueHue 3alUThl MIEPCOHANBHBIX JAHHBIX OT| + + + +
PaCKpBITHSI, MOAU(HUKAIINY U HaBSI3bIBaHUS (BBOIA
JOXHOM  MHpOpPMaLUM) TpU ee  Iepenaye
(monrotoBke K Tepedade) MO KaHalaM  CBSI3H,
UMEIOIIMM BBIXOJl 3a MpeJesibl KOHTPOIUPYEeMOH
30HBI, B TOM YHCJIe OECIIPOBOIHBIM KaHAIaM CBSI3U

31UC.4 OOecnieueHre JOBEPEHHBIX KaHala, MapuipyTa
MEXIy aJIMHHHCTPATOPOM, TOJB30BATEIEM U
CpeAcTBaMHU 3alUThl HMHpopManuu ((PyHKIHUIMU
0€30MacCHOCTH CPE/ICTB 3alUThl HH(OPMALINN)

3UC.5 3anper HECaHKLMOHUPOBAHHOU yJlaleHHON
aKTHBAaIlUM BHJEOKAMEp, MHUKPO(OHOB M MHBIX
nepu@epuiHbIX  YCTPOMCTB, KOTOpHIE  MOTYT
aKTUBHUPOBATbCS  yNAJIEHHO, W  OIOBELICHUE
0JIb30BaTeseil 00 aKTUBALIMU TaKUX YCTPOHCTB

3UC.6 [lepenaya ¥ KOHTPOJb LEIOCTHOCTH AaTpUOYTOB
Oe3omacHOCTH (METOK 0e30MacHOCTH), CBS3aHHBIX
C INCPCOHAIIBHBIMH NaHHBIMHU, IIPH oOMeHe UMHU ¢
WUHBIMH UH()OPMAIIMOHHBIMH CUCTEMaMHU

3UC.7 KOHTpOIb CaHKIMOHMPOBAaHHOIO M HCKIIOUYEHHE
HECaHKLHOHUPOBAHHOTO UCIIOJIb30BaHUS
TEXHOJIOTUH MOOWJIBHOTO KOJia, B TOM YHCIE
perucTparnus COOBITHI, CBSI3aHHBIX c
UCTOJIb30BAHUEM TEXHOJIOTUH MOOWIIBHOTO KOJa,
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UX aHajlu3 MW pearupoBaHHEC HaA HApPYUICHU:,
CBA3aHHBIC C HUCIIOJIB30BaHHECM TEXHOJIOT Uit
MOOMIBLHOTO KOoJa

3UC.8

KOHTpOIb CaHKIMOHMPOBAHHOIO M HCKIIOYECHHE
HECaHKLOHUPOBAHHOTO UCII0JIb30BaHUs
TEXHOJOTUH IIepefayd pedyd, B TOM YHCIE
perucrpanus COOBITHI, CBSI3aHHBIX c
UCIIOJIb30BAHUEM TEXHOJIOTHH Iepelayd pedd, UX
aHaJIM3 W  pearupoBaHUE HAa  HapYLICHMUS,
CBSA3aHHBIE C  MCIOJb30BAHUEM  TEXHOJIOTUM
neperayu peuu

3UC.9

KoHTposb CaHKIMOHUPOBAHHOW M HCKIKOYECHHUE
HECaHKLIMOHUPOBAaHHOU neperayu
BUJCOMH(POPMALIMK, B TOM YHCIIE PETHCTPaLUs
COOBITHI, CBSI3aHHBIX c nepenavyent
BUJICOMH(OPMALINH, UX aHAJIU3 U pearupoBaHue Ha
HapyLICHMUS, CBSI3aHHBIE c nepenavent
BHJICOMH(DOpMATTIH

31C.10

[lonTBepkeHne  MPOUCXOXKACHHUA  MCTOYHHKA
uHpopManuy, NOJIy4aeMou B nporecce
OINPENICJIEHUs] CETEBBIX aJPECOB IO  CETEBBIM
UMEHaM WIN OINpEACIEeHUsI CETEBBIX HMMEH IIO
CETEBBIM ajipecam

3UC.11

OO0ecrieueHre IIOIMHHOCTH CETEBBIX COEIUHEHUN
(ceaHCOB B3aMMOJCHCTBHsI), B TOM YHCIE JUIS
3alUTBI  OT TIOJMEHBI CETEBBIX YCTPOWCTB H
CEpBHCOB

3UC.12

Hckmouenune BO3MOKHOCTH OTPHULIAHUS
nojip3oBareneM (akTa OTIPABKU IEPCOHAIBHBIX
JAHHBIX JPYrOMY ITOJIb30BATENI0

3UC.13

Hcknrouenue BO3MOYXHOCTH OTpHULIAHUS
noJjib30BaTeseM (akTa MOTY4EeHHUs MepPCOHATBHBIX
JAHHBIX OT IPYrOro MoJIb30BaTeNs

3UC.14

Wcnonb3oBaHue  yCTPOWCTB  TE€PMHHAILHOTO
JocTyna Juist 00paboTKH MepPCOHATBHBIX JAHHBIX

3UC.15

3ammuTa ApPXUBHBIX (aiinos, napaMeTpoB
HAaCTPOMKMU CpPEICTB 3allUThl HMHPOpMAUU U
HpOFpaMMHOI‘O OGCCHC‘-ICHI/ISI U HMHBIX JAaHHBIX, HC
MOJIC)KAITUX M3MEHEHHIO B Tporiecce o0paboTKH
HepCOHaJ'H:HbIX JAHHBIX
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3UC.16

BoisiBnenne, aHanmu3 ©W  OJNOKUpOBaHUE B
MHGOPMAIIMOHHON CHCTEME CKpBITHIX KaHAaJOB
nepenayn uHGoOpManuu B 00XO0Jl pealn30BaHHbBIX
MEp WIM BHYTPU  pa3pElICHHBIX  CETEBbIX
IIPOTOKOJIOB

3UC.17

Pazbuenne  uHQOpManMOHHOW  cHCTEMBl  Ha
CeTMEHTHI (CErMEHTHpPOBaHUE HH()OPMAITMOHHON
cucTeMbl) M oOecreueHHe 3alluThl [EPUMETPOB
CETMEHTOB HH(POPMAITMOHHOW CHCTEMBI

3UC.18

Ob6ecneuenue 3arpy3Ku u WCIIOJTHCHUS
NpOrpaMMHOTO  OOECTeUeHHss C  MAalluHHBIX
HOCUTEIIeH MNEPCOHANIBHBIX JAHHBIX, OOCTYIIHBIX
TOJILKO JUIS YTEHHUS, U KOHTPOJIb IIEJIOCTHOCTH
JAHHOTO MTPOrPAMMHOTO O0ECTICUCHUS

31C.19

W3onsauust mporieccoB (BBITIOJIHEHHE TMPOTPaMM) B
BbIJIETICHHOW 00J1aCTH MaMsTH

31C.20

3amuTa 0eCIIPOBOTHBIX COCITUHCHHIH,
MIPUMEHSIEMbIX B UH(POPMALIMOHHON CUCTEME

XIV. BpIsBlIeHHE UHLIUACHTOB U PEarupoOBaHUE HA H

ux (MHII)

MHIL1

OnpeﬂeneHI/Ie JIMI, OTBCTCTBCHHLIX 34 BBLISABJICHUC
HHOUACHTOB U p€arupoOBaHC Ha HUX

WHIL.2

ObnapyxeHue, WACHTU(DUKAIMS U PETrUCTpalus
WHIUJIEHTOB

WHIL3

CBoeBpemMeHHOE MH(POPMHUPOBAHNE i,
OTBC€TCTBCHHBIX 3a BbIIBJIICHHUC HWHIMJIACHTOB H
pearupoBaHMe Ha HHUX, O BO3HHMKHOBEHUH
WHUUACHTOB B  MHGOPMAIMOHHOM  CUCTEMe
MOJIb30BATEISIMU U aIMUHUCTPATOPAMHU

VHIL4

Ananus WHIUJICHTOB, B TOM YHUCIIC OIPCACICHUC
HCTOYHHKOB n MMpUYIUH BO3HHUKHOBCHU
HMHIOUACHTOB, a TAKXKE OIICHKA UX MOCJIEICTBUI

MHIIL.S

[IpunsATE Mep IO YCTPAaHEHHWIO MOCIEACTBHU
WHIMICHTOB

WHIL6

[TnanupoBanue u MIPUHSATHE Mep 1o
MPEAOTBPAIIEHUIO TOBTOPHOTO  BO3HUKHOBEHHSI
WHIUIECHTOB

XV. Yaopasnenue koHpurypanueit HHpOpMAIMOHHOW CUCTEMBI U CUCTEMBI 3aIIUTHI
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nepcoHATBbHBIX TaHHBIX (YKO)

VK®.1

Onpenenenue aul, KOTOPBIM pa3pelieHbl JeHCTBUS
[0 BHECEHUIO W3MEHCHHH B KOH(HUTYpaIUIO
MH(OPMALIMOHHONW CHCTEMBl M CUCTEMBI 3alllUTHI
MEPCOHAIIBHBIX JIAHHBIX

YK®.2

Ynpasienue U3MEHEHUSAMU KOH(HUTypanuu
MH(GOPMALIMOHHOM CHCTEMBl U CUCTEMbI 3aIlUTHI
IIEPCOHAJIBHBIX JTAHHBIX

YK®.3

AHanu3 IIOTEHLIMAIBHOTO BO3/ICUCTBUSA
IUIAHUPYEMbIX ~ M3MEHEHUH B  KOH(Urypauuu
MH(POPMAIIMOHHON CHCTEMBI W CHUCTEMBI 3aIIUTHI
NEPCOHAIBHBIX JITAHHBIX Ha 00ECHeueHHUE 3alIUThI
[IEPCOHANBHBIX  JaHHBIX W COIJIACOBaHME
U3MEHEHUH B KOHGUrypanuuu HHPpOPMaLMOHHON
CUCTEMBI C JOJLDKHOCTHBIM JIMLIOM (paOOTHUKOM),
OTBETCTBEHHBIM 3a o0ecreyeHue O0e30MacHOCTH
MIEPCOHANBHBIX TAHHBIX

YK® 4

JlokymMeHTUpOBaHue HH(OpMaUK (AaHHBIX) 00
U3MEHEHMSIX B KOH(Urypauuu HHPOpPMAIMOHHON
CUCTEMBl W CHCTEMBl 3aIMThl MEPCOHAIbHBIX
JAHHBIX

"+" - Mepa mo oOecrnieueHHI0 0€30MACHOCTU TEPCOHATBHBIX JAaHHBIX BKJIIOYEHA B 0a30BbIN HAOOD

MCP AJId COOTBECTCTBYIOUICTO YPOBHS 3allIUIICHHOCTH IIEPCOHAJIBHBIX JaHHBIX.

Mepsl o obecrieueHnI0 G€30MaCHOCTH TMEPCOHANBHBIX JAHHBIX, HE 0003HAUYEHHBIE 3HAKOM '+,
MIPUMEHSIFOTCS TIpU afanTanuyd 0a30BOro Habopa Mep U YTOYHEHHH aJanTHpOBaHHOTO 0a30BOro Habopa
Mep, a TaKKe MpH pa3padoTKe KOMIEHCUPYIOIIUX MEp MO 00eCreueHn0 0e30MacHOCTH MEePCOHATBHBIX

JaHHBIX.
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